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1. EJIA U 3AJAYN OCBOEHU A AU CHUITIJIMHbI

ILleqb0 ocBOEGHMSI AUCHMIVIMHBI SBISETCS IMOJATOTOBKA OOYYalOUIMXCS K PELICHHIO 3a/1ad
IpoeCCUOHATIBHON JESATEIbHOCTH B O0JACTU CETEBBIX TEXHOJIOTMH IO HANpPaBJICHUIO MOJIrOTOBKH
09.03.01 «MudopmaThka ¥ BBIUUCIUTENbHAS TeXHUKa» (mpo¢mib moarotoBku: «lIporpammuoe
obecreyeHne CpesiCTB BBIYUCIUTENBHOM TEXHUKUM U aBTOMATHU3MPOBAHHBIX CHUCTEM») IOCPEICTBOM
obecriedeHus: 3TanoB (HOpMUPOBaHHUS KOMIETEHIHH, npeaycMoTpeHHbIX PI'OC u ycTaHOBIEHHBIX
mporpamMMoil OakajaBpuaTa Ha OCHOBE NMPO(ECCHOHANBHBIX CTaHIApTOB, B YaCTHU IPEICTABICHHBIX
HIKE 3HAHWM, YMEHUN U HAaBBIKOB.

3agauM QMCUMILUIMHBI: W3YYUTh MOHSATUUHBIN anmapar AUCIUIUIMHBI, OCHOBHBIE TEOpETHUYE-
CKHE TIOJIO)KEHUSI U METOJIbI CETEBBIX TEXHOJIOTHIA, 03HAKOMHUTH O0YJAIOLINXCS C aJlpecalieil CeTeBo-
ro ypOBHA U CCTCBBIMU IIPOTOKOJIAMU, OCHOBAMH MapIIpyTU3alluu, TEXHOJIOTHUAMU FHO62U'II:HBIX C€T€I>'I,
JaTh TPEICTABICHUE O MPOTOKOJIAX MPHUKIAJTHOTO YPOBHS, TEXHOJOTHSIX OECIPOBOAHBIX CETEH, pac-
CMOTPCTh BOIIPOCHI MPOCKTUPOBAHHA, MOHUTOPUHTA WU aHalIn3a KOMIIbIOTCPHBIX CeTeﬁ, O3HAaKOMUTH
00yYaroImuXcsi C MPOMBIIUICHHBIMH CETSIMH, COBPEMEHHBIMH CETEBBIMH TEXHOJOTHSIMH, 0a30BBIMHU
NPUHIUIIAMU U apXUTEeKTypoil IHTepHeTa Bemiel, chopMUpoBaTh YMEHHS U MIPUBUTH HABBIKH IpUMe-
HEHHsI TEOPETUYECKUX 3HAHUU JUIS pEeIIeHUs] TPOPeCcCHOHATBHBIX 3a/1a4, TAKUX KaK CETMEHTHPOBAHHE
CeTH, HACTpPOIKa COEOMHEHHs TMOJACETeH depe3 MapUIpyTH3aTOPhl, KOHGUTYPHUPOBAHHE CIIMCKOB
yIIpaBJICHUS JOCTYIOM; HACTPOIKA JMHAMUYECKON M CTaTHYECKOW MapIIpyTH3aIUK; KOHOUTYpUPOBa-
HUE, HACTPOIKa U pa3BepPTHIBAHUE CETEBHIX CEPBUCOB U CIYXO; pasrpaHHUYEHUE JOCTYMA K CETEBHIM
pecypcam, ciry)0am B cepBrUcaM; KOHPUTYpUpOBaHHE U HacTporika OecmpoBogHoi cetn Wi-Fi; mpo-
IrpaMMHPOBAaHUE KIMEHT-CEPBEPHBIX CETEBBIX NPWIOKEHUH; KOH(QUTYpUpOBaHHE ceTeBOM HH(pa-
CTPYKTYpPBI «YMHOTO JIOMay; MOHUTOPHHT M aHAJIU3 CETEBOTO TpaduKa.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OII BO

Jucnunimna «CeTeBble TEXHOJIOTHUY» OTHOCUTCA K 4acTd, GOpMUPYEMON ydyacTHUKaMu 00pa-
30BaTeNIbHBIX OTHOIICHU.

JlaHHas TUCUMIUIMHA HampaBieHa Ha GopMHUpoBaHUE MPOodecCHOHAIBHBIX KommereHiuid [TK-
4, TIK-7 u 6azupyetcst Ha AUCIUTUTHHE «JIOKaTbHBIC BHIYUCITUTEIBHBIC CETHY.

[lepedeHp nocieayOMUX TUCUMIUIMH, JUIsI KOTOPbIX HEOOXOJMMBI 3HAHUS, YMEHUS U HaBBIKU,
¢dbopmupyeMble JTaHHON TUCIUITIIHHOM:
3amuTa uHPOPMAIIHH.

Taxoke qucHUIIINHA SBIsETCS QYHIAMEHTOM I CAeAYyIommX nmpakTuk u [ NA:
[IpoekTHO-TeXHOIOTUYECKAS PAKTHKA;

[IpennurnmomMHasi IpaKkTHUKA;

[ToaroroBka K 3amuTe U 3aIIUTa BBITYCKHON KBaTU(UKAIIMOHHON PaOOTHI.
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3. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHUSA JUCHUITIMHBI

OcBoeHue TUCIHUILTNHBI HAMIPaBJIeHO HA (POPMHUPOBAHUE HIIEMEHTOB CIIEAYIOMINX KOMITETCHIUN
B cooTBeTcTBUM ¢ ®I'OC BO u OIl BO no nanHoMy HanmpaBjI€HUIO MOATOTOBKHU:

IlepeyeHb NIaHUPYEMBbIX Pe3yJbTATOB 00y4YeHHS M0 AUCUUIJIMHE (MOAYJII0), COOTHECEH-
HBIX ¢ HHANKATOPAMH JOCTHKEHUSI KOMIIETeH U

Komnerennus NHaukaTopsbl J0CTHXKEHUS KOM- Pe3yabTaThl 00yueHus
neTeHuu

[1K-4. Crioco6en BoI- | [IK-4.1 TlpoekTupyeT BHIYUCIN- 3Haer:

IIOJIHATH pa60T1>1 10 TCIIbHBIC CETU - MMPOTOKOJIbI CETCBOI'O0 U TPaHCIOPT-

MPOEKTUPOBAHUIO U Horo ypoBHeu monaenu OSI;

aJIMUHHCTPUPOBAHUIO - CTPYKTYypy, 000pyAOBaHHE, TUIBI U

BBIYUCIIUTCIIBHBIX CC- TEXHOJIOTUHU FJIO6aJII>HOI>'I CCTH,

Tel - MPOTOKOJIBI CEAHCOBOTO, MPEICTaBU-
TEJIBCKOr0 W MPUKIATHOTO YpPOBHEU
moxenu OSI;

- THIIOBBIC APXUTCKTYPLI CCTCBBIX
MIPUIIOKEHU;

- TEXHOJIOTHMM OECIpOBOIHOM mepena-
YH JTaHHBIX;

- JTambl U ajlrOPUTMBI TPOEKTUPOBA-
Hus cereil cemeiictBa Ethernet;

- OCHOBBI IPOMBIIIUICHHBIX CETEH;

- 0a30BbIC MPUHLUIBI U APXUTEKTYPY
WNurepuera Bemieii (IoT);

- OCHOBBI ceTell MOCIEAYIOIUX MOKO-
nernit (NGN) u Oynymux cereii (Fu-
ture Networks).

YmMmeer:

- ckoH(purypupoBats cepsuc DHCP,
HacTpouTh cinyx0y FTP, mactpouth
Web-cepBuc, mTOCTpPOUTH MOYTOBYIO
CIIy’)k0y, CKOH(QHUTypHUpOBaTh CIyX Oy
DNS;

- TporpaMMHUpOBaTh TMepenady HWH-
dbopmanuu 1Mo ceTu.

Bnaneer:

- HaBBIKAMU DPa3BEPTHIBAHUS CETEBBIX
CIIy’K0 U CEpBHUCOB;

- TEXHOJIOTHSIMH TPOTpaMMHUPOBAHUS
KITUEHT-CEPBEPHBIX CETEBBIX IPUIIO-
JKEHUI;

- OCHOBaMH KOH(UTYPHUPOBAHUS CETe-
BOIl MH(PACTPYKTyphl «yMHOTO JO-

May.
[1K-4.2 AnMUHUCTpHUPYET BHIUKC- 3Haer:
JIUTEIIBHBIE CETU - (hopmat u Tunsl [P-anpecos;

- MNPUHIMIBI ¥ MPOTOKOJBI Mapuipy-
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TU3aIY;
- CpeAcTBa MOHUTOpPWHTA U aHajIu3a
KOMIIBIOTEPHBIX CETEH;

- UHCTPYKIIMH 10 YCTAaHOBKE aJIMUHU-
CTPUPYEMBIX CETEBBIX YCTPOICTB;

- METPUKHU IPOU3BOAUTEIHLHOCTH al-
MUHHUCTPUPYEMOU CETH.

YwMmeer:

- HACTPOUTH MApPIUIPYTHI IS TIepeaadn
MAKETOB MEX/Y CETSIMU;

- HaCTpOUTh OECHpPOBOJHYIO CETh Ha
ocHoBe Wi-Fi mapmmpyruzaTopa ¢ BbI-
xoja0M B Internet;

- MOJYYUTh CTaTUCTHKY IO pacrpee-
JICHUIO CETeBOro Tpaduka Mo MpoTo-
KOJIaM, IIPOBECTH aHallu3 CEeTEeBBIX
OJIOKOB JJaHHBIX

- HACTPOUTh CETEBOE MPOrPaMMHOE
obecrnieveHue.

Bnaneer:

- HaBbIKAMHM HACTPOMKH JMHAMHUYE-
CKOM M CTaTUYECKON MaplIpyTHU3aLIUH;
- mpueMaMu  KOH(MUTYPHUPOBAHUS
6ecnipoBoHOM cetnn Wi-Fi;

- HaBbIKAMH MOHUTOpPHMHIA CETEBOIO
TpaduKa U UCCIIEOBAHUS IPOTOKOJIOB
ICMP, UDP u TCP.

[1K-7. Cnocoben
MPUMEHSITh METOJIbI
3amuTh HHPOpPMa-
UM ¥ YIPABJISTH
0€30MacHOCTHIO B
UH(POPMALIMOHHBIX
cucreMax

[TIK-7.1 IIpumeHseT MeTOAbI 3a11u-
Tl HH(pOpPMALUU B HH(POPMAIHOH-
HBIX CHCTEMax

3Haer:

- o0ure mpUHUUIBI (YHKIIMOHUPOBA-
HUSl anmnapaTHbIX, MPOrPAMMHBIX U
MPOrpaMMHO-AIAPATHBIX ~ CPEICTB
aIMUHUCTPUPYEMOM CETH;

- OCHOBHBIE METO/bl CETMEHTAIUH Ce-
TEBOTO Tpaduka;

- TEXHOJIOTUH pa3rpaHUdCHHs JOCTY-
1a K CETEBBIM PECYpCaM.

YmMmeer:

- BBITIOJIHUTH CETMEHTAINIO CETH;

- MPOBECTH aHAJIU3 CETEBOTO Tpaduka
Ha TPEIMET BBISBICHUS MOTEHIUANb-
HO OTIACHBIX MTaKETOB.

Bnaneer:

- HaBBIKAMU pa30MEHUsS CETH Ha IMOJ-
CeTH;

- HaBBIKAMHM HACTPOWKH COCIUHEHUS
MoJICeTel uepe3 MapuIpyTH3aTOPHI.

[1K-7.2 Ynpasisier 6e30MacHOCTbIO
B MH()OPMAIMOHHBIX CHCTEMAaX

3Haer:

- WHCTPYKLIMH MO SKCIUTyaTalluu aj-
MHUHHUCTPUPYEMBIX CETEBBIX
YCTPOICTB;
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- Ha3HAYCHUE, THUIIbI M CIIOCOOBI CO-
3MaHHSI CITUCKOB YIPABICHHUS OCTY-
oM (ACL-criickoB);

- METOJBI 3alIUTHI CETEBBIX CIYXKO U
CEpBUCOB OT HECAHKIMOHUPOBAHHOTO
JOCTyTIA.

YmMmeer:

- HAaCTPOWTH CIIMCKH YIPABICHUS J0-
crynom (ACL-cniuckn);

- HACTPOWTH YYETHBIC JAaHHBIC AJMHU-
HUCTpaTOpa W IOJb30BaTEICH ceTe-
BBIX CITY’KO U CEpPBHUCOB;

Bnaneer:

- MpUEMaMHU pa3TPaHUYCHHUsS JOCTyIa
K CETEeBBIM pecypcam, ciyx0aMm u cep-
BHUCAM.

- HaBbIKAMU HACTPOWKH CPEICTB
NPEJIOTBPALICHHS aTaK B CETH.
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Conep:xanue TMCUMILIAHBI:

Ne HaumeHoBaHMe BUI0B 3aHATHI U TEMATHK, COJEePKAHHUE
1 JleknuoHHbIe 3aHaTUsA 15 mIT. o 2 4aca:
1.1. CereBoii u TpancnopTHblii ypoBHH Mozaenu OSI. Creku ceteBbix mnportokoioB TCP/IP,
IPX/SPX, NetBIOS/SMB, DECnet, SNA, OSI. Ha6op nmporokonoB TCP/IP. MexcereBoii mpo-
tokon [P.
1.2. Ilporokon obOmeHa ympasistoumu coobuienusmMu ICMP. TIpoTokonbl TpaHCHOPTHOTO
ypoBust UDP, TCP.
1.3. ®opmar u Tunel aapecoB [Pv6. ®opmupoBanue nunentudukraropa uaTepdeiica. [lmanupona-
Hue moxacereir [Pv6. Otobpaxkenne Qusnueckux aapecoB Ha [P-aapeca: mpotokosnsi ARP u
RARP.
1.4. MapumpyTtuzanus 1 aBTOHOMHbIE chcTeMbl. [Ipuniunel mapupyruzamuu. Ctatudeckas u
JUHamMHu4eckast Mapipytusanus. [[poTokonsl AHHaMUYeCKOW MapIIpyTH3aluH.
1.5. OcHOBHBIEC IOHATHUS M ONPEACICHHS, CTPYKTYpa U 000pya0BaHue riodanbHoi cetu. Kommy-
TaTOPBI U MapLIPYTU3ATOPHI I100ABHBIX CETeH, yAaJIeHHbIE MOCTbI, MYJIbTUIIIIEKCOPHI.
1.6. TUIIBI U TEXHOJOTUH TIIOOAIBLHBIX ceTeil. CeTH ¢ BBIIEIEHHLIMH KaHajaMu cBsa3u. CeTu ¢
KoMMmyTanuei kaHaimoB. CeTn ¢ kommyTtauueil makeroB. Ilne3noxponnas uudpoas mepapxus
PDH. Cunxponnas uudposas uepapxus SDH. Ctpykrypa u texHonoruu ceru X.25. Ceru
Frame Relay. Texnonorus ATM. IP-ceTn.
1.7. CeaHcoBbIi, NMpEACTaBUTENLCKUN W TIpUKiIaaHOW ypoBHU Monenu OSI. [lpuxknagHoi ypo-
BeHb Moziern TCP/IP. CeteBbie City)XObI 1 CEPBUCHI.
1.8. OToOpaxxeHne cUMBOJIbHBIX ajpecoB Ha [P-agpeca: ciayx06a DNS. ABromatu3zamus KoHpu-
rypupoBaHus ceTeBbIX nHTepdeiicoB, nmpotokon DHCP.
1.9. CereBbie npuinoxenus. OgHopaHroBasi, (aiiyl cepBepHas U KJIMCHT - CEPBEPHAS] apXUTEKTY-
PBI CETEBBIX MPUIOKEHUN. TUNOBBIE CTPYKTYPBI KIMEHTCKUX MTPUIIOKEHUN.
1.10. BecmpoBonHbie cpensl nepeaayn JaHHbIX. CUTHAIBL s nepenayn nHpopmanuud. Moay-
asus curnanos. [IpomyckHas criocoOHOCTh kKaHana. MeTozbl JocTyna K cpesie B 0eCIIpOBOIHbBIX
cetsax. TexHnonorust pacmmpeHHoro crekrpa. becnpoBoansie cetn WiFi.
1.11. TIlpoextupoBanue cereit cemerictBa Ethernet.
1.12. Knaccudukanusi cpeiCTB MOHUTOPUHIA U aHaIM3a. AHAJIM3aTOPbI CETEBBIX MPOTOKOJIOB.
CereBnie aHanmu3atopsl. KaOGenbHbIe CKaHEPHI U TECTEPHI.
1.13. Tlonarue m obnactu mpuMeHeHHs cucteM peanbHoro BpemeHu (CPB). IlpowmpbliienHble
cetu. CAN, PROFIBUS, MODBUS, MODBUS TCP. CereBas undpacTpyKTypa NpOMBIIIICH-
Horo npeanpusatus. Manycrpus 4.0, HHTEIEKTyaIbHOE IPOU3BOICTBO.
1.14. Untepner Bemieii (IoT). ba3zoBbie mpuHIKIIBL. ApXUTEKTYpa.
1.15. Ceru nocnenyromux nokojeHuid (NGN). Oco6eHHOCTH (QYHKIIMOHMPOBAHUS M apXUTEK-
Typa cereit NGN. MynbTUIIPOTOKOIbHAS TpaHCHOpTHAs ceTh. bynymue cetu (Future Networks).
2 | JJaboparopubie paboThl 7 mT. 10 4 yaca u 1 mT. mo 2 Jaca:
2.1. CerMeHTalMs CETH U pa3rpaHUYEHUE TIOCTYNA K CETEBBIM pECypcaM.
2.2. Hacrpolika cTaTH4ecKOi MapIIpyTHU3aLHH.
2.3. /lunamuueckasi MapIIpyTH3aL1H.
2.4. KondurypupoBaHue CETEBBIX CEPBHCOB.
2.5. Pa3paboTKa KIIMEHT-CEPBEPHBIX CETEBBIX MPUIIOKCHUM.
2.6. Kondurypuposanue 6ecripoBogHoi cetn Wi-Fi.
2.7. MOHUTOPHUHT CETeBOTO Tpaduka.
2.8. Kondurypuponanue cereBoit nunppactpykrypsl loT («ymMHOro momay).
3 CamocrosiTenpHas padoTa CTy/ICHTOB:
3.1. IloaroroBka K 3ammre J1a60paTOpHBIX padoT.
3.2. CaMOCTOSITETLHOE U3YYEHUE TEOPETUUECKUX MATEPUAIIOB IO CIAEAYIOIIUM BOIIPOCaM.
IP-pelitarpamma. [Ipotokosn NDP.
JIMCTaHIIMOHHO-BEKTOPHBIE ITPOTOKOJIBI MapIIPyTU3aluu. TEXHOIOTUN YIUIOTHEHUS! ONITUYECKUX
ka"HagsoB CWDM, DWDM u HDWDM.
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Pacnipenenennsie ceteBble npuiioxkeHus. CeMeNcTBO CTaHIapTOB OECHPOBOAHBIX JIOKATbHBIX
cereit IEEE 802.11x.

Br160op cereBoro 060pynoBaHus M0 SKOHOMUUYECKUM U TEXHUYECKUM KPUTEPHUSIM.
Pacnpenenennsie cuctembl ynpasienus, SCADA-cuctemsl, npombinuieHHbId Ethernet. IMon-
nepkka kadectBa yciyr B ceTssx NGN. Texnomoruss MPLS. Buptyanuzamus B Oyaymmx ceTsx,
BHUpTyasibHast ceTb LINP.

3.3. IloaroroBka K 3K3aMeHY MO JUCIUTUINHE (OIIEHOYHBIC MaTeprajIbl MPUBEICHBI B pa3jene 6
Hacrosmeit PITJT).

Texkymuii KOHTPOJIb:

- IPOBEPKA KOHCIEKTOB JIEKIIMI U JIOTIOJIHUTENbHBIX TEOPETUYECKUX MATEPUATIOB;
- IPOBEPKA OTYETOB MO JTAOOPaTOPHBIM paboTam;

- 3aIUTa JJabOpaTOPHBIX padoT.

Pe3ynbraThl TEKyIIero KOHTPOJS (UKCHUPYIOTCS C HCIIOJIb30BAaHHEM TpPeXOalIbHONH CHCTEMBI

(0, 1, 2) nmpu poBeIEHUH KOHTPOJIBHBIX HEACNb MO Tpaduky (primana B TEYCHHE CEMECTPa, a TaKKe
YUUTBIBAIOTCA NPCOAaBaTCIIEM IIPU OCYIICCTBIICHHUU HpOMe)KYTO‘-IHOI\/'I arrecraluu 110 HaCTOHH_Ieﬁ
TMCIIUTUIAHE.

5. OBPA3OBATEJIBHBIE TEXHOJIOT' MU

Tabnuna - O6pa3oBarenabHbIe TEXHOJIOTUH, UCTIOIb3YEMbIE IIPU PeaTU3alliy Pa3IMYHbIX BUIOB yueo-
HBIX 3aHSATUU MO AWCIUILTHHE

No | Busl yaeOHBIX 3aHATHIA OO6pa3oBaTeabHbIC TEXHOJIOTHU

/i

1 Jlexuun Knaccuueckast (TpagunuoHHasi, WHGOpMAIMOHHAs) JEKIHUS B
dbopmare MyJIbTUMEIUWHBIX PE3eHTAITUH.

2 JlaGopaTopHbie pabOTHI TexHomoTHsT BBITTOTHEHHUS JIA0OPATOPHBIX 3aJaHUN WHIUBUIY-
aJIbHO.
TexHomorust mpooOJIeMHOTO 00YUYEHHUST Ha OCHOBE aHAJIN3a PE3YJIb-
TaTOB JIA0OPATOPHON PadOTHI: MHANBUIYAIBHBIN OMPOC, MPe-
CTaBJICHUE CTYJICHTOM PE3YJIbTaTOB JJAOOPATOPHOU PabOTHI B
¢dopme otuera.

3 CamocTtosaTenbHas padorta HNupopMalilnoHHO-KOMMYHHUKAIIMOHHBIE TEXHOJOTHH (JOCTYN K

cryaenTtoB (BHeayautopHas) | QUOC ¢unmmana, k 9bC ¢unmana, noctyn Kk MHOOpMAIMOHHO-

METOJUYECKIM MaTepHrasiaM Mo JUCIUILINHE).

4 KoHnTpons (mpomexyrounas | TexHosorus ycTHOro onpoca.

aTTECTAIUs: YK3aMEH)
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6. OHEHOYHBIE MATEPHUAJIBI V151 TEKYIIEI'O KOHTPOJIA 1
IMPOMEXYTOYHOU ATTECTALIHUU - I OHEHKHW KAYECTBA OCBOEHUA
JANCHUITINHBI

K mpomexyTouHOM arrectaiuv CTYJEHTOB IO JUCHUIUIMHE MOTYT MPUBIIEKATHCS MPEICTaBU-
Tenu paboToaTene, mpenoaaBaTey MociIeIyoIUX AUCIUILIINH, 3aBe1ytolIie kapeapamu.

OneHka KayecTBa OCBOCHUS JUCHUIUIMHBI BKJIIOYAET KaK TEKYIIMH KOHTPOJIb yCIEBAEMOCTH,
TaK ¥ IPOMEXKYTOUHYIO aTTECTALUIO.

OneHoYHBIE CPENICTBA TEKYILET0 KOHTPOJIS YCIIEBAEMOCTH:

Bormpocs! 1y1st 3anuThl 1a60paTOpHO PabOTHI
«CermeHTanus CeTU 1 pa3rpaHUueHHE JJOCTYIAa K CETEBBIM pecypcamy

1. Yto Takoe cerMeHT ceTH, moaceth? [lo kakum nmpudrHaM 1esnecooOpa3Ho MPOU3BOAUTH pa30ueHNe
CEeTH Ha mojceTu?
Kakne MeToabl cerMeHTalli CETH BEI 3HaeTe?
Kakum o0pa3om ocymiecTBisieTcs pa3dueHne ceTH Ha MOACETH ¢ IOMOIIBI0 MacKu?
Kaxk onpenenuts He0OX0aMMOE YUCIIO pa3psaaoB Ha aapec noacetn? Ha anpec xocra?
Haiite onpenenenue mapupyrusaropa. Uro Takoe nuiro3?
KakoBa TomnoJsiorus coeIuHeHus MOJCETEN C MOMOILbIO MapLIpyTHU3aropa?
Kakue HacTpolku HEOOXOIUMO BBINMOJIHUTH, YTOOBI XOCTHI JBYX IOJCETEH, COCAMHEHHBIX 4epe3
MapuIpyTU3aTop, CTAIM BUJAETH IPYT Ipyra?
8. JlaiiTe onpeneneHue crnucka ynpapieHus: 1octynom (ACL). JIns kakux 1eneil OH UCIoib3yeTcs?
9. Kakue cymecTByrOT TUIIBI U c110c00bI co3aanust ACL-criuckoB?
10. KakoB CMHTaKCHC IMEHOBaHHOI'O PaCIIMPEHHOIO CIMCKa?
11. Kakum 006pa3oM CO3/IaHHBIN CIIUCOK MPUKPEIUIETCS K HHTepdelicy MapmpyTu3aropa?
12.  Kak npocMOTpeTh CIMCKM JJocTyna MapuipyrusaTopa? Kak ynaaurs ciucok gocrtymna’?
13. Yro u3 cebs mpeacTaBisieT mabIoH Macku TpaBuia cnucka? Jjis Kakux 1eneil OH UCIOJIb3yeT-
cs1i? B ueM ero oTiinune OT Macku cetu?
14. Yrto takoe oOparHas macka? Kakum oOpa3zom €€ MOXHO HCIIOIB30BaTh sl (popMUpOBaHUS
mabJ0Ha MacKY MIPpaBHIIa CIIHCKA?
15. KakoBo nericTBue mabioHOB host 1 any B ipaBuJjie CIIUCKa q0cTyma?

Bomnpocs! 11 3anutel 1a00paTOpHOI paboThI

«Hacrpoiika cTaTH4eCcKOil MapuIpyTH3aLN»
JlaiiTe ompesenenre MapuIpyTHU3aluy, MapIIpyTa, TaOIUIBI MAPIIPYTOB, MAPIIPYTH3ATOPA.
Kaxk coenmHUTE MapmipyTH3aTOpHI IO MOCIeA0BaTeIbHOMY HHTEpdeiicy?
Kak nactpauBaercst uHTEpQeiic MappyTu3aTopa, MOIKIOYEHHBIH K BHEIIHEH ceTH?
Kaxk nactpauBaercs narepdeiic MapipyTru3aTopa, MoIKIIOYCHHBIA K BHYyTPEHHEH ceTh?
Kakum criocoOrl 3a71aHNs MapIIpyTOB BBl 3HaeTe?
Kak 3agath craTnyeckuii MapuIpyT K onpenesieHHON ceTn?
K kakum nnTepdeiicam MappyTuzaTopa MOKHO MOJKIIOYUTHE KOHEYHOE 000pyAoBaHue?

Bormpocs! 1y1st 3anuThl 1a60paTOpHO PabOTHI

«/luHamuueckas MapIIpyTHU3aALUI

HazoBuTe Ha3HaueHUs, TOCTOMHCTBA M HEIOCTATKU MMPOTOKOJIa MapmpyTHO nHpopmanmu RIP.
OcobenHocTy IpoToKoJI0B quHamMudeckoit Mapmpyruzanuu EIGRP, OSPF? BGP.
Omnumute cxemy paboTsl mpoTokona RIP.
Onumure cxemy padotsl npotokoia OSPF.
Kaxkue neiicTBust HEOOXOIUMO BBITIOIHUTD, YTOOBI HACTPOUTH IPOTOKOI RIP Ha MapmpyTu3aTopax?
Kak mpoBepuTh npaBUIbHOCTD PaboThI poTokona RIP?
Kaxk coxpanuth KOHPUTYpAIIIO0 MapIIPyTH3aTOPOB?

Nownbkwbd

Nk =
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Bomnpocs! 11 3anutel 1a00paTopHOi paboThI
«KoHpurypupoBaHue ceTeBbIX CEpPBUCOB

1. Yro Takoe ceTeBasi cinyk0a, B UeM COCTOUT OTJIMYUE CETEBOM CITykObI U cereBoro cepBuca? [laiite
orpesieNieHUE MOHATHUS TOPT.
2. Haiire onpenenenue DHCP cepepa? Kakoii ceteBoii cepBuc obecnieunBaer? Ha ocHOBe Kakoro
MPOTOKOJIa paboTaeT, Kakue GyHKIIUU BBITTONMHET? Kakue mopThl HCTIOIB3YIOTCS?
3. Kakum obpa3om Ha MapuipyTuszarope kKoHpurypupyercs nyi [P-aapecoB /s KOMIIBIOTEPOB MOJIb-
3o0Baresns?
4. Kakum oOpa3om Ha cepBepe KOHPUrypupyercs myn [P-anpecoB st KOMIBIOTEPOB MOJIb30BATENs?
5. Hainite onpenenenne FTP cepeepa? Kakoii cereBoii cepBuc obdecrieunBaer? Ha ocHOBe Kakux Ipo-
TOKOJIOB paboTaeT, kakue GyHKIUHU BoImonHsAeT? Kakue nopTel HCIIONB3YIOTCA?
6. Kakue cymectByroT criocoOsl noctyma k FTP ceprepy?
7. Kakue mpoTOKOJIbI UCTIONB3YIOTCS Ut oOecrieueHus 0e30macHoi nepeaayn Gpainaon?
8. Kax nactpouts ciy:x0y FTP Ha cepsepe?
9. Kakum 00pazom ¢ oJIb30BaTENbCKOI0 KOMITBIOTEPA 3arpy3HUTh (hailyl Ha cepBep MU C Hero?
10. [laitre onpeneneaue HTTP (WEB) cepBepa? Kakoii ceTeBoii cepBuc obdecrieunBaer? Ha ocHoBe
KaKOro MpoToKojia paboTaet, kakue (yHKIMH BhInonHsAeT? Kakue mopThl HCTIONB3YIOTCS?
11.  Yro o3navarot abbpeBuarypst HTML, URL, HTTPS?
12. Kak Hactpouts Web-cepBuc Ha cepBepe? Kakum 06pazomM MOXHO HPOBEPUTH €ro paboToCIo-
COOHOCTB?
13. Haiite onpenenearie DNS cepBepa? Kakoit ceteBoii cepBuc odOecneunBaetr? Ha ocHOBe Kakoro
MPOTOKOJIa paboTaeT, Kakue GyHKIIUU BBITTONMHET? Kakue mopThl HCTIOIB3YIOTCS?
14. Yto Takoe JOMEHHOE UMsl, KAaKOBBI MpaBuiIa ero GopMupoBaHus?
15. Kak nHactpouts DNS-cepBuc Ha cepepe? Kakum 006pa3zomM MOKHO MPOBEPUTH €ro paboTOCIO-
COOHOCTBH?
16. Jlaitre onpenenenne EMAIL cepBepa? Kaxkoii ceTeBoit cepBuc ooecneunBaet? Ha ocHOBe Kakmx
IIPOTOKOJIOB paboTaeT, Kakue (GpyHKIUH BIOIHIEeT? Kakue mopTel HCHONb3YIOTCS?
17. Kak HacTpouTh OUYTOBYIO CIIyx)0y Ha cepBepe? Kakum 006pa3zoM MOKHO TTpOBEpUTH €€ paboTo-
CIOCOOHOCTH?

Bormpocs! y1st 3anuThl 1a60paTOpHO PabOTHI

«Pa3paboTka KINEHT-CepPBEPHBIX CETEBBIX MPUIIOKECHUN
1. Kakum oOpa3oM MpOMCXOAUT KOMMYHHUKAIIHMS MEXIY KIMEHTOM M CepBEepoM 1o mpoTokoiay TCP?
Yro Takoe coket?
Kaxue KoMIOHEHTBI UCHIOTB3YIOTCS AJISl CO3/1aHUS KIIMEHT-CEPBEPHBIX MPUIOKEHUH?
HaszoBurte 0CHOBHBIE CBOKICTBA KOMIIOHEHTA CEPBEPA.
Ha3oBuTe 0OCHOBHBIE CBOMCTBA KOMIIOHEHTA KJIIMEHTA.
Kaxkue neficTBus BBINOIHAIOTCS IPU 3aI1yCKE CEPBEPHOM YacTH NMPUIIOKEHUS?
Uto Takoe kputnyeckas cexiusa? Kak 3anporpaMMUpOBaTh KPUTHUECKYIO CEKIIHIO?
[TosicHuTe TUCTUHT MPOLETypBl OOCITY)KUBAaHUS IOTOKA 3alpoca Ha cepBepe.
[TosicHuTe TUCTUHT TPOLETypbl OTIPABKH 3aIlpoca C KIMEHTa Ha CepBep.
Kakum 00pa3oM MOKHO OpraHM30BaTh Mepeady COOOMIEHNH MEeX 1y KIMeHTaMu?
Bormpocs! 1y1st 3anuThl 1a60paTOpHO PabOTHI
«Kongurypuposanue 6ecipoBoanoii cetn Wi-Fi»

JaiiTe onpenenenune 6ecmpoBOAHON ceTn?
Kaxkue ocnoBnsle ctannaptsl WLAN onpenenser IEEE? Uem onun otinuarorcs?
Urto o3nauaet abbpeBuarypa Wi-Fi?
Kakue crangaptst WLAN obecnieunBatoT ckopocTH nepegauun oosnpiie 1 ['0ut/c?
Kaxkune pexomengamy mpucyTCTBYIOT B Habope mpoTokoioB 8§02.11x7?
Kakue ycTpoiicTBa 1 KaHaJIbl CBS3U MCIIOJIB3YIOTCS IIPH MOCTPOSHUH OECIIPOBOIHBIX CETEH?
HazoBuTe OCHOBHBIX pa3HOBUIHOCTH UCTIONB30BaHMs Wi-Fi mpu mocTpoeHnr JOKaIbHBIX CETEH.

11
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8. Kak HacTpouTh KOMIBIOTEDP HA TOJKIIOYCHHE B CETh Yepe3 OECIPOBOIHEBIN poyTep?
9. Kak HacTpouTh HOYTOYK Ha IMOJKIIOYEHHUE B CETh Uyepe3 OCCIIPOBOHBIN poyTep?
10. Kaxk HacTpouth cMapTQOH Ha MOIKIIOYCHHE B CETh Yepe3 OeCpOBOHBIN poyTep?
11. Kakue HacTpOWKH HEOOXOIUMO BHITIOJIHATH B «CETH MpOBanaepa»?
12.  Yro coboii mpencraBuset TexHomorust NAT u 1 Kakux 1ieeil oHa UCTOb3yeTcs?

Bormpocs! 1y1st 3amuThl 1a60paTOpHO PabOTHI

«MOHUTOPHUHT CETEBOTO TpaduKa»

1. Jlns xakux 1enei mpoBOIUTCS MOHUTOPHUHT Tpaduka cetu?
2. Kak BBINOJHUTH 3aXBaT CETEBOr0 Tpaduka pabodei cTaHIuu?
3. Kak MOXHO ONpeneuTh NPUHAIECKHOCTD IMAKETA Y31y CETU U MPOTOKOJTY?
4. Kak momy4uTh OOIIYyI0 CTATUCTHUKY T10 3aXBary?
5. Kak nmonmyunts nundopmarmio o pacupeaeicHuu Tpaduka mo npoTokosam?
6. Kaxkoif Tpaduk moreHuagbHo onacen?
7. Haznauenue u cTpykTypa coodmenus npotokosia ICMP.
8. Coop u aHanu3 naHHbIX npoTokosna ICMP no nokansHBIM y3maM B porpamme Wireshark.
9. Ha3znaueHue u cTpyKTypa AedtarpaMmmsl mpotokosia UDP.
10. Co6op u ananu3 manubeix nporokona UDP B mporpamme Wireshark mpu obpamenuu k cepBepy
DNS.
11. Kaxk ucnons3yercs nporokosn UDP npu onpenenenun IP-anpeca xocta 1o ero 1T0OMEHHOMY UMe-
Hu?
12. Kakum o6pa3zom B criucke naketoB UDP MOXHO HaiTH 3alTUCh CTaHAAPTHOTO 3a1poca, K KaKOMY
60 xocty? Kakue cBeneHus coaepkaTbCsi B 3TOW CTPOKE.
13.  KakuMm 00pa3om Mo CBeIEHHUSIM O CTaHJAPTHOM 3ampoce MOxHO onpeaenuts [P u MAC-anpeca
KOMITBIOTEPa-UCTOUYHUKA 3apoca, OCHOBHOTO 1ILTI03a?
14. Kaxkue cBenenus o cranaaptHom DNS-3anpoce copepkatcst B okne User Datagram Protocol? B
okHe Doman Name System (query)?
15. Kaxk u3MeHsA0TCS poau UCTOYHMKA U Ha3HaueHus B DNS-3anpoce u DNS-oTBete?
16. HasnaueHnue u npuHIUi padbotel mpotokona TCP.
17. Coop u ananu3 ganusix nporokoia TCP B mporpamme Wireshark.
18. Kak HaspiBaeTcsl mporecc ycraHoBieHus ceanca TCP Mexay kKiaueHToM U cepBepoM? M3 kakux
3TarioB OH COCTOUT?
19. KakuMm 00pa3om B CIIMCKE MaKETOB HAUTH CETMEHT IEPBOT0 Tara TPEXITAITHOTO KBUTHPOBAHUS?
Kak nepeiiTu Ha cie1yronHil CErMEHT TPEXATAITHOIO KBUTUPOBAHUS?
20. Kakwue cBenenus o cermente TCP comeprxarcs B okae Transmission Control Protocol?
21. Ha ocHoBanum kakoi uHpopManuu u3 3aroyioBka cermenta TCP MOXXHO caenath BBIBOJ O TOM,
yto coenuHenue TCP nHactpoeno?
22. Kakum obpazom B Wireshark Mo>kHO OTGHUIBTpOBaThH MaKeThl COCAMHEHUS MEXIY IBYMS COKe-
Tamu’?
23. Kak naiitu 3akmountenbubiid maker TCP-ceanca?

Bomnpocs! quis 3anuthl 1a00paTOpHOI paboThI

«Kondurypuposanue cereBoit uHppacTpykTypsl 10T («ymHOTO TOMa»)»
1. HMaiite onpeneneHue TakuM NOHATHIM Kak «MHayctpus 4.0», «[IpoMbiunenssiii Matepuer», «Mn-
TEPHET BEUIEH», «Y MHOE MIPEANIPUATHEY, «Y MHBIM TOM.
2. Kakue ¢pyHKIMOHATIBHBIC YPOBHH UMeeT apxuTekTypa [oT?
3. Uro B OTHECETE K ceTeBoi uHpacTpykType [oT?
4. V3 kakux yCTPOUCTB COCTOUT UHTEIIEKTYyalbHasl JTOMAIIHSIS CETh?
5. Uro HEoOX0oAMMO cienaTh, YTOObI MOJKIIOYUTH HOBOE CETEBOE YCTPOICTBO B MHTEIUIEKTYAIbHYIO
JIOMaIIHIoK ceTh? Kakue crrocoOnl TOAKIIOUEHNS BBl 3HaeTe?
6. Kakum o6pa3om m00aBisieTcsi MPOBOIHOE YCTPOMCTBO BBOAA-BhIBO1A?
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7. Kak 106aBuTh 0E€CIIpOBOIHOE YCTPOHCTBO BBOJa-BBIBOA?
8. Kakxum 00pa3om HacTamBaeTCsl MHTEIUICKTYyalIbHOE CETEBOE YCTPONCTBO?

O1ieHOYHBIE CPEICTBA 1JISI IPOMEKYTOUYHOM aTTECTAIlUU:

[IpuMepsl BOITPOCOB K 3K3aMEHY MO AUCIUILIMHE

CereBoil M TpaHCIOPTHBIN ypoBHU Mozenun OSI.

Crexu ceteBbix npoTtokosioB IPX/SPX, NetBIOS/SMB, DECnet, SNA, OSI.

Ha6op npotokonos TCP/IP. Nukancynsims.

MexcereBoii npotokon IP. [P-geiitarpamma.

[Tporokon oObMeHa ympassirorumu coodnenusmu ICMP.

[Ipotokon TpancnoptHOro ypoBHsi TCP. ®opmat cermenta. TCP-mopThl.

[Ipotokon TpancnoptHoro ypoBHsi TCP. Ycranosnenue coenunenust TCP. [lepegaua nanHbIx mno

METOAY C IPUMEHEHUEM OKOH.

8. Ilporokon TpancnoprtHoro yposHs UDP.

9. ®opwmar agpecos [Pv6.

10. Tunst anpecoB [Pv6: rmobanbHbli IOHUKACT, YHUKAJIbHBIC JIOKAJBHBIC aJipeca, JOKaJbHBIE aapeca.

11. Tuner anpecoB [Pv6: MynbTHKAaCTOBBIE ajipeca, HeonpeaeaEHHbIi aapec, loopback , anpeca IPv4,
oroOpaxkeHHsle B [Pv6, anpTepHaTHBHBIE a/ipeca.

12. IlnmanupoBanue noacereit [Pvo6.

13. OroGpaxenue ¢pusznveckux aapecos Ha [P-anpeca: mpotokonsr ARP u RARP.

14. IIporokon NDP.

15. MapuipyTtu3zanusi 1 aBTOHOMHBIE CUCTEMBI.

16. IIpuHIUIIBI MapUIPYTU3ALINH.

17. CraTtnueckast 1 JTUHAMHUYECKas MapIIPyTU3aLMsL.

18. IIpoTOKOJIBI AMHAMUYECKON MAPLIPYTU3ALUH.

19. JlucTaHIIMOHHO-BEKTOPHBIE TPOTOKOJIBI MAPIIPYTU3ALUH.

20. I'moGaypHBIC CETH: OCHOBHBIC MIOHATHS M ONIPeIeSICHUs, (PYHKIIMU U CEPBHUCHI, POCCUUCKHUE TIIO0-
OanbHBIC CETH.

21. CtpykTypa u 000pyaoBaHHUE TII00aTBHON CETH.

22. KoMMyTaTOpBI 1 MapLIpyTU3aTOPHI INTOOANBHBIX CETEH, y1aleHHbIE MOCTHI.

23. MynabTUIIEKCOPHI.

24. Cetu C BBIICIICHHBIMY KaHallaMu CBsi3U. Pu3ndeckas BblEIECHHAs JIUHUS CBsI3U. Pagnopeneiinas
CBSA3b.

25. Cetu ¢ BBIACTICHHBIMU KaHanaMu cBsi3u. LludpoBas BeieneHHAS JTUHUS.

26. Cetu ¢ KOMMYyTallM€l KaHAJIOB.

27. CeTu ¢ KOMMYTAaIMEN [TaKETOB.

28. [Tnesnoxponnas mudposas uepapxust PDH.

29. Cunxponnas uudposas uepapxus SDH.

30. MynpTumiekcopsl u Tonojaoruu cereid SDH.

31. TexHonoruu ymioTHeHus ontudeckux kanaasos CWDM, DWDM u HDWDM.

32. CTpyKTypa 1 TEXHOJIOTUH ceTh X.25.

33. Ceru Frame Relay: o0mue cBeeHus1, apXuTeKTypa.

34. Ceru Frame Relay: ctpykTypa n o6opynoBanue, moauepxka napametpon QosS.

35. Texuonorust ATM: obume cBeneHus1, apxuTektypa cereir ATM.

36. Texnonorus ATM: monenr ATM, kadecTBo oOcykuBanust QoS.

37. IP-cern.

38. CeaHCOBBI, MPEICTABUTEIbCKUN U pUKIaaHON ypoBHU Moaenu OSI. [IpuknagHoi ypoBeHb MO-
nemu TCP/IP.

39. CereBble C1yKOBI H CEPBHCHI.

Nk =
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40. Ciiy>x6a DNS: o6mue cBenenus, uepapxust umeH DNS.

41. ®opmar DNS coobmiennit u Tumsl 3amuceit DNS.

42. ABromaru3zanusi KOH(pUTypHUpoBaHUs ceTeBbIX nHTepdeticoB, nmporoxkon DHCP.

43. CeteBsie npuioxkenus: oqHopanrosas (P2P) u ¢aiin cepBepHast apXuTEKTYpBHI.

44. CereBble MPUIOKEHUS: KIIUEHT - CEPBEPHAsl apXUTEKTYpa.

45. Tpex3BeHHast apXUTEKTypa ¢ CEPBEPOM MPUIIOKEHHIA.

46. TunoBble CTPYKTYpPBHI KIMEHTCKUX MTPUIIOKEHUH.

47. PactipeniesieHHbIE CETE€BbIE MPUIIOKEHUS. [[peBOBHUIHAS apXUTEKTYpa pacpeaeaEHHbIX CUCTEM

48. PactipeneneHHble ceTeBble TpuiiokeHus. Cucrema npsiMoro oOMeHa JaHHBIMU.

49. bectipoBoaHbIE Cpebl Tiepeaaun NaHHbIX. CUTHAIBI 11 Tiepeaadn nHpopManun. Moayasius
curHasioB. [IponyckHasi cCHocoOHOCTh KaHaa.

50. MeTonpl 1ocTyna K cpesie B 0eCIIpOBOIHBIX CETSIX. TEXHOJIOTHS pacUIuPEHHOTO CTIIEKTpa.

51. becipoBoaubie cetn WiFi. CemelicTBO cTaHIapTOB OecripoBOAHBIX JIOKAIbHBIX cereil IEEE
802.11x.

52. IlpoektupoBanue cereii cemeiictBa Ethernet.

53. Be16op ceTeBoro 0060py10BaHUsI IO SKOHOMUYECKUM U TEXHUYCCKUM KPUTEPHUSIM.

54. Knaccuukanus cpeacTs MOHUTOPUHTA U aHAIIN3A.

55. AHanM3aToOpkl CETEBBIX MTPOTOKOJIOB.

56. CereBble aHanu3aTopbl. KaGenbHbIe CKaHEPhI U TECTEPHI.

57. Ilonsitue u obacTu MpuUMEHEHUs cucTteM peasibHOro Bpemeru (CPB).

58. IIpombiniennsie cetu. CAN, PROFIBUS, MODBUS, MODBUS TCP.

59. CereBas uH(MpacTPYKTypa IPOMBITIUICHHOTO MPEITPUSITHSI.

60. Pacnpenenennsie cuctemsl ynpasienus, SCADA-cucremsl, npombliieHHbld Ethernet.

61. Uaayctpus 4.0, MHTEIIEKTyaIbHOE TPOU3BOJICTBO.

62. Unrepuer Benieii (IoT): mousTre n 6a30Bble MPUHIUIIHI.

63. Apxutektypa [oT: ypOBHU CEHCOPOB U CEHCOPHBIX CETEM, IIJIF030B U CETEH.

64. Apxurektypa [oT: cepBUCHBIN YyPOBEHb U YPOBEHB IIPUIIOKEHUH.

65. Ilonsitue n HOpMaTuBHas 6a3a ceteit NGN.

66. OcoOeHHOCTH (DYHKIIMOHUPOBAHUS U apXUTeKTypa cereit NGN.

67. MyapTUNIPOTOKOJIbHAS TPAHCIIOPTHAS CETh

68. Ilognepxka kagectBa yciyr B ceTsix NGN. Texnomnorust MPLS.

69. Cetn Future Networks.

70. Buptyanuzanus B Oyylmux ceTsx, BUpTyanbHas cetb LINP.

[Tpumep mpakTHYECKUX 3aJaHH, BRIHOCUMBIX Ha 9K3aMeH, JIJISl IPOBEPKU MPAKTUYECKUX YMEHUH U
HaBBIKOB CTYJEHTOB IO TUCIUILINHE

Jns 3amaHHBIX MCXOJHBIX JAHHBIX CeTH paccuurtarh noiacetu IPv4. Anpec ceru: 172.21.0.0.
KomuectBo noacereit: 3. KonmnuectBo xoctoB B neppoit noacetu: 490. KonumyecTBo XOCTOB BO BTO-
poit moaceru: 210. KommdectBo XocToB B Tperbeil moacetu: 40. B cetn, mocTpoeHHOW B (aiine
zadachal, mpoBepuTh NMPaBUILHOCTH BHITIOJIHEHHBIX PACUETOB.

B ceru, moctpoennoii B (aiine zadacha2 coenuuuts nmoacetu 1 u 3 Takum 006pazom, 4TOOBI XO-
CTBI ITOACETH | BUIEIM XOCTEI IOJICETH 3.

B ceru, noctpoenHoit B (aiine zadacha4, n3mMeHUB Macky, TOOUTHCS, YTOOBI BCE XOCTHI BUACIH
npyr npyra. Hactpouts Web-cepBuc Ha cepBepe noaceru 0. Hactpouts cimyx0y DNS Ha cepBepe
MOJICETH 3 ¥ IPOBEPHUTH BO3ZMOKHOCTH IPOCMOTpPA BEO-CTPaHUI] IO TOMEHHOMY UMEHHU.

B ¢unuane ucnonp3yercs cucremMa ¢ TPAAULMOHHON IIKAJION OIeHOK — "oTauyHo", "Xoporo",

" JTOBJICTBO nTeapHo", "He JTOBJICTBO uTenpHo", "3aureHo", "He 3auTeHO" JaJjiee - naTrOaIbHas CH-
2 b 5
CTeMa).
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CMOJTEHCK I

DNTTAAT]
"y

[V ET I

dopma NpOMEKYTOYHON aTTECTALUU 110 HACTOSIIEH TUCIUILIUNHE — IK3AMEH.

HpI/IMeHHeMBIe KpI/ITepI/II/I OLICHUBAHUA 110 AUCHUIIIIMHAM (B COOTBCTCTBUU C I/IHCprKTI/IBHBIM
nucbMoM HIY MOU ot 14 mas 2012 rona Ne 11-23):

Onenka Kputepun onieHKH pe3ynbTaToB
0 TUCIH- o0yueHus 0 TUCIUILINHE
TUTHHE

«OoTIU4HO»/ | BeIicTaBisercs oOyuaromemycs, oOHapyKUBIIEMY BCECTOPOHHEE, CUCTEMATUYECKOe U

«3a4TEHO r1y0OKOe 3HaHWE MaTepUalioB U3YYEHHON AUCHUILINHBI, YMEHUE CBOOOIHO BBIMOIHSTh

(oTm4HO)»/ | 3a7aHuUs, MPEAYCMOTPEHHBIE IPOTPAMMOM, YCBOUBIIMI OCHOBHYIO M 3HAKOMBIH € J10-

«3a4TEHO» MOJTHATEJILHON JIUTEPATyPOr, PEKOMEHOBAaHHOW pabodeld mporpaMMoOi JUCITUTIINHBL,
MPOSIBUBIIIEMY TBOPYECKUE CITIOCOOHOCTH B TIOHUMAHUH, U3JI0KEHUU U UCTIOIH30BAHUH
MaTepuaioB U3yYEeHHOW IUCIUIUIMHBL, O€3yNpeyHO OTBETHUBILIEMY HE TOJIbKO Ha BO-
npockl Omiera, HO UM Ha JIOMOJHUTENbHbIE BOMPOCH B paMKax paboyeil mporpammbl
JUCITUTUIMHBI, TIPABUIILHO BBIMOJHHUBIIEMY MpaKTHYecKoe 3ananue. OleHkKa Mo IUCIu-
IUTMHE BBICTABIIAIOTCS 00YyYaromeMycsi C Y4ETOM pe3yIbTaTOB TEKYIIETO0 KOHTPOJIS.
Kowmrmierenium, 3akperi€éHHble 3a AUCHUILIMHON, cPOPMHUPOBAHBI HA YPOBHE — «ATa-
JIOHHBII.

«XO0po1oy/ BrictaBnsercs oOydaroniemycs, oOHapyXUBIIEMY IOJHOE 3HAHWE MaTepuana U3y4eH-

«3a4TEHO HOM TUCHUILIMHBI, YCIICIIHO BBIMOJIHAIOMIEMY PEyCMOTPEHHBIE 3a/1aHKs], YCBOUBIIIE-

(xoporo)y»/ My OCHOBHYIO JIUTEPATypy, PEKOMEHIOBAaHHYIO paboueil mporpaMMoil JUCITUTUIINHBL,

«3a4TEHO» MOKA3aBIIEMYy CUCTEMATHYECKHI XapaKTep 3HaHWW MO MUCIUILUIMHE, OTBETUBIIEMY Ha
BCE BONPOCHI OWJIeTa, MPAaBUIBHO BBIMOJIHUBIINN MPAKTUYECKOE 3a/JaHHE, HO JOIY-
CTHUBIIHIA TIPU 3TOM HENPHUHIMIHAATbHBIC OIHOKH. OIeHKA M0 JUCIUIUTNHE BBHICTABIIS-
10TCs 00ydaroleMycs ¢ yu€ToM pe3ysIbTaTOB TEKYIIEro KOHTPOJIS.
Komrmerenium, 3akperi€éHHble 3a AUCHUILTUHON, chOpMHPOBAHBI HA YPOBHE — «IIPO-
JIBUHYTBINY.

«ynoBneTBO- | BricTaBmsiercs oOydaromemMycs, 0OHapyKUBIIIEMY 3HaHHWE MaTepualia U3y4eHHOH Juc-

pUTETBHOY/ [UTTUHBI B 00beMe, HEOOXOAUMOM ISl JaNbHEHIIeH yueOnl B mpencTosuiei padoThl

«3a4TEHO 1o MPOQECCHH, CIPABISIFONIEMYCS! C BBITIOJTHEHUEM 33IaHU, 3HAKOMOMY C OCHOBHOM

(YIOBIETBO- | TUTEpaATypOM, PEKOMEHIOBAaHHOW paboyeil mporpaMMoi JUCITUTIIIMHBI; JOITYCTHUBIIEMY

PUTENBHO)»/ | MOTPEUTHOCTh B OTBETE HA TEOPETUYECKHE BOMPOCHI /WM TIPH BBITOJHEHUU TPAKTH-

«3a4TEHOY YeCcKUX 3aJaHuii, HO oOyajgarouieMy HEOOXOIMMBIMHM 3HAHUSIMHU IS UX YCTPaHEHHUS
MOJI PYKOBOJICTBOM TIpEroAaBarens, MO0 HEMPaBHJILHO BBITIOJHUBIIEMY MpaKTHYe-
CKO€ 3aJlaHKe, HO 110 YKa3aHUIO MpernojaBaTelis BHIIOJHUBIIEMY APYTUe TPaKTHUYECKHE
3a/IaHMs U3 TOTO K€ pasjiena AUCIUIUIHHBL.
Komnerenmuu, 3akpersiéHHble 3a IUCHUIUIMHON, c(pOPMHUPOBAaHbI HA YPOBHE — «IIOPO-
TOBBIN.

«HEyAOBIIe- BrictaBnsercs oOydaronieMycsi, 0OHapy>KUBILIEMY Cepbe3HbIe MPOOENbI B 3HAHUSIX OC-

TBOPUTEb- HOBHOTO MaTepHalla W3YYCHHOW IUCIUIUIMHBI, OMYCTUBIIEMY MPUHIUIHAILHEIC

HOY/ He 3a- OIIMOKY B BBHIIIOJIHEHUU 33/1aHUI, HE OTBETHBILIEMY Ha BCE BOIIPOCHI OMiIeTa M JOMOJ-

YTEHO HUTEJIbHBIE BONPOCHI M HEMIPABWIIBHO BBITIOJIHUBIIEMY TPAKTHUECKOE 3a/laHue (Hempa-
BUJILHOE BBIMIOJIHEHUE TOJIBKO MPAKTUYECKOTO 3aJaHUsl HE SBIAETCS OIHO3HAYHOM
MPUYMHOW JIJIs1 BEICTABIICHUS OIICHKU «HEYAOBIETBOPUTENBHOY). Kak mpaBmiio, oreHka
«HEYAOBJIETBOPUTEIBHO CTABUTCS CTYACHTaM, KOTOPbIE HE MOTYT MPOJOJIKUTE 00yde-
HUE 10 00pa3oBaTENIbHON MporpaMme 0e3 JOMOTHUTENBHBIX 3aHSATHI MO COOTBETCTBY-
foleil nucuuruinae. OLeHKa Mo TUCHUIUIMHE BBICTABIIAIOTCS 00yYaromeMycs ¢ y4éToM
pPe3yJabTAaTOB TEKYIIETO KOHTPOJIS.
KomneTeHnuu Ha ypoBHE «IIOPOTOBBINY, 3aKPEIUIEHHbIE 32 JUCIUIUINHON, HEe chopmHu-
pOBaHBI.
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7. MATEPUAJIBHO-TEXHUYECKOE OBECHHEYEHUME JUCHUIIJIMHBI
Y4eOHoe 1 y4eOHO-12a00paTOPHOE 000pYyAOBaHHE

1 npoBeeHus1 JIEKIIMOHHBIX 3aHATHIl UCTIONb3YyeTCS yueOHas ayIuTOPHs sl IPOBEACHUS
3aHATUI CEMHHAPCKOrO THIA, IPYMNIOBBIX U MHAMBUAYAIBHBIX KOHCYIbTALUHN, TEKYLIETr0 KOHTPOJIS U
MIPOMEKYTOUHOM aTTeCTAllul, OCHAICHHAs CHCIHMAIM3UPOBAHHON MeOeNblo; MOCKOH ayauTOpPHOM;
JEMOHCTPAIIMOHHBIM O0OpPYZOBAaHUEM: TEPCOHATBHBIM KOMITBIOTEPOM (HOYTOYKOM); TEPEHOCHBIM
(cTamOHApHBIM) IPOEKTOPOM.

1 poBeeHNs 3aHATHI J1a00PATOPHOI0 THIIA HCIIOJIb3YyeTCs yueOHas ayAuTOpus JUis Ja-
00paTOpHBIX pPabOT, BHIMOIHAEMBIX B KOMIIBIOTEPHOM KJIacce, OCHAIICHHAs CHCIMATN3UPOBAHHON Me-
0enblo; JOCKOM ayIUTOPHOMN; MEPCOHATbHBIMU KOMIIBIOTEPAMH, CBSI3aHHBIMH JIOKAJIBHOW BBIYHCIIH-
TEJNBHOM CeThio ¢ mojKIoueHueM K cetu MutepHer u goctynom B OMOC ¢uimana, yKOMIUIEKTOBAH-
Hasi CTOMKOMN C aKTUBHBIM CETEBBIM 000pYI0BaHHEM (KOMMYTAaTOpaMH U MapIIpyTU3aTOPaMH).

st camocTosATeIbHON pPadoThl 00y4AOMIMXCHA 110 JUCLHUIUIMHE MCIIOJb3YETCsl MOMEIIEHNE
JUTSI CAMOCTOSITEIILHOM paboThl 00YyJarONTUXCs, OCHAIIEHHOE CTCIIHATN3UPOBAHHON MEOEIbI0; TOCKOU
ayUTOPHON; NEPCOHAIbHBIM KOMIIBIOTEPAMM C IOJAKIIOUYEHHUEM K ceTH VIHTEepHET M JOCTynoM B
OUOC dunnana.

IIporpammHoe o0ecnieueHune

[Tpu npoBeeHUY JIEKIIMOHHBIX 3aHATHH IPeycCMaTpUBaeTCsl UCIONIb30BaHue nakera Microsoft
Office (cuctema /171 MOATOTOBKY M MpOBeAeHUs npe3eHTauuii Microsoft Power Point).

ITpu npoBeneHny 1a00PAaTOPHBIX PAOOT CTyIEHTAMU IIPEAYCMaTPUBAETCS UCIIOIb30BaHUE CHU-
MyJISTOpOB cetu nepenayn nanHbix NetEmul, Cisco Packet Tracer, anHamu3aTopa ceTeBBIX IPOTOKOJIOB
Wireshark, cpenpr paspabotku Delphi B coctaBe Embarcadero RAD Studio u TekcToBOro pemakropa
Microsoft Word 1t opopmiieHHs OTUETOB.

8. OBECIIEYEHHUE OBPA30OBATEJIBHOI'O ITPOIECCA JIA JINI]
C O'PAHUYEHHBIMHU BO3MOKHOCTAMMU 31O0POBbA U HHBAJIM10OB

B xone peanmzanuu AUCITUTUTHHBI UCTIOIB3YIOTCS CIIENYIONINE AOTIOTHUTEIHHBIE METOABI 00Y-
YEeHHsI, TEKYIIETO KOHTPOJIS YCIEBAEMOCTH M MPOMEKYTOYHON aTTECTAIIMH OOYJArOIIMXCS B 3aBUCH-
MOCTH OT UX WHIUBUYAIbHBIX OCOOCHHOCTEH:

JJISL CJIeNbIX U CJIA00BUASIINX:

- Jexuuu o(OPMIISIOTCS B BUJIE 3JIEKTPOHHOTO JJOKYMEHTA, JOCTYIHOTO C MOMOUIbIO0 KOMIIbIO-
Tepa CO CIEeUUATU3UPOBAHHBIM IPOTPAMMHBIM 00ECTICUCHHEM;

- TUCbMEHHBIE 3aJlaHUs BBIMIOJHSIOTCS Ha KOMITBIOTEPE CO CIEHAIN3UPOBAHHBIM IIPOrpaMM-
HBIM O6€CH€‘I€HI/IGM, Wik MOTYT GBITB 3aMCHCHBI YCTHBIM OTBCTOM;

- obecreunBaeTCs UHIUBHUIYaTbHOE paBHOMEpHOE ocBelenne He Menee 300 Jrokc;

- 7Sl BBITIOJTHEHMSI 3aaHUsI IPU HEOOXOJUMOCTH MPEIOCTABIISCTCS YBEIIMYUBAIOIIEE YCTPOU-
CTBO; BO3MOXHO TaKKe HCIOJIb30BaHNE COOCTBEHHBIX YBEIMUMBAIOIINX YCTPOUCTB;

- IUCbMEHHBIE 3aJaHHsI OPOPMIISIOTCS YBEJIIMYSHHBIM HIPUPTOM;

- 3a4€T IPOBOAUTCA B YCTHOM (hopMe WM BBINOJIHIETCS B MUCbMEHHOM (popMe Ha KOMIBIOTEPE.

JJISL TJTyXHMX M CJ1200C/IbIIIANIUX:

- IEKIUU OPOPMIISIFOTCS B BHJIE€ DJIEKTPOHHOTO JJOKYMEHTA;

- IMCbMCHHBIC 3a/IaHH BBITIOJIHAOTCA HA KOMIIBKOTCPC B HHUCHbMEHHOU (bopMe;

- 3a4€T MPOBOAUTCS B MHUCHMEHHOI (opMe Ha KOMIIbIOTEpE; BO3MOXKHO MpOBeAeHUE B hopme
TCCTUPOBAHUA.
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AJISl UL ¢ HAPYLIEHUSIMU OTIOPHO-IBUIATEIbHOI0 annapara:

- JIeKIMK 0(OPMIIIOTCS B BUJE DJIEKTPOHHOI'O JOKYMEHTA, JOCTYITHOTO C MOMOILBIO KOMIIBIO-
Tepa CO CIEeUUANTU3UPOBAHHBIM IPOTPAMMHBIM 00€CTICUCHHEM;

- MMMCbMEHHBIE 331aHUS BBINOJIHAIOTCS Ha KOMIIBIOTEPE CO CHELHATU3UPOBAaHHBIM IPOTrPAMM-
HBIM 00CCIICUCHHEM;

- 3a4€T MPOBOJUTCA B YCTHOH (pOpME MIIM BBINOIHAETCS B MMCbMEHHON (pOpMe Ha KOMIIbIOTE-
pe;

- UCTIOJIB3YETCs crenuanbHas yaeOHas ayauropus mis auil ¢ JIOB3 — ayn. 106 rmaBHoro yueo-
HoOro kopmyca 1o aapecy 214013, r. CmoneHck, DHepreTuueckuil np-a, 1.1, 3aaHue 3HEpreTUYECKOro
WHCTUTYTa (OCHOBHOM KOPIYC).

[Tpu HeoOXOMMMOCTH MPeTyCMaTPUBACTCS YBETUUEHUE BPEMEHH Il IOATOTOBKH OTBETA.

[Iponienypa npoBefeHUs MPOMEKYTOUHON aTTeCTAMK JUIsl OOy4YaroIUXCcs YCTaHABIMBAETCS C
y4€TOM WX MHAMBHIYATbHBIX NCUX0(pU3ndecknx ocobeHHocteil. [IpomMexxyTouHas arrecTausi MOXKeT
IIPOBOAMUTHCS B HECKOJIBKO 3TAIOB.

[Ipu mnpoBeseHWH TNpOLEAYPHl OLEHUBAHUSA pPE3YAbTaTOB OOy4YeHHs IpeaycMaTphBaeTCs
UCIOJIb30BaHNE TEXHUYECKUX CPEACTB, HEOOXOAUMBIX B CBA3M C MHAMBHUIYaJIbHBIMU OCOOEHHOCTSIMHU
00y4Jarouuxcsi. ITU CPEelCTBA MOTYT OBITh MPEJOCTABICHbI (DUIMAIOM, UIM MOTYT HCIIOJIb30BaThCs
COOCTBEHHBIE TEXHUUECKUE CPEJICTBA.

[IpoBenenue nporeaypsl OLEHUBAHUS PE3YIIBTaTOB OOYUYEHUS JOMYCKAETCS ¢ MCIOIb30BaHUEM
JMCTAHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOIOTHH.

ObecneunBaeTcs A0CTYN K MHGOPMALIMOHHBIM U OuOIMOrpadguyecKuM pecypcam B CeTH
HuTepHer 11 kaxxaoro odyyaromerocst B popmax, aJalTHPOBAHHBIX K OTPaHUUYEHHSIM UX 310pPOBbs U
BOCTIPUATHS UHPOPMALIUU:

AJISl CJIeNbIX M CJIA00BH S IIMX:

- B Ie4aTHOU (popMe yBEIIMUEHHBIM MIPUPTOM;

- B (hopMe 2IEKTPOHHOTO JOKYMEHTA;

- B (hopme ayanodaiina.

AJIS TJIYXHMX U €1a00CIbIIAIIMX:

- B Ie4aTHoH ¢popme;

- B (hopMe 2IEKTPOHHOTO JOKYMEHTA.

AJI 00y4YaoIUXCH ¢ HAPYIIEHUSAMH ONOPHO-IBUIATEJILHOI0 annapara:

- B Ie4aTHou popme;

- B (hopMe 3IEKTPOHHOTO JOKYMEHTA;

- B popme ayauodaiina.

9. YHEBHO-METOJUYECKOE U TH®POPMAIIMOHHOE OBECIIEYEHHUE
JANCHUITINHBI

OcHoBHas uTEparypa.

1. Kyry3os O. . UHpOKOMMYHUKAIIMOHHBIE CUCTEMBI H CETH [3JEKTPOHHBIN pecypc]: yaeOHUK /
O. U. KyryzoB, T. M. Tarapaukosa, B. B. IlexanoBckuii. — Cankt-IlerepOypr: Jlanp, 2020. — 244 c.
Pexxum noctyna: https://e.lanbook.com/book/136177.

2. Kosran H.M. KomnstotepHbie ceTr [37eKTpOHHBIN pecypc]: yuedHnoe nocobue / H.M. Kogsran.
— MuHck: PUIIO, 2019. — 180 C. Pexum JOCTyMa:
https://biblioclub.ru/index.php?page=book&id=599948.

3. I'ensOyx C.C. Cetu OBM 1 TeneKOMMyHHMKAaMUA. APXUTEKTypa U OpraHU3aLusl [3JIEKTPOH-
HbI pecypc]: yaeoHoe mocobue / C.C. I'enpOyx. — Cankr-IlerepOypr: Jlans, 2019. — 208 c. Pexxum
nocryma: https://e.lanbook.com/book/118646.
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4. OCHOBBI KCIUTyaTallil KOMIIBIOTEPHBIX CETEW [IIEKTPOHHBIA pecypc]: ydeOHUK ais Oaka-
naBpoB: / JLH. lemumoB. — Mocksa: IIpomereit, 2019. — 799 c. Pexum pgocryma:
http://biblioclub.ru/index.php?page=book&id=576033.

5. baceiaa E.A. CucremHOe agMUHUCTPUPOBAHHE W WH(POpPMAIMOHHAS OE30MaCHOCTH [d3JIeK-
TPOHHEIN pecypce]: yaedHoe mocodue/ E.A. bacwias; HoBocubupckuii rocy1apCTBEHHBIN TEXHUIESCKUI
yHuBepcuteT. — HoBocubupck: HoBocuOMpCKuii rocy1apCTBEHHBIN TEXHUYECKUA yHUBEpCUTET, 2018.
—79 c. Pexxum nocryna: URL: https://biblioclub.ru/index.php?page=book&id=575325.

JonoaHuTe bHAS JUTEpPaTypa.

1. BblUMCIUTENbHBIE CUCTEMBI, CETH U TEJICKOMMYHHUKAIIUU [3JEKTPOHHBIA pecypc]: yueOHoe
nocobue / aBT.-cocT. C.B. Bynbik, A.C. Kpectaukos, A.A. Py3akos; mog o6ur. pen. C.B. Byubik u ap.
— YenaOnHCK: UI'UK, 2016. — 116 C. Pexum JOCTyMa:
http://biblioclub.ru/index.php?page=book&id=492739.

2. Konkep A.b. TexHOnOrMum CceTEBBIX KOMMYHHUKAIIMW [SJEKTPOHHBIA pecypc]: ydeOHo-
metoanueckoe nocobdue: / A.b. Konkep; HoBocubupckuii rocy1apcTBeHHbBIM TEXHUYECKUH YHUBEPCH-
teT. — HoBocubupck: HoBocuOUpckuil rocyaapcTBeHHBI TeXHUYeCKnid yHuBepcutet, 2016. — 92 c.
Pexxum moctyma: https://biblioclub.ru/index.php?page=book&id=576690.

3. Huxudopos C. H. Metozas! 3amutel nHGOpMaUnU. 3alIUMIICHHBIE CETH [3JIEKTPOHHBIN pe-
cypc]: yuebnoe mocooue / C. H. Hukudopos. — Cankr-IlerepOypr: Jlans, 2018. — 96 c. Pexxum mo-
cryna: https://e.lanbook.com/book/110935.

4. MhiiBona O. bezomacHOCTh ceTelt [3MeKTpoHHBIN pecypc]: ydeOHoe mocobue. — 2-¢ u3m. / .
MbiiBona. — MockBa: UHTYHUT, 2016. — 571 c. Pexxum goctyma: https://e.lanbook.com/book/100581.

5. 'yneuu JI. CeTn CBS3M CIEAYIONIIETO MOKOJIEHUS [ DNEKTPOHHBINA pecypc]: yueOHbIi Kypc //
WWW.INTUIT.RU: odpunmansuslii caiit Harmonansnoro OtkpbiToro Yuusepcurera «MHTYUT».
Pexxum moctyma: https://www.intuit.ru/studies/courses/1150/157/info.

6. XypHan «CeTu u CUCTEMBI CBS3U» [3IMEKTPOHHBIN pecypc]: http://www.ccc.ru.

7. Kypnan «TenexkoMMyHHUKALTN» [27EeKTPOHHBII pecypcl:
http://www.nait.ru/journals/index.php?p_journal id=9.

CHnuCcoOK aBTOPCKUX METOAMYECKHX Pa3padoToK.

Metoauueckoe oOecnieueHre mo JuciuruiiHe «CeTeBble TEXHOJIOTUM» BKIIIOYAET CIIENyIOIIne
aBTOPCKHE pa3pabOTKU:

— KOMIUIEKT JISKIMI B (hopMaTe MyIbTUMEIUHHBIX MTPE3CHTAIIHH;

— METOJIMYECKHE YKa3aHUA K J1a00opaTOpHbIM padoTam.

VY4eOHo-MeToAMYECKHEe MaTepraibl pa3MellleHbl Ha pecypcax Kadeapsl.
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JIMCT PETUCTPAIIUN UBMEHEHUU
Howmepa ctpanun

Ho- Bceero Hara

Mep aHHy Hanmenosaumue IMoanuce, ®.11.0. BHECCHIS 13 Jlara

crpa- -

usme | 13MC | 3aMe Hym | CTP 1 No TOKyMeHTa, | BHECLIETrO M3MeHe-

Me- | Me- | HO- | jumpo | HHMIB N MEHEHUS B BBEJICHUS U3-

MCHe BBO/IALIETO HUA B JAaHHBIH K- N

HEH- | HEH- | BBIX | po- | HOKY- JaHHBIU DK~ MCHCHUS
He- U3MEHEHUA 3EeMILLAP
HBIX | HBIX BaHH | MCHTC 3EMILLAP
HuUs
bIX
1 2 3 4 5 6 7 8 9 10
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