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1. HEJIX 1 3AJAYHN OCBOEHUMA JUCIIUITJIMHbI

Lenbio ocBOeHHS] AUCHHUILUIMHBI SIBISETCS TOATOTOBKA OOYYAIOIIMXCS K PEHICHHIO 3aaay
npoeCCUOHATBHON  JIeSTENFHOCTH OPraHW3alMOHHO-YIPABICHYECKOr0 THIAa B OOJACTH 3aIIUTHI
nHpopMmanuu 1o HampasieHuto nmoarotoBku 10.04.01 MudpopmanmnonHas 6€30macHOCTh (Marucrepckas
nporpamma: be30macHOCTb aBTOMATHM3UPOBAHHBIX CHUCTEM) TOCPEJICTBOM OOECIIEUEHHUsI ITaroB
dbopMupoBanus komrereHul, npeaycMoTpeHHbIX OC 1 yCTaHOBIEHHBIX MPOrpaMMO MarucTpaTyphl Ha
OCHOBE TIPO(ECCHOHATBLHBIX CTAHAPTOB, B YACTH MPEACTABICHHBIX HIKE 3HAHUN, YMEHUH U HABBIKOB.

3agauyu AUCHMILUIMHBI: U3YYUTh MOHATUMHBIN anmapaT AUCLUUILUIMHBI, OCHOBHBIE TEOPETUUECKUE
MIOJIOKEHHS M METO/IbI 00ecTIedeHUs1 0€30MaCHOCTH KOMIIBIOTEPHBIX CETEH; 03HAKOMHUTH 00YJaOUINXCS C
MPUHIIMIIAMU [TOCTPOCHUS U (PYHKIIMOHUPOBAHUS, PUMEpPAMH pealn3aliii COBPEMEHHBIX JIOKAIbHBIX U
r7I00ANBHBIX KOMITBIOTEPHBIX CEeTed M HMX KOMIIOHEHTOB; JaTh IIPEJACTaBICHHE 00 YSI3BUMOCTHU
KOMITBIOTEPHBIX CeTeH, TEeXHUYECKHX KaHamax "yreuku" HHPOpMAIMM B KOMIIBIOTEPHBIX CETHX,
OCHOBHBIX XapaKTEPUCTUKAX TEXHUYECKHUX CPEACTB 3alUThl MHPOPMALMU OT YT€UEK MO TEXHUUYECKUM
KaHajlaM B KOMITBIOTEPHBIX CETSAX, KAaTErOpHUsiX CETEBBIX aTakK, TEXHOJOTHSX OOHApYKEHUS CETEBBIX
BTOP)KCHWH, OpraHW3allMOHHBIX Mepax IO 3amuTe HH(OpMAIMHM;, PacCMOTPETh  BOIPOCHI
nH(popMaoHHON Oe3omacHoCTH |P-ceTeil, TeXHOJOruil BUPTYalbHBIX 3alIUIICHHBIX CETEH, 3aIlIUThI
0eCrpOBOIHBIX KAHAJIOB CBSI3M; O3HAKOMHTH O0YYaIOIIUXCsl C HAI[MOHAIBHBIMHU, MEKIOCY/1apCTBEHHBIMU
U MEXIYHApOJHBIMHU CTaHAAapTaMH B OOJIACTH 3alUThl MH(OpMAlMM, CTaHIApTAaMHU MO 3aIIUTE CETel
IIPOMBIIIJIEHHBIX CHCTEM AaBTOMAaTU3alliM, BUAAMU  TOJUTHK O€30IIaCHOCTH KOMIIBIOTEPHBIX CETEH,
aApPXUTEKTYpPOl CHCTEMBI YIPABJICHUS CPEACTBAMH MH(OPMAIMOHHON 0€30MacHOCTH CETH, OCHOBHBIMH
CpeAcTBaMH, cHoco0aMy W TPUHIUIAMH TMOCTPOSHHS CETeBOM WHQPPACTPYKTYPHI CHUCTEM 3allIUTHI
uHpOpMallUd aBTOMATU3UPOBAHHBIX CUCTEM, NPOTrPAMMHO-AMMAPATHBIMU CpPEJACTBAMU OOeCleYeHus
3alUThl MHPOpPMAIMM B KOMIBIOTEPHBIX CETAX, OCOOEHHOCTSMHU 3allUThl MPOMBIIIJICHHBIX CETEH;
copMHpOBATh YMEHUS W MPHUBUTH HABBIKM TPUMEHEHUS TEOPETUYECKUX 3HAHUM JUIs pelieHus
npodeccCHOHANBHBIX 3aJad, TaKUX KaK OIpe/ieJeHHe YPOBHS 3alllMIIEHHOCTH KOMIIBIOTEPHBIX CETeH,
OLIEHKA COOTBETCTBMSI MEXaHU3MOB 0€30MaCHOCTH KOMIBIOTEPHON CETH TPEOOBAHUSAM CYLIECTBYIOIIUX
CTaH/IapTOB U HOPMATUBHBIX JIOKYMEHTOB, (POPMYJIMPOBKA MPENTIOKEHUIN MO YCTPAHEHUIO BBISBICHHBIX
ya3BUMOCTeH, GOpMHUpPOBaHUE MOJUTUKM OE30MaCHOCTH KOMIIBIOTEPHBIX CeTeH, 3a/aHue TpeOOBaHUH K
3amuTe UH(QOPMALMKU B KOMIIBIOTEPHOM CETH, BBHIOOP CPEICTB 3aIIUTHI B COOTBETCTBHHU C BBISBICHHBIMH
yrpo3amu IO KPUTEPUIO COOTBETCTBUS MX CTaHAapTaM HMH(OPMAIMOHHON 0€30MacHOCTH, pa3padoTka
MOJIeJIel CEeTeBOM MH(PPACTPYKTYpPhl aBTOMATU3UPOBAHHBIX CUCTEM M TOACHCTEM O€30MaCHOCTH CETEBOM
MHOPACTPYKTYPbl ABTOMATHU3UPOBAHHBIX CHUCTEM, MPOEKTHPOBAHUE 3aIMIIEHHBIX BHUPTYAIbHBIX
JIOKQJIBbHBIX CETeW, MPOEKTUPOBAHUE 3alllMIICHHBIX KaHAJIOB KOPIOPATUBHBIX CETEH, TECTUPOBAHUE
CHCTEM 3alllUThl CETeBOM  HMHQPACTPYKTYyphl aBTOMATHU3UPOBAHHBIX CHUCTEM, JOKYMEHTHPOBaHUE
TEXHUYECKUX CPEACTB  KOMIBIOTEPHBIX ceTell ¢ y4yeToM TpeOOBaHUN MO OOECHEUEHUIO 3alIUThI
uHpOpMalMY, HACTPOWKA CPEACTB 3alllUThl CETEBOro TpaduKa AaKTUBHOIO CETEBOrO0 OOOPYIOBaHUS,
KoH(puUryprpoBanue Oe30macHOl ceTeBoil HHPpacTpykTypbl |0T, KoHQUrypupoBaHHE U HACcTpoHKa
3alIMIIEHHOTO OECIPOBOAHOTO KaHajla CBA3H.

2. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OII BO

Huctunnmua HMuadopmarionHas 06e30MacHOCTh KOMMBIOTEPHBIX CETe OTHOCUTCS K uacmiu,
dopmupyemou yuacmHukamu 00pazo8amenbHulX OMHOULeHUI.

Jns u3ydeHus AaHHOM AMCLUMILIMHBI HEOOXOIMMBI 3HAHUS, YMEHUS W HaBbIKH, (HOpMUpYyeMbIe
HpeHH_IeCTBYIOH_H/IMI/I JTUCIIUIIJINHAMU .

51.B.01 OpranuzannoHHO-TIPABOBHIE MeXaHU3MBI obecreyeHust nH(OPMAIIMOHHON
0€30IIaCHOCTH;
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b1.B.03 IlpoekTrpoBanue MpOrpaMMHOTO 00€CTICUCHHsI aBTOMATH3UPOBAHHBIX CHCTEM.

[lepeueHs mocneayOMUX TUCHUILUIMH U MPAKTHUK, IS KOTOPBIX HEOOXOAUMBI 3HAHUS, YMEHUS U
HaBBIKH, (POPMHUPYEMBbIEC JTAHHON TUCIUIUTMHOM:

b1.B.05 Kpunrorpaduueckne METObI U CPEACTBA 3alTUTHI HHPOPMAIIHUH;

b1.B.06 Texnuueckue cpeacTBa 3aliuThl HHPOPMALIUY,

b1.B./IB.01.01 KomriekcHas 3ammuTa KOpIopaTUBHON HHGOPMAIIUH,

b1.B.JIB.01.02 Aynut uadopmanrnoHHOi 0€30MacHOCTH;

b1.B./IB.02.01 be3omacHocTh BeO-TIPUIIOKEHHU;

b1.B./IB.02.02 Texnomoruu u MeTOAbI 3aiUThl HH(popMaruu B cetn HTEpHET;

b2.B.02 (IT) TexHomornueckas mpakTUKa,;

b2.B.03 (II) [TpennumnuiomHas npakTuka,

b3.01 IloaroroBka K 3aluTe U 3alUTa BHITYCKHON KBaIU(DUKAIIMOHHOMW PabOTHI.

3. TPEBOBAHUS K PE3YJBTATAM OCBOEHUS JUCHUIIJINHBI

OcBoeHue QUCHUIUIMHBI HalpaBiIeHO Ha (OpMUPOBAHHUE HJIEMEHTOB CIEIYIOIUX KOMIETEHIIMN B
cootBeTcTBUM ¢ OC BO 1 OIl BO no nanHOMy HanpaBJIEHUIO TOJATOTOBKHU:

IlepeyeHb MIAHUPYEMBIX Pe3yJbTATOB 00YUYeHUsI 1O JUCHUIJIMHE (MOYJII0), COOTHECEHHBIX
¢ HHAUKATOPAMU I0CTHKEHHUS KOMIIeTeHIH i

Kommnerenuus HNupuxaTopsl PesynbTathl 00yyeHus

AOCTHKEHHS

KOMIIeTeHIH i
IIK-1 Crocoben [K-1.2 Cniocoben 3HaeT: MPHUHIUIIEI TOCTPOCHUS B ()yHKIIMOHUPOBAHHS,
aKTHBHO y4acCTBOBAaTh B | MPOEKTHPOBATH MIPUMEPHI PeaTn3aIiii COBPEMEHHBIX JIOKAIBHBIX U
yIpaBJIeHUH anmapaTHble CpeCTBa r00AIbHBIX KOMITBIOTEPHBIX CETEH M UX KOMIIOHEHTOB;
(GYHKIIMOHUPOBAHUEM JUTS 31U THI STAJIOHHYIO MO/JIENb B3aMMO/IEHCTBUS OTKPBITBIX CUCTEM;
CUCTEMBI o0ecrieueHust | nHpopManuu TEXHUYECKHe KaHanbl "yTeukn'" nHPOpMaIiu B
MH()OPMAILTMOHHOMN aBTOMaTH3MPOBAHHBIX KOMITBIOTEPHBIX CETSIX; OCHOBHBIE CPEJICTBA, CIIOCOOBI U
6esonacaoctu (COUB) | cuctem. MPUHLMIIEL TOCTPOECHHUS CETEBOM HHPPACTPYKTYPHI
OpraHu3aluy Ha OCHOBE CHUCTEM 3aIUThl HHOPMAIIUN aBTOMATH3UPOBAHHBIX
COBPEMEHHBIX CHCTEM; OCOOCHHOCTH 3aLIUThl IPOMBIIUICHHBIX CETEH;

nonoxenun CMUBb

OCHOBHBIE XapaKTEPUCTUKH TEXHUIECKUX CPEACTB
3alIUTHl THPOPMAIMH OT YTEUEK M0 TEXHUIECKUM
KaHaJIaM B KOMIBIOTEPHBIX CETSX; IPOrpaMMHO-
anmaparHble CpeicTBa 00eCTIeYeHNUS 3aIUThI
WHPOPMAITUH B KOMITLIOTEPHBIX CETSIX; QYHKIUHA U
0c00eHHOCTH ()YHKIIMOHUPOBAHHUST MEKCETEBBIX YKPAHOB;
TEXHOJIOTHH BUPTYAIbHBIX 3aLIUIEHHBIX CETCH;
TEXHOJIOTHH 0€30I1aCHOCTH OECTIPOBOIHBIX CETEH;
APXUTEKTYPHI 3aIMUIIEHHBIX TIPOMBIIUICHHBIX
WHPOPMAITUOHHBIX CETEH.

VYmMeer: pazpabarbIBaTh MOAEIIH CETEBOM
UHPPACTPYKTYpBI aBTOMATU3UPOBAHHBIX CUCTEM U
MoJICKCTEM 0E30MTaCHOCTH CETEeBON HH(PACTPYKTYPHI
ABTOMAaTH3UPOBAHHBIX CHCTEM; IPOEKTHPOBAThH
3alIMIICHHBIC BUPTYaJIbHBIE JIOKAJIbHBIE CETH;
MPOEKTHPOBATH 3aLIUIICHHBIC KaHAIbl KOPTIOPATHBHBIX
CeTel; TECTUPOBATh CUCTEMBI 3aIIUTHI CETEBON
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UHPPACTPYKTYpHl aBTOMATU3UPOBAHHBIX CUCTEM;
JIOKYMEHTUPOBATh TEXHHYECKHUE CPEICTBA
KOMITBIOTEPHBIX CeTel C y4eTOM TpeOOBaHHA 1O
00ecTIeueHUIO 3aIUTH HH(HOPMAITHH.

Brnaneet: ymeHueMm aHamU3MpOBAaTh OCHOBHBIE
XapaKTePUCTUKH U BO3MOXXHOCTH KOMITBIOTEPHBIX CETer
110 Tepeade HHPOPMaITiN; HaBEIKAMH BEIOOpa Mep
3alIUTHl UHPOPMAIMH, TOAJICKAIINX PEeaTU3alui B
CHCTEME 3alUThl CETeBOI HHPPACTPYKTYPHI
aBTOMATH3UPOBAHHON CHCTEMBI; HABBIKAMH OTIPEICIICHIS
BUJIOB U THIIOB CPEJICTB 3alIUThl HHPOPMALUH,
00eCcTeYrBalONINX pearTu3anio TEXHUIUECKIX Mep
3alUTHl KOMIIBIOTEPHBIX CETEH; METOIaMt MCCIIETOBAHUS
MojieJIel ceTeBOoi HHPPACTPYKTYPHI
ABTOMATU3UPOBAHHBIX CUCTEM U TMOJACHUCTEM
0e30macHOCTH CeTeBON MHPPACTPYKTYPHI
aBTOMATHU3UPOBAHHBIX CUCTEM; HaBBIKAMH HACTPONKHU
CPEICTB 3allIUTHI CETEBOTO TpauKa aKTHBHOTO CETEBOTO
000pyI0BaHMsI; HAaBBIKAMHU KOH(PHUTYPHPOBAHHSI
Oe3omacHOi ceTeBoii nHGpacTpyKTyps! 10T ; HaBBIKaMU
KOH(HUTYPHPOBAHUS U HACTPOMKH 3alIMIIIEHHOTO
0ecnpoBOHOTO KaHAIA CBSI3H; HABBIKAMHU KOHTPOJIS
0e30TKa3HOr0 (DYHKITMOHUPOBAHUS TEXHIHUECKUX CPENICTB
3alTUThl THPOPMAIIMH B KOMIIBIOTEPHBIX CETHAX.

IT1K-3 Criocoben
YIPaBJISATh
0€3011aCHOCTBIO
KOMITBIOTEPHBIX CUCTEM
U ceTel.

[IK-3.1 IlpoBoauT ananu3
Oe3omacHoCcTH
KOMITBIOTEPHBIX CUCTEM U
CeTeH.

3HaeT: IPUHIUIBI TOCTPOEHHSI KOMITBIOTEPHBIX CETel;
YSI3BUMOCTH KOMITBIOTEPHBIX CETEH; MPOOJIEMBI U YIPO3bI
MH(POPMALIMOHHO 0€30MaCHOCTH CETEBOr0 00bEKTa;
KaTC€ropumn CETEBLIX aTaK; TEXHOJIOTNU OGHapy)KeHI/IH
CETEBBIX BTOPKEHUIL; HAITMOHAJIbHBIE,
MEKT0CyJapCTBEHHBIE M MEXIyHApOIHBIE CTAHIAPTHI B
00J1acTH 3alMTHl HHPOPMALIUK; CTAHAAPTHI 110 3aIIUTEe
ceren IIPOMBIINIJICHHBIX CUCTEM aBTOMATU3allUN.

VYMeeT: onpeaenuTsh ypoBeHb 3alUIEHHOCTH
KOMITBIOTEPHBIX CETEH; OLIEHUTh COOTBETCTBHE
MEXaHU3MOB 0€30MaCHOCTH KOMITBIOTEPHOW CeTH
Tpe6OBaHI/I$IM CYIIECTBYIOIIUX HOPMATHUBHBIX
JOKYMEHTOB; (POPMYJIHPYET MPEUIOKEHUS 10
YCTPAHEHUIO BBISBIICHHBIX YSI3BHMOCTEH.

Brnaneet: ymeHrneM npou3BOAUThH aHAIN3 MOJUTUKU
0€301acHOCTH Ha MPEeIMET aIeKBATHOCTH; HAaBBIKAMHU
Pa3pabOTKH MMPEUIOKEHUH 10 YCTPAHEHHUIO BBISIBICHHBIX
VSI3BUMOCTE; HaBBIKAMH aHaJI3a CTaHJIAPTOB
WHPOPMAITMOHHON 0€30MaCHOCTH.

[1K-3.2 Pa3pabarbiBaer
TpeOOBaHUsI 1O 3alINTE,
(hopMupyeT monuTHKH
Oe3omacHoCcTH
KOMIIBIOTEPHBIX CUCTEM U
ceTel.

3HaeT: BU/bI MOJUTHK 0€30IMaCHOCTH KOMITBIOTEPHBIX
ceTeil; BO3SMOKHOCTH UCIIOIb3yEMBIX U TUIAHUPYEMBIX K
MCIOJIb30BaHHUIO CPEJICTB 3alUThl HH)OPMALIUH;
APXUTEKTYPY CUCTEMBI YIIPABIECHHUS CPEICTBAMU
MH(POPMAITMOHHON OE301TaCHOCTH CETH;
OpraHnU3alflMOHHBIC MEPEI 110 3alIUTE HHq)OpMaI_IHPI.
YmMeeT: GopMHUpPOBATH MOJUTHKH 0€30IIaCHOCTH
KOMITBIOTEPHBIX CETEH; OMPeNesITh YIPO3bl
0e30MmacHOCTH HH(POPMAIIMHY, PeaTH3alisi KOTOPBIX




Hanpasnenue noocomosxu 10.04.01 Hngopmayuonnas bezonacnocme (DA
Mazucmepcras npocpamma «bBe3onachocms agmomMamu3upoO8AHHbIX CUCTNEM» 3 1
PIIJ] 51.B.04 « Hugpopmayuonnas 6e30nachocms KOMNbIOEPHBIX cemeti» [\ E] D)

MOJKET NPUBECTH K HAPYIICHUIO 0€30IaCHOCTH
nH(GOPMAITUH B KOMITLIOTEPHOM CETH; 3a1aBaTh
TpeOOBaHMS K 3alTUTE HHPOPMAITUH B KOMITHIOTEPHOM
CETH; IPOBOJMTE BHIOOP CPEJICTB 3aIUTHI B
COOTBETCTBUH C BBISIBIICHHBIMU YI'PO3aMU 110 KPUTCPHIO
COOTBETCTBUS UX CTAHAAPTaM HH()OPMAIIHOHHON
0e301macHOCTH.

Bnageer: ymenueM dhopMyaupoBaHUs 3a1aHUs 10
0€30MacHOCTH KOMIBIOTEPHBIX CETEH; HABBIKAMU
BBITTOJTHEHUS aHAJIM3a 0€30IaCHOCTH KOMIIBIOTEPHBIX
ceTel U pa3pabdoTKU PEKOMEHAAINN TI0 AKCILUTyaTaluu
CHUCTEM 3alIUThl HH(OPMAIIUH.
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4. CTPYKTYPA U COAEPKAHUE JUCHUIIJIMHBI

CTpyKTypa AMCUMILIMHbBI:

Cemectp 1 Cemectp 2 toro 23 kypc
AKAIEMUUECKIX YACOB AK3[EMUYECKIUX YACOE AKAIEMIYECKIX Y3 C0B 3.6

Me |MHpekc HauMeHoBaHHE « se |Henems |k st |Henens i Hemens Kag. | Cemectp
OHTpONb OHTpONb OHTpONb
PO Boera| "M | nex na6 | mp [kem| cp | ROMT A P Beero| " | nex | nas | mp |[ken| cp |KOHT A PO Bcero| KM | nex | mas | mp | kP | cp | K0T mgerg|
TaKT. pone TaKT. pone T3KT. pone

MHbopMauroHHas GezonacHocTe
14 |B1.B.04 KOMBIOTEDHEIX CETel ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ | 3k KP ‘216 ‘104‘ 34 ‘ 34 ‘ 18 ‘ 18 ‘ 76 ‘ 36 ‘ 6 ‘ | Ik KP ‘216 ‘104‘ M ‘ 34 ‘ 18 ‘ 18 ‘ 76 ‘ 36 ‘ [ ‘ ‘ 20 ‘ 2

OBO3HAYEHUS:

Buabl npoMe:kyTo4HOM aTTecTanuu (BUABI KOHTPOJIA):
DK3 - 9K3aMEH;

3a0 - 3a4eT ¢ OLCHKOM;

3a — 3auer;

Buawbi pador:

KoHTakT. — KOHTakTHas paboTa 00y4aromMXCs C MPENoJaBaTeNIEM;
JIek. — IEKITMOHHBIC 3aHITHUS;

JIa6.— naboparopHble pabOTHI;

[Ip. — npakTHYeCKHE 3aHATHS;

KPII — kypcoBast paboTa (KypcoBOil IPOEKT);

PI'P — pacuetHo-Tpaduyeckas padbora (pedepar);

CP — camocTosiTenbHas paboTa CTYJCHTOB;

3.e.— 00hEM JAUCIUTUINHBI B 3a4ETHBIX SAHMHUIIAX.
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Conepmaﬂne JUCHUIIJIAHBI .

HanmeHnoBaHMe BUIOB 3aHATHIL 1 TCEMATUK, CONCPKAHUC

Jlexnuonusle 3angaTust 17 mr. no 2 4Jaca:

1.1. Beenenue B aucuurinHy. OCHOBHBIE TIOHSATHUS U ONIPEICICHHUS.

1.2. IIpo6aemsl 1 yrpo3bl HHHOPMAIIMOHHOK 0€30IaCHOCTH CEeTeH.

1.3. Yopapnenue 06€30MacHOCTHIO KOMIIBIOTEPHBIX CETEH.

1.4, OrteuecTBeHHBIE ©  3apyOeKHBIE CTAaHAAPTHI MHQPOPMAIIMOHHON  0E30MacCHOCTH
KOMITBIOTEPHBIX CETEH.

1.5. Bresenue B ceTeBoi MHPOPMALIMOHHBIA OOMEH.

1.6. MexcereBble 9kpaHbl. CXeMbl ceTeBOH 3amMThl Ha 6aze MD.

1.7. Kareropuu cereBbIX aTax.

1.8. TexHonoruu oOHapYKEHUS CETEBBIX BTOPKEHUH.

1.9. BuptyasnbHble JTOKaIbHbIE CETH.

1.10. KondurypupoBanue BUPTyaJbHBIX JOKAJIbHBIX CETEH.

1.11. Bupryanbhsle 3amuineHabie cetu VPN.

1.12. Texunonoruu u mpotokoisl VPN,

1.13. Tloctpoenue VPN Ha ocHOBE MapuIpyTHU3aTOpOB.

1.14. TlonaTHe 1 Pa3HOBUAHOCTH MPOMBIIIJICHHBIX HHPOPMAIIMOHHBIX CETEH.

1.15. IIpomsitnenssiit Ethernet. IHTerpupoBaHHbIe CUCTEMBI TPOMBIIUIEHHONW aBTOMAaTH3aIHH.
1.16. 3ammrta wWHQOPMAIMOHHBIX CET€ Ha TPOMBIIUICHHBIX NPEANPUATHIX U O0O0BEKTax
KPUTUYECKON HH(PPACTPYKTYPHI.

1.17. 3amunieHHble cucTeMbl O€CIPOBOIHOM CBsI3U. becipoBOIHbIE BUPTYaJIbHbBIE CETH.

JlaGopatopHsbie paboTsl 8 wT. o 4 yaca u 1 wT. — 2 yaca:

2.1. MOHUTOPHHT ceTeBBIX MakeToB B IP-ceTsx.

2.2. HccnenoBaHyue METOAOB 3aIIUTHI CETEBOT0 TpaduKa.

2.3. IlpoekTrpoBaHUE 3AUIIICHHON BUPTYaIbHOMN JIOKAIEHOM CETH.
2.4. 3amMTa KaHaJIbHOW UHPPACTPYKTYpPHI CETH.

2.5. IlpoekTrpoBaHNE 3AIUIIEHHONW KOPIIOPATUBHOM CETH.

2.6. CereBas 3amuTa Ha 0a3e MEKCETEBBIX IKPAHOB.

2.7. YupasieHnue TpagIKoM MEKCETEBOTO B3aMMOICHCTBUSI.

2.8. Kondurypuposanue 6e3onacHoii cereBoit uH(ppacTpykTyps! 10T.
2.9. KoudurypupoBaHne ¥ HACTpOWKa OECIpPOBOIHOTO KaHaja CBS3M B COOTBETCTBHUH C
TpeGoBaHUAMHI UH(OPMAIIMOHHON 0€30MaCHOCTH.

[IpakTrueckue 3aHATHA 9 WIT. 1O 2 Yaca:

3.1. ®opmupoBaHUE MOJUTHUKU UH(HOPMAIIMOHHON 0€301aCHOCTH KOMITaHUH.

3.2. ®opMHpOBaHUE MOJUTHKU 0€30ITaCHOCTH KOMITHIOTEPHBIX CETEH.

3.3. Pa3paboTka TpeOoBaHMI IO 3alIUTe KOMIBIOTEPHBIX CETEl Ha OCHOBE CTaHIApTOB
MH(pOpPMaLMOHHON 0€30MaCHOCTH KOMITBIOTEPHBIX CETEN U ceTel CBS3H.

3.4. Pa3paborka TpeOOBaHMU IO 3allUTE MPOMBIIUICHHBIX KOMIBIOTEPHBIX CeTeld Ha OCHOBE
CTaHIAPTOB WH(POPMAIIMOHHOHN 0€301TaCHOCTH MPOMBIIIUICHHBIX CUCTEM U CETeH.

3.5. Pacuer agpecHoro mpoctpanctsa |P-ceTu.

3.6. IIpoexTupoBanue koHpurypamnuu [P-cern.

3.7. Ananu3 6e3onacHocTH Tpaduka Ha npuMepe npotokonos TCP u UDP.

3.8. Ananu3 6e3onacHocT Tpaduka Ha mpumepe npotokosa ICMP.

3.9. be3omacHOCTh CeTH Ha OCHOBE TEXHOJIOTMU CErMEHTAINH Tpaduka.

KoncynpTanmu no xkypcoBoii padote: 9 mr. no 2 yaca.
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5 | KypcoBas pabora «Pa3paboTka mpeIoKeHHIA MO MOBBIMIEHUI0 HH()OPMAIIMOHHON O€30IMaCHOCTH
JIBC opranuzanumn.

6 | CamocrosiTenbHas paboTa CTY/I€HTOB:

6.1. [ToaroroBka K 3ammre JJabOpaTOPHBIX padoT.

6.2. [ToaroroBka Kk OTBETaM Ha KOHTPOJIbHBIE BOMPOCH! HA MPAKTUYECKUX 3aHITHSIX.

6.3. CamocTosATeNbHOE N3YUYEHUE TEOPETUYECKIX MAaTEPHAJIOB MO CIEAYIOIIUM BOIIPOCAM.
Jlexums 1.3. YnpaBinenue 6€30MacHOCTBI0O KOMITBIOTEPHBIX CETEH.

Bonpocsr:

3anaun ynpapieHus: 6€30MacHOCTbI0 KOMIIBIOTEPHBIX CETEH.

Jlexmus 1.4. OteyecTBeHHBIE U 3apyOeKHBIC CTAaHIaPTHI HH(POPMAITMOHHON 0€301TaCHOCTH
KOMITBIOTEPHBIX CETEH.

Bomnpocsr:

3apyOexHbie CTaHAapThl HH(HOPMALIMOHHON 0€30MaCHOCTH.

Jlextus 1.5. Beenenue B ceTeBoii MHOOPMAIIMOHHBINA OOMEH.

Bompocsr:

Mopenb B3aumoeicTBus OTKphIThIX cucteM (OSI).

Jlexmms 1.7. KaTteropuu ceTeBbIX aTak.

Bompocsr:

CpeactBa aHanu3a 3alIMIIEHHOCTH CETEBBIX MPOTOKOB U CEPBUCOB.

Jlexuus 1.9. BupryanbHble JOKaJlbHbIE CETH.

Bomnpocsr:

Nnentuduxanus cereir VLAN. IIporokon VTP.

Jlexuus 1.11. Bupryansssle 3anmmenasie cetd VPN.

Bomnpocsr:

Knaccudukanus VPN.

OcHoBHble BapuaHThl apxUTeKTypbl VPN.

Jlexuus 1.12. Texnonoruu u nporoxoisl VPN.

Bomnpocsr:

CereBble 3aIUIIEHHBIE TPOTOKOJIBL.

Jlexmms 1.13. [Toctpoenne VPN Ha ocHOBE MapIipyTH3aTOpOB.

Bomnpocstr:

[IpuHIUITBI MapIIPYTH3ALUN.

Craruyeckas 1 JMHAMUYECKasi MapIIpyTH3aLHsL.

Jlexuust 1.14. ITousATHE M pa3HOBUIHOCTH MPOMBIIIUIEHHBIX HH(OPMAIIMOHHBIX CETEH.
Bormpocsr:

CereBast nH(OpMAIIMOHHASA CTPYKTYPa IPEAIPUATHSL.

Jlexuusa 1.15. [Ipombrmnenusiii  Ethernet. WMHTerpupoBaHHbIE CHCTEMBI TMPOMBIIUIEHHOM
aBTOMAaTHU3aL1H.

Bormpocsr:

HHTErpupoBaHHbIE CUCTEMBI IPOMBIIIIIEHHON aBTOMAaTU3aLINN.

Jlexuus 1.16. 3amura nHPOPMAIIMOHHBIX CeTel Ha MPOMBILIUICHHBIX NPEANPUATUIX U 00BbEKTaxX
KPUTUYECKON MH(PPACTPYKTYPHI.

Bomnpocsr:

Yrpo3sl 6€300aCHOCTH MPOMBIIIICHHBIX MPEANPUITUH.

Ynpasnenue 6€30MacHOCTBIO Ha TPOU3BOACTBE coriacHo ISA S99.

TexHuueckas apxurextypa 6ezomnacHocTd Ha ocHoBe IEC 62443.

Jlexmms 1.17. 3amuiieHable CUCTEMBI 0€CIIPOBOIHON CBsI3U. becnpoBOHBIC BUPTYaIbHBIEC CETH.
Crangaptsl 6e3onacHoctd WPA/WPA2.
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Crannapr IEEE 802.1x/EAP.
Cuctembl 0OHApYKEHHUST BTOPKEHHUH B OECIIPOBOAHBIX CETSX.
6.4. BemmomHenue KkypcoBod paboTel  «Pa3paboTka MpEeMIOKEHHH O  MOBBIMICHUIO

nHpopmarmonHoit 6e3onacuoctu JIBC opranuzanuny.
6.5. [ToaroroBka K 3K3aMeHy IO TUCIUIUTMHE (OLIEHOYHBIC MAaTEPHUAJIbI TPUBEACHEI B pasjiene 6
Hacrosimeit PITI).

Texkymuii KOHTPOJIb:
- IPOBEPKA KOHCIIEKTOB JICKIHIA U JOMOIHUTEIBHBIX TEOPETUUECKUX MaTEpUasoB;
- MPOBEPKa OTUYETOB IO JabOpaTOpHBIM padboTam;
- 3a1UTa JIJAOOPATOPHBIX padoT;

- MPOBEPKA BHITIOJHEHUS 33JaHUI TTPAKTHYCCKHUX 3aHSATUH;
- IPOBEPKa BHIIOTHEHUS 33JJaHUI KYPCOBOM paboTHI;

- IPOBEpKa OTUYETA MO0 KYpPCOBOU padore;
- 3aIlKTa KypCcOBOii paboTHI.

u JIOTIOJIHUTENBHBIX
TEOPETUYECKUX MATEPHAIIOB.
ITposepka OTYETOB o

71a00paTOPHBIM paboTam.
3amura 1abopaTOpHBIX padoT.

[IpoBepka BBINIOJIHEHUS
3aJaHuN MPAKTUYECKUX
3aHATHM.

[IpoBepka BBINIOJIHEHUS
3aJlaHUi KypCcOBO# pabOThI.
ITposepka oT4eTa o

KypcoBoOii paboTe.
3amuTa KypcoBoil paboThl.

HNuaukaTopsbl Bua Tekyuiero KOHTpoJIst Tema

JOCTHKEHH S

KOMIIETEeHI[U U

[1K-1.2 [IpoBepka koHcnekToB jekiuit | 1.1. Beenenne B quctuiuinay. OCHOBHBIC TTOHSTHS U

OTIpEe/IeTICHHS.
1.5. Beenenue B ceTeBoil MHGOPMAITMOHHBI 0OMEH.
1.6. MexcereBbie 3KpaHbl. CXeMbI CETEBOM 3all[UTHI HA
6aze MDO.

3.5. Pacuet agpecHoro mpocTtpancTBa IP-cetn.

3.6. [IpoextupoBanue xoupuryparmu [P-cetu.

3.7. AHanu3 0e30nacHOCTH Tpaduka Ha IpUMEpPE
rporokoiioB TCP u UDP.

3.8. AHanu3 6e3onmacHOCTH TpaduKa Ha IpUMEpe
npotokoja ICMP.

3.9. be3omnacHOCTh CETH HA OCHOBE TEXHOJIOTUH
CerMeHTaluu Tpaduka.

1.9. BupryanbHble JIOKaJIbHBIE CETH.

1.10. KondurypupoBaHvie BUPTYAITbHBIX JIOKATbHBIX
ceTell.

1.11. BupryansHsie 3amumieHHbie cetr VPN.

1.12. Texnonoruu u npotokonsl VPN.

1.13. Tloctpoenre VPN Ha 0CHOBE MapIIpyTH3aTOPOB.
2.3. IlpoexkTrupoBaHue 3aILUIIEHHON BUPTYyaJIbHON
JIOKaJIbHOU CETH.

2.4. 3anmuTa KaHAIBHOW HHPPACTPYKTYPHI CETH.

2.5. IlpoexkTrpoBaHKe 3aIIMIIEHHON KOPIIOPATUBHOM
CETH.

2.6. CereBas 3amuTa Ha 0a3e MEXKCETEBbIX IKPAHOB.
2.7. YupasneHue TpapuKOM MEXCETEBOTO
B3aUMO/ICHCTBUSI.

1.14. TlousATHE M Pa3HOBUIHOCTH TPOMBIIIIICHHBIX
“H(OPMAIIMOHHBIX CETEH.

1.15. IIpomeimutenHsiit Ethernet. UnTerpupoBannbie
CHCTEMBbI IIPOMBILIIICHHOM aBTOMAaTHU3aLIUY.

1.16. 3ammra HHPOPMAIIMOHHBIX CETeH Ha
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MPOMBIIIICHHBIX MPEIIPHUATHAX U 00BEKTaX
KPUTHYECKOH HH(PACTPYKTYPHL.

2.8. Kon¢urypuposanue 6e30macHOi ceTeBOH
nHppacTpykTypsl 10T.

1.17. 3amuieHHbIe CHCTEMBI OECTIPOBOIHOMN CBSI3H.
BecnipoBoHbIe BUPTYabHBIE CETH.

2.9. Kon¢urypupoBanue 1 HacTpoiika OeClipoOBOIHOTO
KaHaJia CBSI3H B COOTBETCTBUH C TPEOOBAHUSAMHU
nH(pOPMAITMOHHON O€30TIaCHOCTH.

5. KypcoBas pabota «Pa3paboTka npeaioKeHuit mo
MTOBBIIIIEHHIIO HH(DOpMaImoHHoM 6e3omacHocTr JIBC
OpraHM3aIHNY.

51 JIOTIOJTHUTENBHBIX
TEOPETUYECKUX MAaTEPUAIIOB.
IIposepka OTYETOB 1o

abopaTOpPHBIM paboTaM.
3amura 1abopaTOpHBIX padoT.

IIpoBepka BBITIOJTHEHUS
3aJIaHUH MPAKTHYECKUX
3aHATHUIL.

IIpoBepka BBITIOJTHEHUS
3aIaHA KypCOBOU pabOTHI.
IIpoBepka oT4eTa 1o

KypcoBoii pabore.
3ammTa KypcoBOi pabOTHI.

[1IK-3.1 ITpoBepka koHcnekToB yekuuii | 1.1. Beenenue B nucrumuinay. OCHOBHBIC TTOHATHS U
u JIOTIOJTHUTENBHBIX | OTpeNeIeHHs.
TEOPETHYECKUX MaTEPUAIIOB. 1.2. IIpoGiemMb! 1 yrpo3sl HH(POPMAITMOHHOK
IIpoBepka OTYETOB o | 6e30macHOCTH ceTeil.
71a00paTOPHBIM PaboTaM. 1.4. OTteyecTBeHHbIE U 3apyOe)KHBIC CTAHAAPTHI
3amuTa 1a60paTOPHBIX padoT. | HHGOPMAITMOHHOM OE30MMaCHOCTH KOMIIBIOTEPHBIX
IIpoBepka BBINIOJIHEHUS | CETEH.
3aaHui npaktudeckux | 1.5. BBeaenue B ceTeBoit HHPOPMAaIMOHHBII 0OMEH.
3aHSITHA. 1.7. Kareropuu ceTeBBIX aTax.
ITpoBepka BeinoniHeHus | 1.8. TexHonorun oOHapyXEeHUS CETEBBIX BTOPXKEHHI.
3aJlaHUi KypCcOBO# pabOTHI. 2.1. MOHHUTOPHUHT CETEBBIX MMAaKeTOB B |P-ceTsx.
[MpoBepka oTyera no | 3.7. Ananu3 6e30MacHOCTH TpaduKa Ha IPUMEpPe
KypcoBoii paboTe. mporokoiioB TCP u UDP.
3ammra KypcoBoil paboThI. 3.8. AHanu3 6e3onmacHOCTH TpaduKa Ha TpUMeEpe
npotokoja ICMP.
1.16. 3ammra HHPOPMAIIMOHHBIX CETell Ha
MIPOMBIIIJICHHBIX MIPEANPHUATUAX U 00BEKTax
KPUTHYECKON HHPPACTPYKTYPHI.
5. KypcoBas pabota «Pa3paboTka npeaioKeHuit mo
MOBBIILIEHUIO HHPOpPMAMOHHOI 6e3omacHoctu JIBC
OpraHu3aLMm.
[1K-3.2 IIpoBepka xorcnekToB jekiuii | 1.1. Beenenne B mucnuiinay. OCHOBHBIC TTOHSITHS U

OTIpE/ICTICHMS.

1.3. Ynpasnenue 6€300aCHOCTBIO KOMIIBIOTEPHBIX
cerel.

1.6. MexcereBbie 3KpaHbl. CXeMbI CETEBOM 3all[UTHI HA
0aze MD.

1.9. BupryanbHble JIOKaJIbHBIE CETH.

1.13. Tloctpoenre VPN Ha 0CHOBE MapIIpyTH3aTOPOB.
1.16. 3amura nHQOPMALIMOHHBIX CETEH Ha
MIPOMBINIJICHHBIX TPEANPUATHIX U 00BEKTaxX
KPUTHYECKOI HHPPACTPYKTYPHI.

1.17. 3amuiieHHbpIe CUCTEMBI OECTIPOBOTHOM CBSI3H.
BecnipoBoHbIe BUPTYyabHBIE CETH.

3.1. ®opMupoBaHHE MTOTUTHKH HHPOPMAITHOHHOM
0e30MmacHOCTH KOMITaHUH.

3.2. ®opMupoOBaHUE MOJIUTUKN OE€30MIACHOCTH
KOMIIBIOTEPHBIX CETEH.

3.3. PazpaboTka TpeOOBaHMIA 11O 3aITUTE
KOMIBIOTEPHBIX CETEH Ha OCHOBE CTaHJApTOB
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nH(pOpPMAITMOHHON 0€30TIaCHOCTH KOMITHIOTEPHBIX CeTeit
U ceTel CBA3U.

3.4. Pa3paboTka TpeOOBaHUH 1O 3aIUTe
IIPOMBIIIJICHHBIX KOMITBIOTEPHBIX CETEH Ha OCHOBE
CTaHAAPTOB HHPOPMAIMOHHOM 0€30ITaCHOCTH
MIPOMBINUICHHBIX CUCTEM U CETeH.

2.2. UccnemoBaHue METOJIOB 3aIIUTHI CETEBOTO
Tpaduka.

5. Kypcosas pabota «Pa3paboTka mpeanokeHuit mo
NOBBIIICHUIO HHPOPMAOHHOH Ge3omacHoctu JIBC
OpraHu3alym.

5. OBPA3OBATEJIBHBIE TEXHOJIOI'MA

Tabnuna - O6pazoBaTenbHbIE TEXHOJIOTUH, UCIIOIb3YEMbIE PU PEATU3ALUU PA3INYHBIX BUIOB YUEOHBIX
3aHATHH 110 TUCLIUTUTHE

No | Buzapl yueOHbBIX 3aHATHIA OO6pa3oBarenbHbIe TEXHOIOTUN

/11

1 | Jlexuu Knaccuueckas (TpaauuuonHasi, nHGOpMallMOHHAs ) JIEKIUS B

dbopmare MyJIbTUMETUUHBIX MPE3EHTAIUH.
WuauBuayanbHbIE U TPYIIOBBIE KOHCYIBTAIMU MO TUCITUTUINHE
2 [TpakTHdeckue 3aHITHS TexHonorust 00y4eHust Ha OCHOBE PEIICHUS 3a71a4 U BHIOTHEHUS
YIpaKHEHUH.
MeTo 1 KOHTPOJIBHBIX BOPOCOB.

3 JlaGopaTopHbie pabOThI TexHomorus BBITIOJTHEHUSI 71ab0paTOPHBIX 3a/IaHA I
WHAUBUAYAIBHO.
TexHoMOTHS MPOOIEMHOTO 00YyUEHHUS Ha OCHOBE aHATN3a
pe3yNnbTaTOB 1aOOPATOPHON pabOTHI: MHIAWBUIYaTbHBIN OMPOC,
MIPEJICTABJICHHUE CTYICHTOM PE3yJIbTaTOB JJAOOPATOPHOU PabOTHI B
¢dopme oTuera.

4 | KoHcynbTanuu 1mo WMuauBuayaIbHBIC B TPYIITIOBBIC KOHCY/IbTAIIHH.

KypcoBOii paboTe HubopManinoHHO-KOMMYHHUKAIIHOHHBIE TEXHOJIOTHH: TEXHOJIOTHS
B3aUMOJICHCTBHS CO CTyJAeHTaMH B pexume cBs3u «O0ffliney;
TEXHOJIOTHSI B3aUMOJICHCTBUS CO CTYJIEHTAMH B PEXKUME CBS3U
«onliney.

5 CamocrositensHas padoTta NudopManinoHHO-KOMMYHUKAIIMOHHBIE TEXHOJOTHU (JOCTYN K
CTYJICHTOB OUOC ¢unuana, k IbC ¢unmmana, goctyn K HHGOPMAIMOHHO-
(BHEAyIUTOpHAS) METOJAMYECKUM MaTepHaiaM IO JUCITUTIIINHE)

6 KonTpons (mpomexyrouHas | TeXHOIOTHs yCTHOTO OIpoca.
aTTecTalus: SK3aMeH)
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6. OUEHOYHBIE MATEPHAIBI I/Is1 TEKYLIETO KOHTPOJISA U
MPOMEKYTOYHOM ATTECTALIUM — JIJISI OIEHKU KAUECTBA OCBOEHMUSI
JTUCHUIINHBI

K HpOMe)ICYTOqHOﬁ arTeCTallu CTYACHTOB 10 JUCHUIINIMHC MOT'YT IIPUBJICKATHCA IMPECACTABUTCIIN

paboToaaTeeid, MpenoaaBaTen MOCISAYIOMUX AUCITUILUINH, 3aBEAyIOIIHe Kadeapamu.

OLIGHKa Kadyc€CTBa OCBOCHUA JHUCLHUIIIMHBI BKIIIOYACT KaK TeKyIJ_II/Iﬁ KOHTPOJIb YCIICBACMOCTH, TaK

" IIPOMCIKYTOUYHYIO aTTCCTAIHIO.

Hrwh R

10.

11.

12.
13.

14.

15.
16.

OueHoYHbIE CpPeICTBA TEKYIIETrO KOHTPOJIS YCIIEBAEMOCTH:
Bormpocst quist 3amuTel 1abopaTopHoit paboTel « MOHUTOPUHT CETEBBIX MAaKeToB B IP-ceTsix»
Haznauenue u npunmun pabotst npotokona [CMP.
KakoBa crpykrypa 3aronoBka ICMP coobmenus?
Haznauenue u npunmun padots! mpotokona UDP.
Kak wucnosbesyerca mnporokon UDP npu onpenenenun I[P-ampeca xocta 1mo e€ro J1OMEHHOMY
UMeHu?
Kakum o6pazom B cnicke nakeroB UDP MokHO HaliTH 3amuch CTaHJApPTHOIO 3alpoca K KaKoMy-
6o xocty? Kakue cBeieHUs cofepKaThCsl B 3TOM CTPOKe.
Kakum 00pa3om 1o CBeIeHUSM O CTaHJApTHOM 3arpoce MokHO ompenenuts [P u MAC-anpeca
KOMIIBIOTEPA-UCTOYHUKA 3aIIpOCa, OCHOBHOIO 1ITI03a?
Kakwue cBenenus o cranmaptaom DNS-3anpoce comepskarcs B okae User Datagram Protocol? B
oxae Domain Name System (query)?
Kak u3zmenstorcs ponu ucrounuka u HazHadeHust B DNS-3anpoce u DNS-otsere?
Ha3znauenue u npunimn padotel npotokona TCP.
Kak nazpiBaetcst npornecc ycraHosieHusi ceanca TCP mexnay kimenTtoMm u cepBepoM? M3 kakux
ATAIOB OH COCTOMUT?
Kakum 00pazoM B criucKke MaKeTOB HAMTH CETMEHT MEPBOro dTara TPEXITANMHOI0 KBUTHUPOBAHUS?
Kak nepeiiTi Ha CleyroIMi CErMEHT TPEXATAITHOIO KBUTUPOBAHUS?
Kakwue cBenenus o cermente TCP comepskarcst B okue Transmission Control Protocol?
KakoBo HaszHauenume Homepa ISN (Initial Sequence Number - HavaneHbIi HOMEp
MOCJIEI0BATEIHHOCTH) U KaK MOXHO y3HaTh €ro 3HaueHue B mpocmarpuBaeMoM cermente TCP?
Ha ocHoBanuu kakoil nHpopmanuu u3 3aroioBka cermeHTa TCP MOXHO cienaTh BBIBOJA O TOM,
yto coenuHenue TCP nactpoeno?
Kakum 00pa3oM MOXKHO OTHHIBTPOBATH MAKEThl COSAMHEHUS MEXK1Y IBYMsI COKETaMu?
Kak naiitn 3axmountensasiid maketr TCP-ceanca?

Bormpocs! 1y1st 3amuTsl 1abopaTopHOi paboThl «MccnenoBaHue METOIOB 3aIIUTHI CETEBOTO TpaduKay

CooNoaRLNE

10

11.

B uem cocTodt pa3znuuns BO3MOKHOCTEH JIOKAJIBHOTO U CETEBOTO BX0Ja B CUCTEMY?
Hactpoiika oOuiero noctyna K AMCKaM M MarkaM KOMITbIOTEpa.

Hacrpoiika ynaneHHoro octyna Kk pabouemy cToiy.

Jlyig Kakux 1esnei mpoBOAUTCSI MOHUTOPHUHT Tpaduka cetu?

OcHOBHBIE BO3MOXXHOCTH aHAJIM3aTOpa CeTeBOro Tpaduka.

Kaxk BBITIOJIHUTH 3aXBaT ceTeBOro Tpaduka padbouei craHun?

Kak MOXHO onpenennuTh NpUHAJIEKHOCTD [TaKeTa y3J1y CETU U IPOTOKOITY?
Kaxk momy4uts 0011yI0 CTAaTUCTHKY TI0 3aXBaTy?

Kak momyunts nHpopManuio o pacrpeeneHnu Tpaduka mno npoToxkoizam?
Kaxoit Tpadguk moTeHImanpHo onaceH?

Hcnonb3oBanue nporokona IPSec mis 6noxuposanust ICMP-tpaduxka.
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Bormpocs! muist 3anuTel 1abopaTopHoii paboTsl «IIpoekTHpoBaHue 3alTUIIICHHON BUPTYAIbHOM JIOKaTbHON

N

No ko

ogakrwdE

ceTu»

JlaiiTe onpeneneHue BUPTyaabHOM jokabHOU ceTh (VLAN).

Uro HyXHO czenaTh, 4ToObI 3apadoTaja UCIOIb3yeMas 110 YMOJYaHUIO BUPTyaJlbHas JOKaJIbHAs

cerb vlanl?

Yro coboii mpeacrasisier MaructpaibHas cBs3b (Trunk link), kakoBo ee HazHaueHue?

Kak co3nmate MaructpanbHyto cBs3b trunk Mesxxay kommyraropamu?

JIiist KakuX 1esel UCIoIb3yeTes pexuM cBsi3u goctyma (Access link)?

W3 KkakuX 3TaroB COCTOUT MPOLECC KOH(UTYPUPOBAHUS BUPTYAIbHBIX JIOKAIBHBIX CETEH?

Kak cxoH(uryprupoBaTh BUPTYaJIbHYIO CETh JUII KOMIBIOTEPOB, BXOISAIIMX B 3Ty BHPTYAIBHYIO

ceTh?

Bomnpocs! muist 3anuTel 1a60paTopHO paboTH! «3amuTa KaHATbHON HHPPACTPYKTYPHI CETH»

KakoBblI 11e/i 1 MeXaHU3M aTaku KaHajapHOro ypoBHs tunma MAC-flooding?

KakoBblI 11eu 1 MeXaHu3M aTaku KaHajabHOro ypoBHs Tunia MAC-spoofing?

Kakyro 3amuTy nmo3BosisieT peaar3oBaTh MeXaHu3M pPort security?

Kaxue metoabl mocTpoeHus: CnUcKoB paspenieHHbIX MAC-aapecoB Bbl 3HaeTe?

B uem cocTosT HacTpoiiku MexaHu3Ma POrt security Ha kommyraTtope?

Omnucarh Ha3HAUYCHHWE WM TMPHHIMI pabOThl MexaHuW3Ma POrt security sticky mis crarudeckoro

Mmetozaa popmupoBanus MAC-anpecos.

Bo3MokHO Jin TprMeHeHne MexaHu3Ma POrt security mis 3ammrel ot atak tuna ARP spoofing u

DHCP spoofing?

Bomnpocs! qis 3amutel nadopatopHoit paboTsl «IIpoekTrupoBaHue 3alUIIEHHON KOPITOPAaTUBHOM CETH

CoNoR~ LN E

JlaiiTe onpeneneHne MapuipyTu3ayuy, MapipyTa, TaOIHUIbl MapIIPyTOB, MApIIPYTH3ATOPA.
Kak coeqnHUTh MapmipyTU3aTopsl O MOCIeA0BaTeIbHOMY UHTEpdEicy?

Kak nHactpauBaetcst uHTEpQeiic MapipyTU3aTopa, MOAKIIOUEHHbIN K BHEIIHEN ceTH?

Kak nHactpauBaetcst untepdeiic MmapmpyrusaTopa, MoAKIIYEHHBIN K BHYTpEHHEH cetu?
Kakum criocoObl 3a1aHust MapIIpyTOB BbI 3HaeTe?

Kak 3amate cratuueckuii MappyT K OnpeaesieHHON ceTu?

K xakum uaTEpdeiicam MapuipyTu3aTopa MOKHO MOJKIIOUNTE KOHEUHOE 000pyI0BaHUE?
JlaliTe onpeneneHne CTaTHYECKOW U TMHAMUYECKON MapIIpyTU3aLHH.

Kakoe o6opynoBanue CiSCO moepKuBaeT TEXHOIOTHIO opranu3anuu VPN-Tynues?

Bonpocs! 1uis 3amuTel 1abopatopHoil paboTel «CereBas 3amTa Ha 6a3e MEKCETEBBIX IKPAHOBY

N

Jaiite onpenenenue MexcereBoro skpana (M9). Kakue GpyHKIMH OH BBIOIHSIET?

Kakwue tunier MO M0KHO BBIIEIIUTH IO MPU3HAKY OXBaTa KOHTPOIUPYEMbBIX MOTOKOB JaHHBIX?
Kakue tumet MO MOXHO BBIICIUTH B 3aBUCUMOCTH OT YpPOBHS, Ha KOTOPOM IIPOUCXOIUT
YIIPABJIEHHUE TOCTYIIOM?

Kakue tunet MO MOKHO BBIIETUTH B 3aBUCUMOCTU OT peaiM3alliid BO3MOKHOCTU OTCIICKUBAHUS
aKTUBHBIX COSTMHEHUN?

HazoBuTe monmomHUTENbHbIE MEXaHU3MBI 3aIUTHI U YIIPaBICHUS WH()OPMAIIMOHHBIMUA TTOTOKaMH,
peanuzyembie B MDO?

Uro coboil mpexacraBiser NepBUYHAs (QUIBTpAIMS IMAKETOB, M KaKUM 00pa3oM €€ MOXKHO
peanu3oBaTh Ha MapIIpyTU3aTOPE?

B yem cocTout ocHoBHas uaed texuoaoruu CBAC?
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Bonpocsr jyist 3amuTel 1a60paTopHOit paboThl «YpaBieHue TpahuKOM MEKCETEBOTO B3aUMOICHCTBHS»

1.
2.
3.

BOoo~NOGA

11.

12.

okrwn

©o~N®

0.

Jaiite onpenenenue MapiipyTtuzatopa. Uto Takoe nuio3?

KaxoBa Tonosorust coeuHeHus MoACETeH ¢ MOMOIIbI0 MapIIpyTU3aTopa?

Kakue HacTpoiiku HE0OXOAMMO BBIIOJHUTH, YTOOBI XOCTBI JBYX IOJCETEH, COEUHEHHBIX Yepes
MapHIpyTU3aToOp, CTalli BUJIETh IpYT Apyra?

JaiiTe onpenenenue cnucka ynpasierus goctynom (ACL). [l kakux meneid OH UCIOJIb3yeTcs?
Kakwue cymectByroT Tumbl U cioco0bl coznanus ACL-ciiuckoB?

W3 kakux sramnos cocrout co3manue ACL-crmcka?

KakoB cuHTakCHC IMEHOBAaHHOTO PACIIMPEHHOTO CIIUCKA?

Kakum 06pa3om co3gaHHbIN CIMCOK MPUKpPETLIseTcs K HHTepdency Mapuipytuzaropa’?

Kax mpocmoTpeTs ciucku nocTyma Mapuipytusaropa? Kak yganuTs ciucok gocrymna?

Uro coboii mpeacTaBisieT MadiIoH Macku mpaBuia crucka? J[s Kakux 1eseil oH ucronb3yercs?
B uem ero otinune ot macku cetu?

Uro Takoe oOparHas macka? Kakum oOpa3oM €€ MOXXHO HCIONB30BaTh ISl (OPMUPOBAHUS
mabJioHa MacKH MpaBuiia Crucka?

KaxkoBo geiicTBre mabaoHOB host U any B IIpaBUIIe CIIUCKA A0CTYyma?

Bormpocsr myist 3amutel 1adoparoproii padotsl «KoHburypupoBanue 6e30MmacHoOi CeTEBOM
unppactpyktypst [oT»

Haiite onpenenenue TakuMm noHATHAM Kak «Uuayctpus 4.0», «lIpompinuiennsiii MHTepHETY,

«MHTEepHET Bewen», «Y MHOE NMPEATIPUATHEY, «Y MHBIA IOM».

Kakue @pyHkunonanbHble ypoBHU uMeeT apxurekrypa [oT?

Yro BbI OTHeceTe K ceTeBoi uHppacTpykrype [oT?

N3 kakux ycTpoiCTB COCTOUT UHTEIIEKTyaIbHasl TOMAIIHSS CETh?

Yro HE0OX0IUMO clienaTh, YTOObI MOJKIIOUUTh HOBOE CETEBOE YCTPOWCTBO B MHTEIUIEKTYaJIbHYIO

nomMaurHior ceth? Kakue crnocoObl OIKII0UEHHUS Bbl 3HaeTe?

Kakum o0pa3oMm 106aBisieTcss IpoBOJHOE YCTPOMCTBO BBOJa-BbIBOIA?

Kaxk no6aButh 6€cripoBOHOE YCTPOHCTBO BBOA-BhIBOAA?

Kakum 00pa3oM HacTauBaeTcsi HHTEIEKTYyalbHOE CETEBOE YCTPOHCTBO?

Kakne  Mexanusmbl  obecrneuuBarOT  3alUTy  ceTeBod  uHPpacTpykrypbsl  [oT ot

HECaHKLMOHMPOBAHHOTO JOCTyna?

Bomnpocs! u1st 3anuTsl 1abopatopHoit padboTsl «KoHpurypupoBanue u HacTpoiika 0eClipoBOJHOTO

N =

ok~

KaHaJja CBSI3U B COOTBETCTBUH C TPeOOBaHUSAMU HHPOPMAIIMOHHOM 0€30acCHOCTH»
CpaBHuTe O€CIpOBOIHBIE JIOKATBHBIE CETH C JOKAJIBHBIMH CETSIMH.
Jaiite onpeseneHne TOYKU AOCTYIIA.
Kakoit coctaB 060pynoBaHusI HEOOXOUM UI CO3/1aHUS MOJTHOCTBIO OECTIPOBOAHOM 3alUIIIEHHON
cetu?
Kakum o0Opazom HacTpouts nmpoxoxaeHne VLAN-Tpaduka B 6ecripoBoJHOM MapiipyTusaTope?
C kakumMu yrpo3amMu HMHGOPMAIMOHHON O€30MaCHOCTH TPUXOAUTCS CTAJKUBATHCA B
0eCrIpOBOIHBIX CETSX CBS3U?
W3 kakux 3TamnoB COCTOMT MPOLECC ayTeHTU(UKAIMK KIMEHTa OecCpOBOJIHON JOKaIbHOU CeTH
IEEE 802.11?
HazoBute ocobennoctrt VPN B BUPTyalIbHBIX Cpefiax.

KoHnTpoibHble BOnpock! At 00CyKISHHUS Ha MPAKTUYECKOM 3aHITUU TT0 TeMe «DopMupoBaHue

1.

MOJINTUKUA WH(POPMAITMOHHON 06€30MaCHOCTH KOMITAHUM
JaiiTe onpeneneHue MOJUTUKH MHPOPMAIIMOHHON 0€30TTaCHOCTH.
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Kakue BBl MOXeTe Ha3BaTh NPHHIUIGI (DOPMHPOBAHUS TOJMUTUKH WHGOPMAMOHHON
0e3omacHOCTH?

Ha3zoBute BuabI MONMUTUKY HHPOPMAITMOHHOW Oe30macHOCTH?

Crpykrypa nokymenta «llonautrka nHQOpPMAIIMOHHON 6€30ITaCHOCTH.

KakoBo conepxkanue pasgena «OOBEKTHI 3amuThl» HokyMmeHTa «[lommtrka wHGbOpMaMOHHON
Oe3omacHOCTI»?

KakoBo conepxxanue pasznena «OcCHOBHBIE Yrpo3bl Oe30macHOCTH WHGOPMALUU» TOKYMEHTA
«[TonmuTrka HHGOPMAITMOHHON O€301TaCHOCTH?

Chopmynupyiite npemioxkeHus mo GopMUPOBAHUIO MOJIUTUKH HH(DOPMAIIMOHHONW 0€30MacHOCTH
opraHu3aruu (1mo BapuanTam)?

KOHTpOHLHbIe BOIIPOCHI AJIA O6CY)KI[CHI/I$I Ha IMMPAaKTUYCCKOM 3aHATHU 110 TEMC «(DOpMI/IpOBaHI/Ie

»ow

MIOJINTUKU O€30MaCHOCTH KOMITBIOTEPHBIX CETEH»
Kakue cocrapistoniyie mnoauTHKd HHGOPMAITMOHHON 0€30MMaCHOCTH KOMITAHUHU CJIeIyeT OTHECTH K
0€30MaCHOCTH KOMIBIOTEPHBIX CETEH?
KakoBa cTpykTypa u coaepkaHue pasnenoB JgokymeHta «llonmuthka MeXcCeTeBOro
B3aUMOICUCTBUS»?
KakoBa cTpykTypa u conepkanue pazaenos qokymenta «llonutuka ucrnonb3oBanust VPN»?
KakoBa crpykTypa u coaepxkaHue pasnenoB nokymenta «lIpaBuma pa®oTel B JIOKaJIbHOM
BBIUHCIUTENHHOMN ceTn»?
ChopmynupyiiTe mpemasiokeHus: 1Mo (OPMUPOBAHUIO TOJUTUKH OE30MaCHOCTH KOMITBIOTEPHOMN
CEeTH opraHuzanuu (1o Bapuantam)?

KOHTpOHBHBIC BOIIPOCHI AJId 06CY)K,Z[€HI/I${ Ha MPAKTHUYCCKOM 3aHATUHA 110 TEMC «Pa3pa60T1<a Tpe60BaHPII>i

o RobdpE

~

10.

I10 3aIllMTe KOMIBIOTEPHBIX CETEH Ha OCHOBE CTaH/IapTOB MH(OPMALIMOHHON OE30MMaCHOCTH
KOMIIBIOTEPHBIX CETEN U CETEN CBS3HNY

UYro coboii nmpenacrasiseT cucrema ceprupukanuu 'OCT P?

Yro oznauvatot ab6peBuatypsl 'OCT P UCO u TOCT P MOK?

SABnsercsa mu cucrema cepruduxanu ['OCT P o6s3aTrenbHON?

B kakux crangaptax chopMyIMpOBaHbI TpeOOBaHU, NpeAbsABIseMble K HH(OPMAIMOHHON

0€30MacHOCTH KOMITbIOTEPHBIX CETEeH U CeTel CBSI3U?

UYro u3 cebds mpencrasiusier cuctema cepruduxarmu ['OCT P?

B kakux cranpaprax chopMynupoBaHbl TpeOOBaHUsS, MNpeAbsBlsgeMble K HHGOPMaIMOHHON

0€30MaCHOCTH KOMIIBIOTEPHBIX CETeH?

KaxoBsl ocHOBHBIE TTosIokeHHs ctagaapta [OCT P UCO/MDK 27033-1-20117?

Kakue Bompocsl B 00JIacTH 3alllMThl KOMIIBIOTEPHBIX ceTell perynaupyer cranaapr ['OCT P

NCO/M3K 27033-3-2014?

HopmartuBHoe perynupoBanue oOecredeHuss 0€30MacHOCTH (DYHKIIMOHHPOBAHUS POCCHUICKOTO

cermeHTa cetu MIHTepHeT.

Cdhopmynupyiite TpeOOBaHUS MO 3aIIUTE KOMIIBIOTEPHOM ceTH opraHu3aunuu (Mo BapuaHTam)?

Kakumu crangapTamu BB TPH TOM PYKOBOJICTBOBAITUCH?

KonTponbHble Bopock! A5l 00CYKASHHS Ha TPaKTUYECKOM 3aHATUH 10 TeMe «Pa3paboTka TpeboBaHuit
T10 3aUTE IPOMBIIIJICHHBIX KOMITBIOTEPHBIX CETEil Ha OCHOBE CTaHIAaPTOB MH(OPMAIIMOHHON

0€30I1aCHOCTH IIPOMBIIIJICHHBIX CUCTEM U CETEW»
1. Kakumu npaBoBbIMM aKTaMH M HOPMAaTUBHBIMH JOKYMEHTaMH pETYJIUPYIOTCS BOIPOCHI

obecrieueHrs 6€30MacHOCTH 00BEKTOB KPUTHUECKOM HHPPACTPYKTYPHI?
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2. B xakux cranpaprax chopMyJIHpOBaHBI TPeOOBaHUs, MPEIbIBIAEMbIe K HH()OPMALIMOHHOM
0€30I1aCHOCTH IIPOMBIIIJICHHBIX CUCTEM aBTOMAaTHU3aLUU U IPOMBILIUIEHHBIX ceTei?

3. Kako#i poccuiickuii CTaHZapT OMUCHIBACT OE30MaCHOCTh OOOPYIAOBAaHUS C OTPaHUYCHHBIMHU
BO3MOKHOCTSIMH C TOUKH 3pEHUS IPUMEHEHUs HH(POPMALIMOHHBIX TEXHOJIOIMH B JOMAIIHUX CETSX?

4. Kakue MeTobl 3aIIUTHI KAHAJIOB CBS3H MPUMEHSIOTCS Ha IPOMBIIIJICHHBIX TPEIIPUSTHIX ?

5. HazoBute ocHOBHBIE MoOJIOKeHHS cTanaapTa ISA-99.

6. HazoBure ocHOBHEIE MONOXKEeHUS ceMericTBa ctannapToB IEC 62443,

7. B Kkakux HauMOHaNbHBIX cTaHAapTax P® paccmMaTpuBaroTCsl BONPOCHI  3aILUTHI
MIPOMBIIIJICHHBIX CUCTEM H CeTe?

8. Kakue TpeOoBaHMA K COCTaBJIEHUIO IpPOrpaMMbl  OOECHEUEHHUS  3alUIIEHHOCTH
(knOepOe30macHOCTH) CHCTEMBl YIPABICHUS W MPOMBIIUICHHONH aBTOMAaTHKH NPEABSBISECT CTAaHAAPT
I'OCT P M3K 62443-2-1-2015?

9. KakoBsl ocHOBHBIE TpeOoBanus k cucreMHoi 6e3onacaoctu ['OCT P MDK 62443-3-3-20167

10. Chopmynupyiite TpeOOBaHHS MO 3alUTE MPOMBIIUIEHHOW CeTH opraHu3anuu (1o
BapuaHTam)? Kakumu cranaapTamMu Bbl IPU 3TOM PYKOBOACTBOBAJIHUCH?

KoHTpobHbIE BONIPOCHI 17151 OOCYKACHUSI Ha MPAKTUUECKHUX 3aHATUAX 10 TeMaM «Pacder aapecHoro
npoctpanctBa IP-cetn» u «IIpoekrupoBanue konpurypamuu [P-cetn»
Kakosa ctpykrypa [P-anpeca Bepcuu [Pv4.
Kakwue cymectBytot kiaccsl [P-anpecos?
Kakum o6pazom o [P-aapecy ceT MOKHO OmpeIeTnuTh KIacc CETH?
Yro Takoe mmpokosemarenbHsii [P-agpec?
Uto cob0ii nmpeacTaBiIsieT Macka CeTH, KaKOBO €€ Ha3HAYeHHUE?
KakoBbl cTannapTHsle Macku noxacered g IP- agpecos knmaccoB A, B, C kak B gecsaTU4YHON
HOTAlIUHY, TaK ¥ B BUJI€ JBOMYHBIX YHUCEN?
7. Kakum obpazom no IP-agpecy u macke MOXHO omnpenenuts aapec cetu? IlepBulil u mocinenHui
noctynsbii [P-agpeca cetu? IllnpokosemarenbHblil anpec cetu?
8. Kakue ycioBus 10KHBI ObITh BBIMOJIHEHBI, YTOOBI KOMITBIOTEPHI CETU «BUIECTU» APYT Apyra?
9. Kakme cymecTBylOT CIOCOOBI TOIKIIOYEHUS K CETeBOMY OOOpPYJOBAaHUIO JUISL  €ro
koHurypupoanua? Kakoil criocod npeanoururensHee u noyemy? Uro oznavaer abopeBuatypa CLI?
10. Kakum 00pa3omM MOKHO MMPOCMOTPETH TEKYIIYI0 KOHPHUTYpAIHI0O KOMMyTaTopa?
11. Kakue cymecTByOT BUbl KOHpUTrypauuit kommyTaropa? I'1ie oHn xpaHarcs?
12. Kakum oOpa3oM MOKHO 00€30TIacHTh ce0s OT OTepH KOH(PHUTyparMoHHON HHpOpMaIuu?
13. Kakue ciocoObl U3MEHEHUs! KOH(PUTYpaLluU KOMMYTaTOpa Bbl MOXKETE Ha3BaTh?
14. Kakum oOpa3oM MOXHO U3MEHUThH UMSI KOMMYTaTopa Kak XocTa CeTH?
15. Kak 3anatotcs [P-agpeca u Macku ceTu KoMMyTaTopam?
16. B xakoii cekunu xoH(puUrypanmonnoro (aina xpanurcs nHpopmanus o [P-anpece u macke cetn
KoMMyTaropa?

ocoarwnE

KoHTponbHbIe BOIPOCH! 7151 00CYKICHUS Ha MPAKTHUECKUX 3aHATUAX MO0 TeMaM «AHaIN3 0€301MacHOCTH

Tpaduka Ha mpumepe mpoTokonoB TCP u UDP» n «Ananm3 6e3omacHocTH Tpaduka Ha mpuMepe
npotokona ICMP»

Haiite onpenenenne D0S-araku, 4ro siBiseTcs e€ 1enpo?

Ha3zoBure npuunnbel BO3HUKHOBEHUSI DOS-ycnoBus.

B yem coctout otnuune DD0S-araku?

Kakue tuner DoS-atak BbI 3HaeTe?

KakoBbl ocooennoctu DoS-araku tTuma TCP SYN Flood?

Kakum o6pazom moxxHO cMmonenupoBath ataky TCP SYN Flood? Kak e€ unentudummposars?
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7. KakoBbl ocobennoctu DoS-ataku tunia UDP Flood?

8. Kakum obpazom MoxHO cMoaeauposats araky UDP Flood? Kak e€ nuaentudunmuponars?
9. KakoBsl ocobennoctu DoS-araku tunia ICMP Flood?

10. Kakum o6pazom MoxxHO cMoaenupoBath atraky ICMP Flood? Kak eé unentuduuupoBats?
11. Kakue BbIBOJBI BBI ClIeNaJId IIO UTOTaM IPAKTUYECKOIO 3aHATUSA?

KoHTpombHbIE BONPOCH! 17151 00CYKACHUS Ha MIPAKTHYECKOM 3aHSATHH 1o TeMe «be3omacHocTh ceTn Ha

ocoakrwnE

=

© oo

OCHOBE TEXHOJIOTMH CErMEHTalluu Tpaduka
UYrto Takoe CerMeHT CeTH, MOJICETh?
[To kakuM mpUYKHAM 11e7IeCO00pa3HO TPOU3BOIUTH pa3OMEHNE CeTH Ha mojceTu?
Kakne METOABI CETMEHTAIIH CETU BhI 3Haere?
Kaxum 06pa3om ocyriecTBisieTcs: pa3dueHne CeTH Ha MOJICETH C MTOMOIIBI0 MacKu?
Kaxk onpenenuts HeoOxoauMoe 4uCiIo pa3psaoB Ha anpec nojaceru? Ha agpec xocra?
Kakue meprl He0OX0IMMO MPEANPUHATH, YTOOBI IPEIOTBPATUTH HECAHKIIMOHUPOBAHHBIN JOCTYII
K pecypcaM OJHOM MOJCETH U3 Apyron?
Kak B cerMeHTHpOBaHHOI ceTH 00eCeunTh IPOX0XKACHNUE TpaPHuKa MEXIY MOACETAMU?

Bompocs! 1st 3a1mThl KypcoBOH paboThI
OxapakTepu3yiTe ceTeByl0 HHPPACTPYKTYPY OpraHH3aIHH.
Kakue BBl BBIABWIM HEIOCTAaTKH B OOecnedeHWH WH(POPMAIMOHHOW 0e30HMacHOCTH JIOKATbHOW
cetn?
Kakne yrpo3sl uH(pOpManMOHHONW O€30MaCHOCTH B KOMIIBIOTEPHOM CETH aKTyalbHbl JJIs
KOMITaHUU?
TpeboBaHus KakuX CTaHIAPTOB MH(OPMAIIMOHHON 0€301MacCHOCTH KOMIIBIOTEPHBIX CeTel U ceTel
CBSI3U HE BBITIOJHSIOTCS MITH BBITTOJHSIOTCS HE B ITOJIHOW Mepe?
Kakne 00beKTbI 3a1uThl HHPOPMALIUU B CETH BbI BBIICITHIN?
Kakwne npetoskeHus 1Mo MOBBIIICHUI0 HHPOPMAIIMOHHOW 0€30MTaCHOCTH CETH BHI pa3padoTann?
Yro 13 mpeiaraeMoro OTHOCUTCS K OpraHU3al[IOHHOMY YPOBHIO 3alllUThI?
Kakne HOpMaTHBHBIE JOKYMEHTHI BB pa3padboTainn?
Ha3zoBuTe OCHOBHBIE MOJOXKEHHUS MOJUTHKM MH(OPMAIMOHHON 0€30MacHOCTH JIOKAJIBHOM CeTH
KOMITaHUH.

. Kakue meronp! 3aumtsl nHdopMariu Bbl BeIOpanu? O0ocHylTe CBOI BHIOOD.
11.
12.
13.
14.

Kakum 00pa3oM BBl 0OecTieurBaeTe CETMEHTAINIO CETEBOTO Tpaduka?

Kakum o0pa3om Bbl oOecrieyrBaeTe 3alluTy OT CETEBbIX aTak?

Kakue anmapatHble cpeficTBa MOHAA00STCS A pealln3allii BallluX MpeaIoKeHHH?
Bbuta mn Bamu BEITTOJTHEHA POBEPKA pabOTOCTIOCOOHOCTH MpeIIaraeMbIX PEelIeHNH ?

[TpumepHBIii TepeueHb TeM KYpCOBOM pabOThI:
1. PazpabGoTka mnpeIoKEHUH 1O TMOBBIMIEHUIO HH(pOpManmonHoi Oe3onmacHoctu JIBC

IMPOMBIIIJICHHOI'O MPCAIIPUATHA.

2. PazpaboTka mpemIoKeHUH 1O MOBBIIIEHUIO HHPOpManmoHHoi Oe3onmacHoctn JIBC

(hMHAHCOBOW OpraHU3aIIH.

3. Pa3zpaboTka mpemnoKeHWH 1O TOBBIIICHHIO WHPOpManUOHHON Oe3omacHocTn JIBC

ANEKTPOTEHEPHUPYIOIIEH KOMITaHUH.

4. Pa3paboTka mpenyokeHUd Mo MOBBIMIEHUIO HH(popMannoHHOH Oe3zomacHoctu JIBC oprana

roCy/1IapCTBEHHOI'O yIIPaBJICHHUS.

5. PazpabGoTka mpemIoKeHUH 1O TOBBIIICHUIO WHpOpManuoHHON Oe3omacHoct JIBC

00pa3oBaTeLHON OpPTaHU3AIHH.
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6. PaspabGorka mnpemIoKeHUI
CTPaxoBOil KOMIIAHUH.

7. PazpaboTka TpemIOKCHHIA
TOCTHHHUIIBL.

8. PazpabGotka mpemIoKeHui
OpraHu3aluH 3PaBOOXPAHCHUSL.

9. Pazpabotka mpemIOKEeHUI
HPEIIPHUSTHS ONITOBOI TOPrOBIIH.

10. Pa3paboTka mpeIIOKEeHHI
OpraHu3aluy KyJIbTYpPbI.

110

110

110

110

10

ITIOBBIIIICHHUTIO

ITIOBBIIIICHU IO

IIOBBIIICHUIO

ITIOBBIIIICHHUIO

ITIOBBIIIICHHU IO

MH(POPMAIIMOHHON
MH(POPMAITMOHHON
UH(POPMALIMOHHOM
UH(POPMAITMOHHON

UH(POPMALIMOHHOM

CMONIEHCKUA

DUSTNATT

|

WK
6e3omacuoctu  JIBC
6e3omacuoctu  JIBC
oe3omacuoctu  JIBC
6e3omacuoctu  JIBC
6e3onacHoctu  JIBC

[To cormacoBanuio ¢ mpernojaBaTeseM OOYYAIONIUICS MOXKET BBIOpaTh HMHIMBUAYAIBHYIO TEMY
KypcoBOH pabOThl, COOTBETCTBYIOIIYIO IIEJIM M 3a/la4aM JAMCLUIUIMHBI, [0 YPOBHIO CIOXKHOCTH HE HMKE

CTaHAAPTHOT'O 3aJaHus.

Pe3ynpTaThl TeKyllero KOHTPOJS IO BbIIIEYKa3aHHbIM B pasjene 4 BUIaM (GUKCUPYIOTCA C
ucnoibp3oBaHueM TpexOamuibHoi cuctemsl (0, 1, 2) B BUAE KOHTPOJBHBIX HENENb - MPH NPUHITON B
¢winane cucreme Ha 6-i 1 12-if yueGHOMI Hezene ceMecTpa, a TAKKe YUUTHIBAIOTCS IPerojaBaTesieM Mpu
OCYILIECTBJIEHUH MPOMEKYTOUYHON aTTECTALIMKU N0 HACTOSIIEH TUCIUIIIIMHE.

d)opMa npOMexcyTquoﬁ aTTeCTaluu 110 HaCTOSIH_[eﬁ JUCHUIIIIMHE — 9K3AMEH 60 2-Mm cemecmpe.

OI_ICHOLIHBIG cpeacTBa Iuid HpOMe)I(YTO‘{HOI‘/’I aTTeCTalluu:

Bomnpocsl 110 3aKperyieHn0 TEOPETUYECKUX 3HAHUM, YMEHUIN U MPAKTUYECKUX HABBIKOB,

nNpeaAyCMOTPCHHBIX KOMIICTCHIIUAMU (BOHpOCBI K 3K3aMeHY)

RBOoo~NoOwNE

12. CereBble CTaHAAPTHI U TEXHOJIOTUH.
13. Monens B3anMoaeicTBHs OTKPBITHIX cucteM (OSI).
14. Ha6op npotokosioB TCP/IP. MexcereBoii mpotokon IP.
15. ®yukuu 1 ocobeHHOCTH QYHKIIMOHUPOBaHUS MD Ha pa3nuyHbIX YpoBHsIX Mojenn OSL

16. CxeMbl ceTeBOM 3amuThI Ha 0asze MD.

17. Kareropuu ceTeBbIX aTak.

18. CpencTBa aHanmm3a 3alUIIEHHOCTH CETEBBIX TPOTOKOB M CEPBUCOB.
19. Cucremsl oOHapysxeHust atak IDS. KoMIIOHEHTHI U apXHTEKTypa.

20. MeTozp!l pearnpoBaHMsI Ha CETEBBIC aTaKH.
21. BupryalibHbIC JOKAIbHBIE CETU. TUIBI BUPTYAIbHBIX CETEH.
22. Unentudukanus cereit VLAN. IIpotokon VTP.

19

OcHOBHBIE OHATHUS U COCTABJISIONINE HH(POPMALIMOHHON O€30MaCHOCTH KOMITbIOTEPHBIX CETEH.
AKTyaJabHOCTB NPo0JIeMbl o0ecriedeHnss HHPOPMALIMOHHOM 0€3011acCHOCTH COBPEMEHHBIX CETEH.
[Tpo6nembr nHGOPMAITMOHHON O€30MTACHOCTH CETEH.
VYrpo3bl HHPOpMAITMOHHON 6€30MaCHOCTH CETEH.
Knaccudukamnms MeTo10B 3amuThl HHGOPMAIIHIH.
O6u1re Bonpockl HopMUPOBAHUS TOJUTHKH O€30MaCHOCTH.
3aaun ynpaBlieHUs1 6€30MaCHOCThI0 KOMIIBIOTEPHBIX CETEH.
ITonuTHka 6€30MacHOCTH KOMIIBIOTEPHBIX CETEH.
ApXUTEKTypa CUCTEMBI yIIPaBJICHUSI CPEICTBAMU HMH(OPMALIMOHHON 0€30IacHOCTH CETH.
0. OteuecTBeHHBIE CTaHAAPTH HHPOPMALIMOHHONW OE30MACHOCTH KOMITbIOTEPHBIX CETEH.

1. 3apy0OexxHbie cTaHAapTH HH)OPMAITMOHHOW 0€30TTaCHOCTH.
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23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.

40.
41.
42.
43.
44,
45,
46.
47.
48.

49.
50.
51.
52.

KondurypupoBanue BUpPTyaIbHBIX JOKAJIbHBIX CETEH.

OcHoBHbIE OHATHS U QyHKIIMK ceTH VPN.

BapuaHTsl HOCTpOEHUSI BUPTYaIbHBIX 3aILULIICHHBIX KAHAJIOB.

CpenctBa obecnieuenust 6e3omacHoctu VPN.

Knaccugukanus VPN.

OcHOBHbBIE BapuaHThl apxXUTEeKTypbl VPN.

CereBble 3alllUIIEHHbIE IPOTOKOJIBI.

MapuipyTuzanust 1 aBTOHOMHBIE CUCTEMBI.

[IpuHIMIIBI MapIIPYTH3ALUN.

CraTtuueckast 1 AMHAMUYECKash MapILIPYTH3ALIHSL.

Texnonorusa opranuzanuu VPN-TyHHEN.

ITpomsblnuieHHbIE HH(OPMALIMOHHBIE CETH: MOHITHE, OCOOCHHOCTH, Pa3HOBUIHOCTH.
CereBast nuH(OpPMAIIMOHHAS CTPYKTYPA MPEAIPUSTHSL.

WHudopmanroHHbIE CeTH TEXHOJIOTHYECKOr0 U MOJIEBOr0 YPOBHEIA.
[Tpomsimnenssrit Ethernet.

WHTerpupoBaHHble CUCTEMBI IIPOMBIIIIIEHHON aBTOMATHU3aIUH.

OcobeHHOCTH 3alUThl HHPOPMALUK Ha MPOMBIIUICHHBIX MPEIIPUATHIX U KPUTHUECKH BasKHBIX
00BEKTaX.

YTpo3b1 6€30MaCHOCTH MPOMBIIUICHHBIX TPEATIPHATHH.

Bomnpocsl 6e3omacHocTH ceTeBoi HHPPacTpyKTyphl B KoHIenuuu Wb npeanpusrtus.
3ammTa MPOMBIIIJIEHHBIX CHCTEM aBTOMAaTHU3aIuu OT BpenoHocHoro [10.
VYnpasieHue 6e301acHOCTBIO Ha MPOU3BOACTBE cornacHo ISA S99.

TexHnueckas apxutekTypa 0e3onacHoctu Ha ocHoBe IEC 62443,

MeTo/1bl 3aIUThl TPOMBIIIIJIEHHBIX CETEH.

WHTerpupoBaHHble CUCTEMBI 0€30aCHOCTH.

MexaHu3mbl ayTeHTH(UKaUU OecpoBOAHBIX KIMEeHTOB 1o cranaapty IEEE 802.11.
KommnekcHas cucrema obecriedeHusi O0ezonacHOCTU OecripoBogHBIX cerel mo crangapty IEEE
802.11i.

Crannaptsl 6e3omacaoctu WPA/WPA2.

Crangapr IEEE 802.1x/EAP.

Pa3BepThiBaHNe 0€CIIPOBOAHBIX BUPTYaIbHBIX CETEH.

CucteMbl 0OHapyXeHUs! BTOP>)KEHUI B OECIIPOBOIHBIX CETSX.

HpI/IMCpH MPAKTUYCCKUX SaﬂaHHﬁ, BBIHOCHUMBIX Ha 3K3aMCH, JJId IIPOBCPKU NPAKTUUCCKUX YMCHI/Iﬁ n

HAaBBIKOB CTYACHTOB IO AUCIUITIINHE
3agaua 1.
ITo 3agannoMmy IP agpecy ycTpoicTBa M MacKe MOACETH ONPENCTUTD:
- aJjpec MHUPOKOBEIATENBHON PACCHUIKH,
- IepBBIM U nocyeqHui nqocrynHele [P anpeca s atoit ceTu.
IP-anpec yctpoiictBa: 113.83.34.54. Macka noaceru: 255.254.0.0
[Toctpouth MoIEnb CETH W3 ABYX KOMIIBIOTEPOB, COEJUHEHHBIX Yepe3 KOMMYTaTop. 3aaaTh

KOMIIbIOTEpPAM MEpBBIM M mocieqHui pocrynHele [P aapeca paccuurannoit ceru. IIposeputsb
paboTOCIIOCOOHOCTH CETH.

3agaua 2.

B cetu 3amanHON KOHPUTYpAIIMK HACTPOUTH CETh Vlan.

3agaua 3.

B cern 3amaHHOW KOHGUTYpalid HACTPOWTH 3alIUIICHHBIA MapmpyT u3 cetu 172.16.10.0

cepBepy.
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M3n_

B ¢wunmane ucnonedyercs cuctemMa ¢ TPAIUIMOHHON HIKAIOH OIEHOK — "oTiu4HO", "Xopormo",

"yIOBJIETBOPUTENBHO", "HEYIOBJIETBOPUTEIIHHO",

" "3aureHo", "He 3auTeHO".

[TpuMeHsieMbIe KPUTEPUH OIICHUBAHUS I10 IUCIMILIMHAM (B COOTBETCTBHHU C HMHCTPYKTHBHBIM
nucemom HIIY MDMU ot 14 mas 2012 roga Ne 1-23):

Ouenka Kpurepuu onieHku pe3ynbTaToB
no 00y4YeHUs IO TUCITUILTNHE

JUCLHUIIIINHE

«ommyHO»/ | BeIcTaBmsiercs oOydaroniemMmycs, 0OHapyKUBIIEMY BCECTOPOHHEE, CHCTEMAaTHIECKOe U

«3a4TEHO r1yOOKOE 3HaHUE MAaTepUAIOB U3YYEHHOMN NUCHIUIUIMHBI, YMEHUE CBOOOIHO BBIMIOJIHATD

(oTimuHO)»/ | 3amaHuUs, MPEAYCMOTPEHHBIC IMPOTrPAMMOM, YCBOMBIIMIA OCHOBHYIO W 3HAKOMBIH C

«3a4TEHO» JOTIOTHUTENILHOW ~ JIUTEpaTypoil,  PEeKOMEHJOBaHHOW  paboueld  mporpammoit
JTUCLUIIIMHBI; MPOSBUBIIEMY TBOPYECKHE CITOCOOHOCTH B MOHUMAHHH, WU3JIOKCHUU U
UCIOJIb30BAaHUU MAaTEpHaJIOB U3YUYEHHOM AMCLUUIUIMHBI, OE3yNpEeyHO OTBETUBIIEMY HE
TOJIKO Ha BOIPOCHI OWJIeTa, HO W Ha JOMOJHUTEIbHBIE BOIPOCH B paMKax paboueit
porpamMMbl  JIUCUMIUIMHBI, MPAaBWIBHO BBIIIOJIHUBIIEMY [PAKTHUUECKOE 3a/IaHHE.
OueHka MO JUCHUIUIMHE BBICTABIIIOTCA OOydYaromeMycsi ¢ y4€TOM Ppe3yJbTaToB
TEKYILEro KOHTPOJIS.
KoMmnerennuu, 3akperi€éHHble 3a JUCHUIUIMHOW, CPOPMUpPOBAaHBI Ha YpPOBHE —
«OTAJIOHHBIN.

«XOpOII0Y/ BricraBnsiercst  oOydaromiemycsi, OOHapy>XHBILIEMY TIOJIHO€ 3HAHHE Marepuasa

«3a4TEHO M3YYEHHON JIMCUUIUIMHBI, YCHEIIHO BBINOJHAIONIEMY IPELYyCMOTPEHHBIE 3aJlaHus,

(xoporo)»/ YCBOUBIIIEMY OCHOBHYIO JINTEPATypy, PEKOMEHIIOBAaHHYIO paldodeil mporpammoit

«3a4TEHO» JUCUUILIMHBI; TOKA3aBIIEMY CHCTEMAaTHYECKUH XapakTep 3HAaHUU MO AMCIUIUIMHE,
OTBETUBILIEMY Ha BCE BOIPOCHI OWJIETa, MPABWIHHO BBITTOJHUBIIMKN MPAKTUUECKOE
3a/laHie, HO JOMYCTUBIIMI TpHU 5TOM HEMpPUHIUNHAIbHbIE OmUOKH. OIleHKa o
JTUCIUIIIINHE BBICTABISIIOTCA OOydYaromieMycsi ¢ y4€TOM pe3yJabTaTOB TEKYIIETro
KOHTPOJIA.
Kommnerennuu, 3akperia€HHbIe 3a AUCIUIUIMHONW, c()OpMUpOBaHBI HAa YpOBHE —
«IPOABUHYTBINY.

«ynoBneTBop | BricTaBmsiercs oOyuaromiemycs, OOHApyXHBIIEMY 3HAHHME MaTephalia H3y4eHHOU

ATEILHOY/ JTUCIUTIIMHEI B Oo0OBbeMe, HEOOXOAMMOM Il JallbHEeHIIeld ydeObl M TPEeCTOSIICH

«3a4TEHO paboThl MO mpodeccuu, CIPaBISIONIEMYCS C BBIMOTHEHHEM 3aJaHHid, 3HAKOMOMY C

(YZOBIETBOp | OCHOBHOHM JHTEpaTypod, PEKOMEHIOBAaHHOW paboyeil mporpaMMoil JHCIMILIUHBL

UTEJIBHO)»/ JIOTTYCTUBIIIEMY TIOTPEITHOCTh B OTBETE HA TEOPETHYECKHE BOMPOCHI W/WIM TIPH

«3a4TEHO» BBHITIOJTHEHUH TPAKTUYECKUX 3aJaHuii, HO 00JanaroleMy HeOOXOAMMBIMU 3HAHUSIMU
JUIT WX YCTPAHEHWs] TIOJ PYKOBOJCTBOM IIpemojaaBaTelis, Ju0O HEeNpaBUILHO
BBINIOJIHMBIIEMY MPAaKTUYECKOE 3aJaHhe, HO [0 YKa3aHWIO [pernojaBaress
BBITIOJIHUBIIIEMY JPYTUE TPAKTUYECKHUE 3aJaHHS U3 TOTO K€ pasjiesia JUCITUTUIHHBL. .
Komnerennuu, 3akperiéHHble 3a AUCHUIIIMHONH, CPOPMHUPOBAHBI Ha YypPOBHE —
«OPOTOBBINY.

«HeynoBneTB | BoicTaBisiercs oOydaromemycsi, OOHapyKHMBILIEMY Cepbhe3Hble MpoOeibl B 3HAHUSX

OpUTENBHOY»/ | OCHOBHOTO MaTepuaja M3y4eHHOW MUCIUIUIMHBI, JOMYCTHUBIIEMY MPUHIUIHAILHBIC

HE 3a4TEHO OIMOKM B BBIOJIHEHWU 3aJlaHUl, HE OTBETUBLIEMY Ha BCE BOIPOCHI OuiieTa U
JIOTIOJIHUTEIbHBIE BONPOCHI M HEMPABWIBHO BBINOJIHUBLIEMY MPAKTUYECKOE 3a/IaHHE
(HeTIpaBWJILHOE  BBIMIOJIHEHUE TOJBKO MPAKTUYECKOrOo 3aJaHusi He  SABISETCS
O/IHO3HAYHOW TMPUYMHOW JUIsl BBICTABJICHUS OLICHKU «HEYIIOBJIETBOPUTENIHLHO»). Kak
MIPaBUJIO, OLICHKA «HEYJOBJIETBOPUTEIBHO CTABHUTCS CTYJEHTAM, KOTOPbIE HE MOTYT
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Ouenka Kpurepun onieHKH pe3ynbTaToB
o 00y4yeHMs 110 JUCLUIUINHE
JUCIUIUINHE

IPOJOJDKUTE OOydeHHe IO 00pa3oBaTelbHON Iporpamme 0e€3 JONOJHUTEIbHBIX
3aHATUN 110 COOTBETCTBYMOIIEH quciumuinHe. OeHKa 0 JTUCUUIUIMHE BBICTABIISIOTCS
oOyyaromemycs ¢ y4€ToM pe3ysIbTaTOB TEKYILEro KOHTPOJIS.

KoMnereHniuM Ha YpPOBHE «IOPOTOBBIN», 3aKpeIUIEHHBIE 3a AMCLUIUIMHOW, HE
c(hopMUPOBaHBI.

7. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE JUCLHHUIIJINHBI
Y4eOHoe 1 yueOHO-1a00paTOpPHOE 000PyI0BaAHHE

Jl1s mpoBe/leHUs JIEKIMOHHBIX 3aHATHH UCIONb3yeTcsl yuyeOHas ayAuTOpUs JUIsl IPOBEIECHUS
3aHATUH CEMUHAPCKOr0 THIIA, IPYNIOBBIX U MHAUBUIYaJIbHBIX KOHCYJIbTALMM, TEKYIIErO0 KOHTPOJSA U
IIPOMEXYTOUHOM aTTecTalliy, OCHAILllEHHAas CHeNUaIU3UPOBAaHHOW MeOenblo; JOCKOH ayIuTOpHOM;
J€MOHCTPALlMUOHHBIM  000pY/IOBaHUEM: IE€PCOHAIBHBIM KOMIIBIOTEPOM (HOYTOYKOM); IE€PEHOCHBIM
(cTaOHApHBIM) IPOEKTOPOM.

J1s  npoBefeHHsl NPAKTHYECKMX 3aHATHI HCIONb3yeTcs y4yeOHas ayauTopust s
MPAKTUYECKUX 3aHSITUHA, BBIOJHSAEMBIX B KOMIIBIOTEPHOM KJacce, OCHAIIEHHas CIeUUaTu3upOBaHHON
MeOenblo;  JIOCKOM  ayJAMTOpHOW; TEepCOHAIbHBIMU  KOMITBIOTEpAMH, CBS3aHHBIMU  JIOKAJIbHOM
BBIUHCIIUTENBHOM CEThIO C MOJIKIII0OUEeHUEM K ceTu VHTepHeT.

Jl1s npoBefeHUs] 3aHATHI J1a00pPATOPHOIO THIIA HUCHOJb3yeTcsl ydyeOHass ayAuTOpHus s
71a00paTOPHBIX pPabOT, BBIMOJHAEMBIX B KOMIIBIOTEPHOM Kjacce, OCHAIllEHHas CIeHUaIu3upOBaHHOM
MeOenblo; JJOCKOM  ayJAMTOpHOW; NEepCOHAIbHBIMM  KOMIIBIOTEPAMH, CBS3aHHBIMH  JIOKQJIbHOM
BBIUHCIIUTENBHOM CEThIO C MOJIKIIIOUEeHUEM K ceTh VHTepHeT.

JI11 IpoBe/leHUs1 KOHCYJIbTalMii M0 KypcoBoii padoTe ucnonb3yercs yueOHast ayJUTOpUs s
MIPOBEJICHUS 3aHATUN CEMUHAPCKOI0 THUIIA, TPYIIOBBIX W HMHAUBUAYAJIbHBIX KOHCYJbTAllUH, TEKYIIETro
KOHTPOJISI M IPOMEXKYTOUYHOM aTTecTallud, OCHAIlleHHas CHEeLHaTU3UpPOBAHHOW MeOenblo; JTOCKOMH
ayJIUTOPHOM.

J1s1 caMOCTOATEJIbLHOM PadoThl 00yYaKOIMXCS 110 IUCLHUIUIMHE UCIOIb3YETCs IOMEIIEHHUE JUIS
CaMOCTOATENIbHONW paboThl OOydYaIOIIMXCS, OCHAIIEHHOE CIEIHAIN3UPOBAHHON MEOeNbl0; JTOCKOH
ayIUTOPHOM; NIEPCOHATIBHBIM KOMIIBIOTEPAMH C MOJAKIIOUeHUEM K ceTH "MHTepHetr" n noctynom B OM1OC
¢bunmana.

8. OBECIIEYEHME OBPA30OBATEJIBHOI'O ITPOLNECCA J1JIs JINIY
C O'PAHUYEHHBIMH BO3MOXKHOCTSAMMHA 310POBbS U UHBAJIUIOB

B xoxe peamm3anuu AUCHUIUIMHBI HCIOJIB3YIOTCS CIEIYIOLIUE JOMOJHUTEIbHBIE METObI
Oo0y4eHMs, TEKYILEro KOHTpOJII YCIIEBAEMOCTH M TPOMEXKYTOUHOH aTTecTaluu OO0y4arolmmxcs B
3aBUCUMOCTH OT UX MHIUBHUIYyalIbHBIX OCOOEHHOCTEH:

JUIS cJIeNbIX M CJIA00BUASIINX

- TeKuH 0(OPMIISIOTCS B BUJIE SJICKTPOHHOTO IOKYMEHTA, JOCTYITHOTO C MOMOIIBI0 KOMITBIOTEpa
CO CHEeIUATU3UPOBAHHBIM IPOrPAMMHBIM 00€CIICUEHHEM;
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- IUCbMEHHBIE 3aJJaHUS BBIIOJIHAIOTCS HA KOMIIBIOTEPE CO CHELMATM3UPOBAHHBIM IIPOTrPaMMHBIM
obecreyeHrneM, Uil MOTyT ObITh 3aMEHEHbl YCTHBIM OTBETOM;

- o0ecrnieurBaeTCsl MHIUBUIyAIbHOE paBHOMEPHOE ocBelieHue He meHee 300 Jirokc;

- JUIsl BBIIIOJIHEHUS 3aJJaHUs IIPU HEOOXOJMMOCTH IIPEJOCTAaBIISAETCS YBEIMUUBAIOIIEE YCTPOHCTBO;
BO3MO>KHO TaKe UCII0JIb30BAHUE COOCTBEHHBIX YBEJINYHMBAIOIINX YCTPOUCTB;

- IUCbMEHHBIE 3aJJaHNs O(POPMIISIOTCS YBETUYEHHBIM HIPUPTOM;

- DK3aMeH U 3a4€T MPOBOJAATCSA B YCTHOHM (hopMe WM BBINOJHSAIOTCS B MUCHBMEHHOW (hopMme Ha
KOMIIbIOTEpE.

AJIS TIIYXHX U ¢J1200C/IbIIIAIINX:

- JIEKIIMU O(POPMIISIOTCS B BUJIE FIEKTPOHHOTO JJOKYMEHTA;

- MUCHbMEHHBIC 33JJaHUS BHITTOJIHAIOTCS HA KOMITBIOTEPE B MUCHbMEHHOM (hopme;

- 3K3aMEH U 3au4€T MPOBOJATCS B NUCbMEHHOW (pOpMe Ha KOMIIbIOTEPE; BOZMOKHO IPOBE/ICHUE B
dbopMe TecTHpOBaHUS.

JJIS1 JIML ¢ HAPYLIEeHUSIMH ONIOPHO-ABUIaTeIbHOI0 aNnapara:

- IEKIUH 0(OPMIISIOTCS B BUJIE DJICKTPOHHOTO JOKYMEHTA, IOCTYITHOTO C TIOMOIIBIO0 KOMITBIOTEPA
CO CNELUAIN3UPOBAHHBIM POTrPAMMHBIM 00ECIIEYEHHEM;

- IUCbMEHHBIE 33JJaHUS BBIIOJIHAIOTCS HA KOMIIBIOTEPE CO CHELMATU3UPOBAHHBIM POTrPaMMHBIM
o0OecIeueHueM;

- DK3aMeH U 3a4€T MPOBOAATCSA B YCTHOH (hopMe WM BBINONHAIOTCSA B NMUCBMEHHOW (Gopme Ha
KOMIIBIOTEPE;

- UCHOJb3yeTcs chenuanbHas ydyeOHas ayautopuss it jun ¢ JIOB3 — ayn. 106 rmaBHOrO
yuyeObHoro kopmyca mo aapecy 214013, r. CwmoneHck, OHepreTuueckuil mnp-u, aA.1, 37aHHe
SHEPTEeTUUYECKOr0 MHCTUTYTA (OCHOBHOM KOPITYC).

[Tpu HEOOXOIUMOCTH MpelycMaTpUBAETCs YBETUUEHUE BPEMEHHU AJIs IOATOTOBKU OTBETA.

[Tpouenypa mpoBeneHUsT MPOMEXKYTOYHOW aTTecTalMM Uil OOy4aroIIMXCsl YCTaHABIMBAETCA C
y4€TOM UX MHAMBUAYaJIbHBIX Mcuxopuznueckux ocoOeHHocTel. IIpoMexyTouHas arTecTanust MOXKET
IIPOBOJIUTHCS B HECKOJILKO ITAIOB.

[Ipu mpoBeneHUM TPOLEAYPbl OLEHUBAHUSA pPE3YAbTaTOB OOy4YeHMs MperycMaTpuBaeTcs
UCIOJIb30BaHUE TEXHUYECKHUX CPEACTB, HEOOXOAMMBIX B CBA3M C MHAWBMYaJbHBIMU OCOOCHHOCTSMU
oOydaromuxcsi. OTH CpPeACTBa MOTYT OBITh MPEJOCTaBIEHBl (PUIMAIOM, MM MOTYT HCIIOJIB30BAThCS
COOCTBEHHBIE TEXHUYECKUE CPEJICTBA.

[TpoBeneHue mpoueaypbl OLIEHUBAHMS PE3yNbTaToB OOy4eHHUs JOMYCKAETCS C HCIHOJIb30BaHUEM
JUCTAaHIIMOHHBIX 00Pa30BaTeNbHBIX TEXHOJIOTUH.

ObecnieunBaeTcss AOCTYN K MH(OPMAUMOHHBIM M OuOAMOrpaduyecKuM pecypcaM B CeTH
HNuTepHer nns kaxaoro obydvaromerocst B (opMax, aJaiTHPOBAHHBIX K OFPaHUYEHUSIM UX 370POBbS U
BOCTIPUATHS HHPOPMALIUU:

JJISL CJIeNbIX M CJ1A00BHISAIIHX:

- B ICYaTHON (pOopMe yBETUUEHHBIM IIPUPTOM;

- B (hopme 31eKTPOHHOTO TOKYMEHTA;

- B hopme aynuodaiina.

JJIS TJIYXHX M CJIa00C/IbIIIAIMX:

- B IeYaTHOH popme;

- B (hOpMeE IJIEKTPOHHOTO JOKYMEHTA.

AJ1s1 00y4aroIUXCsl ¢ HAPYIIEHUSIMA ONOPHO-IBHUIaTeJIbHOIO annapara;

- B Ie4aTHoM opme;

- B (hOpMeE IIEKTPOHHOTO JOKYMEHTA;

- B popme ayaunodaiina.
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9. YYEBHO-METOAMYECKOE U UH®OPMAIIMOHHOE OBECIIEYHEHUE
JUCIHUIIVIMHBI

OcHoBHas JuTepartypa.

1. Koctur B. H. MeTtonbl u cpeAcTBa 3allUThl KOMIBIOTEpHOW HHPOpManmu: HHGOpMAMOHHAS
0€30IacCHOCTh KOMITBIOTEPHBIX ceTel [DIeKTpoHHBIN pecypc]: ydebnoe mocodbue / B. H. Koctun. —
Mocksa: MUCHUC, 2018. — 31 c. — Pexxum goctyna: https://e.lanbook.com/book/116743.

2. IIpoxopoBa O. B. MudopmarmonHas 6e30macHOCTh M 3amuTa WHGOpMALUU [DIEKTPOHHBIH
pecypc]: yueonuk / O. B. IIpoxopoBa. — 2-e¢ usn., ucnp. — Cankr-IlerepOypr: Jlanp, 2020. — 124 c.
Pexxum noctyma: https://e.lanbook.com/book/133924.

3. OcHOBBI HHPOPMAIIMOHHON Oe30nacHOCTH [DnekTpoHHbIN pecypc]: yueOnuk / B.1O. Porosus,
WN.b. lN'anymkun, B. HoBuko, C.b.BenpeB; Axkanemuss CrenctBeHHoro komutera Poccuiickoi
@enepaunu. — MockBa: IOnwurtn-Jlana: 3axkon u mnpaso, 2018. — 287 c¢. — Pexum
nocryma: https://biblioclub.ru/index.php?page=book&id=562348.

JlonoIHUTeILHAS JTUTepaTypa.

1. TexHonorum 3ammThl MHAOOPMAIMM B KOMIBIOTEPHBIX CETSAX [DJIEKTPOHHBIA pecypc] /
H.A. Pynenxos, A.B. Ilponerapckuii, E.B. CmupnoBa, A.M. CypoBoB.— 2-¢ u3a., ucnop. — Mocksa :
Hammonaneuerii  Otkpeiteiidi  YauBepcurer «MHTYUT», 2016. — 369 c¢. — Pexum npocryma:
http://biblioclub.ru/index.php?page=book&id=428820.

2. TomukoB A.M. 3ammurta uHbOpManuu B HHPOKOMMYHHMKAI[MOHHBIX CHCTEMax M CETsIX
[DnexTpoHHBIH pecypc]: yueOHoe mocodue — Tomck: Tomckuii rocy1apcTBEHHBI YHUBEPCUTET CUCTEM
yhOpaBieHuss U paguolsnekTtpoHuku,  2015. - 284  c. —  Pexum  pocryna:
http://biblioclub.ru/index.php?page=book&id=480637.

3. Cepmox B.A. Opranuzamuss ¥ TEXHOJOTMH 3alUTHl WHQOpPMAuU: OOHApYKEHHE U
IpeJoTBpallleHne WHGOPMALlMOHHBIX aTaKk B  aBTOMATH3UPOBAHHBIX CHUCTEMax IpeIIpUsTHI
[DnexTpoHHbIN pecypc]: yuebHoe mocobue. — MockBa: 3narenbckuit 1om Bricieit nkoiasl 5JKOHOMHKH,
2015. — 574 ¢. — Pexxum nocryma: http://biblioclub.ru/index.php?page=book&id=440285.

4. TonukoB A.M. 3anmra MHGOpMAUM OT YTEUKH MO TEXHUUYECKUM KaHajlaM [DJIeKTpOHHBIN
pecypc]: yueOHoe mocobue. — Tomck: Tomckuii rocy1apcTBEHHBIN YHUBEPCUTET CUCTEM YIpaBJICHUS U
PaaroO’IEKTPOHUKH, 2015. - 256 C. - Pexxum JIOCTyTaA:
http://biblioclub.ru/index.php?page=book&id=480636.

5. Ilenemenko B.C. MeHeMXMEHT HHITUACHTOB WH()OPMAITMOHHOW O€30MaCHOCTH 3allUIICHHBIX
aBTOMAaTH3MPOBAHHBIX CHCTEM  YOpaBieHHs [DJEKTPOHHBIA pecypc]: ydeOHoe mocobue /
B.C. [lenemenko, C.B.T'oBopoBa, M.A.Jlanuna; MuHucrepctBo o0pa3oBaHuss U Hayku PO,
denepanbHOE TOCYJApCTBEHHOE aBTOHOMHOE 00pa3oBaTelNbHOE YUPEKICHHE BBICIIEr0 OOpa3oBaHUA
«CeBepo-KaBkazckuii ¢enepanbubiii yHuepcurer». — CraBponons: CKDY, 2017. — 86 c. — Pexum
nocryma: http://biblioclub.ru/index.php?page=book&id=467139.

6. ABepuenkoB B.W. Aymut undopmaionHoi 6e30macHOCTH [DIEKTPOHHBIN pecypc]: yueOHoe
nmocobue s By3oB / B.M. ABepuenkoB. — 3-e¢ u3m., crepeotun. - MockBa: ®munTta, 2016 Pexnm
nocryma: Pexxum goctyma: http://biblioclub.ru/index.php?page=book&id=93245.

7. Jlanommna O.P. MexceTreBble dKpaHbl [DJIEKTPOHHBIA pecypc|: ydeObHoe mocobue /
O.P. Jlanonuna. — 2-e uzn., ucnpas. — Mocksa: Hannonansusiit OTkpeiTeiii Yausepcurer « MHTYUTy,
2016. — 466 c.: Pexxum mocryma: https://biblioclub.ru/index.php?page=book&id=429093.
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Cnucok aBTOPCKUX MeTOAHYECKHX Pa3padoToK.

1. Metoanyeckne ykasaHus K J1a0OpaTopHBIM padOTaM W TNPAKTUYECKUM 3aHATHAM IO
mucuutuinHe «MHpopmanronHas 6e30macHOCTh HUGPPOBOM HIKOHOMHKHY Pa3MeUIeHbl Ha KadeapalbHbIX
pecypcax.

3. Meroanyeckne YyKazaHus K KypcoBoil pabore mo gucuuiuinHe «MHbopManmoHnHas
0e30macHOCTh U(POBOI IKOHOMUKI pa3MEIIeHbI Ha KadeapalbHbIX pecypcax

Ilepeuens pecypcoB MHGPOPMANMOHHO-TEJEKOMMYHHKAIIMOHHOH ceTH «UHTepHeT»
HEe00XO0AUMBIX /ISl 0CBOEHHUS TUCIHHUILINHBI.

1. CnpaBouHnas npaBoBas cucreMa KoHCynbTaHT IUTIOC [3JIEKTPOHHBIN pecypc]| — Pexxum nocrymna:
http://www.consultant.ru/online/.

2. Unrepuer-mopran SecurityLab.ru xommanuu Positive Technologies [aiexkrponnsiit pecypc] —
Pexxum noctyma: https://www.securitylab.ru.

3. T'amarenko B. CrammapTtel MHGOPMAIMOHHON Oe30MacHOCTH [DJICKTPOHHBIA pecypc]: Kype
neknuit / INTUIT.RU: opunmansueiii caiit HanmonansHoro OTtkpeitoro YuauBepcutera «MHTYUT». —
Pexxum noctyma: https://www.intuit.ru/studies/courses/30/30/info.

4. Bompocel kubepbe3omacHOCTH / oO(UUUANBHBIA CAaT HAay4HOTO, MEPUOAUYECKOTO,
MH(POPMAIIMOHHO-METOIMYECKOT0 KypHasia ¢ 0a30BOM cnenuaiu3anueil B 00JacTu WHGOPMAIMOHHON
Oe3omacHOCTH [AneKTpoHHBIN pecype] — Pexxum noctyma: http://cyberrus.com.

5. ApxuB wm3manuii mo wH(pOpMaMOHHOW Oe3omacHocTH / kypHanm «Information Security»
[anekTponHbIi pecypc] — Pexxum moctyma: http://www.itsec.ru/articles2/allpubliks.
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JUCT PETUCTPAIIUN UBSMEHEHUU
Howmepa ctpanu ara
Hom pa CTpariit Beero | fauvenosanue IMoanuce, ®.1.0. A
ep aHHy | CTpaH BHECEHUS Jara
ume | 3ame u Ne nokymeHnTa, BHECIIIETO
u3Me HOB | mupo | HILB BBOJISIIIEr0 HEMOHEHISL B W3MCHEHUS B BBEJICHUSA
HEHH | HEHH N
HCHH BIX | BaHH | AOKYM N JAHHBIN U3MEHECHHUSA
g BIX BIX eHTe U3MECHEHHUS JIaHHBIA 3K3EMIUIAP
BIX AK3EMILISIP
1 2 3 4 5 6 7 8 9 10
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