CMOJIEHCKNA
DUITNAN
Hanpaenenue noocomosxu 10.04.01 Hugopmayuonnas bezonacnocmo (P

X I w
Mazucmepcras npoepamma «bezonachocms agmomamu3upo8auHbix CUCEM» N\ ilﬂ
PIIJI B1.B.J]B.02.02 « Texnonocuu u memoowt 3awumol ungpopmayuu 6 cemu Unmepremy m -

duianan QenepajbHOro rocyIapcTBEHHOr0 0I01KETHOT0 00Pa30BaTEJIbLHOI0 YUPeKIeHUs
BbICIIET0 00Pa30BaAHUA
«HanuoHaJbHBIN Hccen0BaTeIbLCKUI YHUBepcuTeT « MIU»
B I. CMoJIeHCKe

_YIBEPIKAIO

- ey, X e

3{19154:*‘){Hpcrg‘g‘Opdét';(igngnaHa OI'BOY BO

F AR ‘&i‘I‘BHV’«MT}j y B I'. CMOJICHCKE
SR o KARS IR

“’“ﬁ“" OOKYMEHT I'IQ,D,I'II/ICAH
m3u_ DJIEKTPOHHOW NOANUNCBLIO
Bnapneneu: ®enynos AnekcaHap Cepreesuy

CepTudmkaT: 5A022291DODE01CCADCB2B81371C7969
OencteuteneH: 06.05.2025 - 30.07.2026

PABOYAA ITPOI'PAMMA JTUCHHUITJINHBI

TEXHOJIOI'NX U METO/bI 3BAIIUTHI UTH®OPMAIIMUU B CETU UHTEPHET

(HAMMEHOBAHME JUCLMITJIVHBI)

Hanpagsaenue noaroroBku: 10.04.01 UndopmanuonHas 6e300acHOCTh

Marucrepckasi nporpamma; be3onacHocTh aBTOMATH3MPOBAHHBIX CHCTEM

YpoBeHb BbICHIEro 00pa3oBaHus. MArMCTPATYpPa

HopMaTuBHBIIi cpok 00y4yeHusi: 2 roaa
®opma 00yueHusi: QUHAs

I'on nadopa: 2026

CMoJ1eHCK



Hanpasnenue noocomosxu 10.04.01 Hngopmayuonnas 6ezonacnocme ( DURNAT
Mazucmepckas npoepamma «bezonacnocms asmomamusuposanHsvix cucmem = 11
PIIT B1.B.J]B.02.02 « Texnonoeuu u memoowvt 3auumst ungopmayuu 8 cemu Humepnemy [\" ] P

[Iporpamma cocrasiena ¢ yaetom OC BO — maructparypa no Hanpasienuto moarorosku 10.04.01
WNudopmannonnas 6€30macHOCTb, yTBepkAeHHOTO pekTopoM OT'BOY BO «HNY «M3W»
H.JI. Poranessim 20.12.2023.

IIporpammy cocraBuiI:

KaHJI. 7KOH. HayK, JIOII. “7//7/‘ ’_f:,}/ O.B. Bynbiruna
MOITHUCH / DdUO
«17» (dbespas 2026 r.

[Iporpamma oOcyxiaeHa u of00peHa Ha 3acemaHuM Kadeapbl WHPOPMALMOHHBIX TEXHOJOTHIM
9KOHOMHKE H YIIPABICHUN
«18» derpais 2026 r., mpoTokoa Ne 6

3aBeayroummii Kadieapoii HHGOPMALMOHHBIX TEXHOJOIHI B JKOHOMHKE H YIIPABJICHHH:
e

/ JI-p TexXH. HayK, npod. M.U. JUnu
)

IOANHCH

/
«18» dempans 2026 T.
CoriacoBaHo:

3aBenyommii kadeapoil BEIYUCINTEIbHON TEXHUKH

A JI-p TexH. HayK, opod. B.B. Bopucos
_.Hﬁwé}, OHO

«05» mapra 2026 r.

PHZ[ aZlaliITupoBaHa AJid JIML C OTpaHUYCHHBIMH BO3MOXKHOCTAMU 3JO0POBbSA U HHBAJIUAOB

OtBercTBeHHBIH B (prinasie nmo padore
¢ JIOB3 u unBanugamu

Gk
e E.B. 3yeBa

TTOIITUCh

[)5(6]

«05» mapra 2026 r.




Hanpasnenue noocomosxu 10.04.01 Hngopmayuonnas bezonacnocme (DA
Mazucmepcras npocpamma «bBe3onachocms agmomMamu3upO8aHHbIX CUCTNEM» gf |4
PII B1.B.J]B.02.02 « Texnonocuu u memoowt 3auumol ungopmayuu 6 cemu Unmepnemy» NIDU_

1. HEJIX 1 3AJAYHN OCBOEHUMA JUCIIUITJIMHbI

Lenabio ocBOeHHS] AUCHMILUIMHBI SIBISETCS TOATOTOBKA OOYYAIOIIMXCS K PEHICHHIO 3a/1ay
npoecCHOHATLHON  JIEATEIIBHOCTH  OPTaHU3alMOHHO-YIIPABICHUYECKOTO THIAa B OOJIACTH  3aIUTHI
nHpopMmanuu 1o HampasieHuto nmoarotoBku 10.04.01 MudpopmanmnonHas 6€30macHOCTh (Marucrepckas
nporpamMma: be30macHOCTb aBTOMATHU3UPOBAHHBIX CHUCTEM) TOCPEACTBOM OOECIICUEHHUS ITalloB
dbopMupoBaHus KoMIieTeHIuH, npeaycMoTpeHHbIX OC 1 yCTaHOBIEHHBIX MPOrpaMMO MarucTpaTypsl Ha
OCHOBE TIPO(ECCHOHATBLHBIX CTAHAPTOB, B YACTH MPEACTABICHHBIX HIKE 3HAHUN, YMEHUH U HABBIKOB.

3agauu QMCUMIIMHBE: (OpPMUPOBaHHE YMEHHS 00ECHEUUTh 3alIUTy MHPOpPMAIMU U OOBEKTOB
uHpopmaTuzanuy; (GpopMuUpOBaHHE HABBIKOB HMCIIOJIB30BAHMS MPOTPAMMHO-ANNAPATHBIX CPEACTB IS
3amuThl HHGOpMaluu B cetu HTepHeT.

2. MECTO JUCIHUIIJINHBI B CTPYKTYPE OI1 BO

Juctunnmna TexHoIOTHy U METObI 3alUThl HHGOopMaIuu B cet UHTEPHET OTHOCUTCS K Yacmu,
Gopmupyemoii yuacmuukamu oopazo8amenbHuiX OMHOUEHU.

Jnis m3ydeHus] NaHHOW AMCUUIUIMHBI HEOOXOAWMBI 3HAHUS, YMEHHS W HABBIKH, (HOpMUpPYEMBIe
MpeIIIeCTBYIONIEH AUCIUTITHHOM:

b1.B.01 Opraau3annoHHO-TIPAaBOBbIE MEXaHU3MBI oOecrieueHrst HH(OPMAIIMOHHOH 0€3011acHOCTH

b1.B.04 NadopmanrionHast 6€301MacHOCTh KOMITBIOTEPHBIX CeTel

b1.B./1B.01.01 KommiekcHast 3amuTa KOpIopaTUBHON HH(DOpMaIim

b1.B./IB.01.02 Ayaut undopmannoHHOi 6€30MacHOCTH

3HaHus, YMEHUS U HaBbIKU, (opMUpyeMble JTaHHON JUCHUIUIMHOW HEOOXOIUMBI  JUIs
MIPOXOKJEHHUSI COOTBETCTBYIOIIMX BHJIOB MPAKTUK M MPOXOXKACHHUS TOCYJAapCTBEHHON HTOrOBOM
aTTeCTallUu:

b2.B.02 (IT) TexHomoruueckasi mpakTUKa

b2.B.03 (IT) [IpenauriomHas mpakTuka

b3.01 IloaroToBka K 3alIUTe U 3alUTa BHITYCKHON KBaJIM(UKAIIMOHHONW pabOThI

3. TPEBOBAHUA K PE3YJIBTATAM OCBOEHUSA JUCHHUITJINHBI

OcBoeHue AUCHUIUIMHBI HalpaBieHO Ha (JOPMUPOBAHME DJIEMEHTOB CIEIYIOIUX KOMIETEHIINNA B
cootBeTcTBUM ¢ OC BO 1 OIl BO 1o nanHOMy HanpaBjI€HUIO OJATOTOBKHU:

IlepedyeHb MIaHMPYyeMBbIX Pe3yJIbTATOB 00YUYEeHHS M0 JUCHMUILIMHE (MOIYJII0), COOTHECEHHbIX
¢ HHAMKATOPAMH JOCTHKEHHUS KOMIIETeHIHI

Komnerennus NuaukaTopsl 10CTHKEHHUS Pe3yabTaThl 00yuenus
KOMIeTeHIU

[IK-3 CniocoGen [1K-3.1 IIpoBoaut ananu3 6e3onacHOCTH | 3HaeT: YIpo3bl HHPOPMALTTOHHON

YIIPaBIISATH KOMIIBIOTEPHBIX CUCTEM U CceTel 0e3omacHOCTH B ceTw VIHTEpHET; MEeTOJbI

0€30MacHOCTHIO 3alIUThl  KOMIBIOTEPHBIX ~ CeTed  OT

KOMITBIOTEPHBIX CUCTEM BHEIIHUX YIPO3.

U ceTei VYmeer: NPUMEHSATH COBpEMEHHbBIE
TEXHOJIOTMH  OOHApy>KeHHsS  BHEIIHUX
BTOP)KEHHUI; pa3padarbiBaTh  MOJUTUKY
0€30I1acCHOCTH KOMITBIOTEPHBIX CEeTeH.
Brageer:  HaBBIKAMHM  MCHOJIB30BAHUS
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OporpaMMHO-almapaTHblX  CpEACTB  AJId
3alllUThI I/IH(I)OpMaHI/II/I B CCTH I/IHTepHeT.

I1IK-3.2 Pa3pabatbiBaeT TpeOOBaHUS 110
3amuTe, GOPMHUPYET MOTUTHKA
0€30MacCHOCTH KOMITBIOTEPHBIX CUCTEM U
cerei

3HaTh: OCHOBBI yIpaBIICHUS
nHpOpMAITHOHHON 0e30IacHOCTHIO
KOMITBIOTEPHBIX CeTelid; MIPUHIIATIBI

Oe3onacHoii paboTs! B ceTn IHTEpHET.
VMeTh:  OpraHM30BBIBaTH  0E30MACHYIO
nepenadyy JOaHHBIX B ceTH VIHTepHerT;
pa3pabaThiBaTh TpeOOBaHUS K 3allUTe
KOMIBIOTEPHBIX CUCTEM H CETeH

BrasieTb: HaBBIKAMH aJIMHHHCTPUPOBAHHUS
IIporpaMMHO-aIrmnapaTHbIX CpCACTB
3aIUTHl KOMITBIOTEPHBIX CETEH.




CMONEHCKUA

Hanpaenenue noocomosku 10.04.01 Hngopmayuonnas 6ezonacnocmo DUANAI
Mazucmepckas npoepamma «bezonacnocmos agmomamusuposanHbix cucmemy :
PIIT B1.B.J]B.02.02 «Texnonoeuu u memoowi 3auumet ungopmayuu 6 cemu Unmepremy

4. CTPYKTYPA U COAEP KAHUE JNCHUITJIMHBI

CTpyKTypa AMCUMILIMHbBI:

Cemectp 3 Cemectp 4 HToro 2a kypc
AKAIEMUYECKIX Y3 COB AKZIEMUYECKIX Y3C0OB AKAOEMUYECKIX YACOB e

Me |MHpekc HauMeHoBaHHE « se. | Henens N A Kap. | Cemectpwl
OHTpONb OHTpONb OHTpONb
P Boero| "M | nex | a6 | mp [KkPm | cp | ROHT A P bcero| K% nex | nag | mp |Kker| cp | KOMT A PO Bcero| KoM | nex | nag | np |ken| o | <OHT |ggerg) P
TaKT. pone TaKT. pone T3KT. pone

Al SBUNTE HHPOOMBUM sa0pre | 144 | 86 | 34 | 34 | 18 40 | 18 | 4 3a0PrP( 144 | 86 | 34 | 34 | 18 40 |18 | 4 20 3

OBO3HAYEHUAA:

Buabl npoMexyTOYHOM aTTecTAMU (BUIABI KOHTPOJIA):
OK3 - DK3aMEH;

3a0 - 3a4eT ¢ OILECHKOM;

3a — 3a4eT;

Buasbi pador:

KonTakT. — koHTakTHas paboTa 00yJaroIMUXCs C MPENoJaBaTeNIeM;
JIek. — IEKITMOHHBIC 3aHITHUS;

JIa6.— naboparopHble pabOTHI;

[Ip. — npakTHYeCKHE 3aHATHS;

KPII — kypcoBast paboTa (KypcoBOil IPOEKT);

PI'P — pacuetHo-Tpaduyeckas padbora (pedepar);

CP — camocTosTensHas paboTa CTyJEHTOB;

3.€.— 00BbEM JUCIUTLINHBI B 3a4ETHBIX €IHMHUITAX.
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Conepmaﬂne JAUCHHUIIIMHBI:

HanmeHnoBaHMe BUIAOB 3aHATHIL 1 TEMATHUK, CONCPKAHUC

JlexnuoHHuble 3angTys 17 mT. mo 2 4Jaca:

1.1. Yrpo3sr uadopManinoHHoi 6e3omacHocTr B cetu HTEpHET (dacTh 1)

1.2. Yrpo3sl unopMannoHHOU 6e30macHOCTH B ceTi MHTepHeT (4acTh 2)

1.3. IIpunnmnel 6e30nacHOTO UcTosib3oBaHusl HTEepHET-pecypcoB (YacTh 1)

1.4. Tlpunuunsl 6e30nacHOrO UcHoyib3oBaHus MHTepHEeT-pecypcoB (4acTh 2)

1.5. Texnonoruu 6e3omacHoi nepegaun nHGopmanuu B cetu MHTEpHET (YacTh 1)
1.6. Texnonoruu 6e3onacHoi nepenaun naGopmauu B cetr UaTepHer (JacTp 2)
1.7. 3amuTa OT BpeIOHOCHOTO MPOTpaMM U crama (4acThb 1)

1.8. 3amuTa OT BpeIOHOCHOTO MPOTPaMM U criama (4acTh 2)

1.9. MexcereBoe skpaHupoBaHue (4acTh 1)

1.10. MexceTeBoe SKpaHHpOBaHUE (YacTh 2)

1.11. Opranuzanus BUpTyanbHbIX 3amuiieHHbx VPN-ceteit (qactp 1)

1.12. Opranuzanus BUpTyadbHbIX 3anumeHHbx VPN-cereit (qacTs 2)

1.13. [TonsTHe 1 KIaccuuKanys aTak Ha KOMIBIOTEPHBIE (4acTh 1)

1.14. TlonsTue u knaccuuKalys aTak Ha KOMIbIOTEPHbIE (YacThb 2)

1.15. Metoabl oOHapykeHHs aTak (dacTh 1)

1.16. MeToxbl 0OHapyKeHHUs aTak (4acTh 2)

1.17. Cuctembl OOHapYKEHUsI BTOP>KEHUI

JlaGopaTtopubie paboTsl 8 mT. 110 4 yaca u 1 mT. — 2 yaca:

2.1. 3amuTa OT HECAaHKIIMOHMPOBAHHOT'O JIOCTYIIA U CETEeBBIX Xakepckux arak mamst OC Windows
2.2. YrpaBiieHHe JOCTYIIOM | 3allliTa pecypcoB B cucteme Secret Net

2.3. 3amMTa OT HECAaHKLIMOHUPOBAHHOTI'O J10CTyMa B cucteMe Secret Net

2.4. BeIsgBreHHE TPU3HAKOB IPUCYTCTBHS Ha KOMITBIOTEPE BPEIOHOCHBIX IporpaMM. Pabora ¢
KOMAaHJITHO! CTPOKOU

2.5. Hacrpoiika ceTeBoro sKpaHa

2.6. Hactpoiika BupTyaiabHbIX 3anumieHHbx VPN-ceteit

2.7. Peructpanus u aHaiu3 CETEBOrO Tpaduka

2.8. ImuTanus ceTeBbIX aTak

2.9. Pabota ¢ cucrtemMoit 0OHapy)KEHHsI BTOPKESHUN

[TpakTdeckue 3auATHA 9 WT. 1O 2 Yaca:

3.1. Madopmanmonnas 6e3omacHocTb. OCHOBHBIC TTOHITHS. Mot HHPOPMAIIHOHHOM
6e3omacHoCcTH. Bupl 3amumiaemoit HHGOpMaLuy.

3.2. OCHOBHBIE HOPMATHBHO-IIPABOBBIC aKTHI B 00JIACTH WH(OPMAIIMOHHOH 0€301TacCHOCTH.
[TpaBoBBIe 0OcOOEHHOCTH OOecnieueH s 0€30MacHOCTH KOH(UIeHIIMAIbHOW HH(OpMAIK U
rOCyIapCTBEHHOW TANHBI.

3.3. OcHOBHBIE CTaHJApPTHI B 00s1acTH obecnieueHust UH(opMaIoHHO# Oe3onacHocTu. [TonuTrka
0e30MmacHOCTH. DKOHOMUYECKast 0€301aCHOCTh MPEIIPUSITHS.

3.4. mxeHepHas 3amuTa 00beKTOB. 3aluTa HHPOPMALIUU OT YTEUKU M0 TEXHUUYECKUM KaHaJaM.
3.5. OCHOBHBIE BUIbI CETEBBIX U KOMIIBIOTEPHBIX yrpo3. CpeacTBa U METO/IbI 3aLUTHI OT
CETEBbIX KOMITbIOTEPHBIX yIPO3.

3.6. CuMMeTpHUYHbIE M ACCUMETPHUYHBIE CUCTEMBI MU(DPOBaHUS.

3.7. VI3yueHne HaCTPOEK CPEJCTB AaHTUBUPYCHOM 3aIIUTHl HH(POPMAIIH.

3.8. lludpossie moanucu (DneKTpoHHBIC MOATUCH). MHGpacTpyKTypa OTKPBITHIX KITFOUCH.
Kpunrorpaduyeckre mpoTOKOJIbI.

3.9. IMonmutuka 6€30macHOCTH. DKOHOMHYECKasi 0€30MaCHOCTh MPETPHUATHSI.

6
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4 Pacuerno-rpaduueckas padora «IlocTpoeHuE 3aIUTH KOMITBIOTEPHOM CETH OPTaHU3AIIHH,
MOJKJIFOYEHHOH K ceTh HTepHeT»

5 | CamocrositenbHas paboTa CTY/I€HTOB:

5.1 Kpunrorpaduueckue METO bl 3aIIUTH HHPOPMALIUU

5.2 CpenctBa creranorpauyeckoi 3aiuThl HHYOPMAIHH

5.3 OcHoBHbIe cTanaapThl PO B 001acT MHGOPMAIMOHHON OE30MMaCHOCTH
5.4 MexayHapoIHbIe CTaHAAPTHI B 00JaCTH HH()OPMAITMOHHOM 0€3011aCHOCTH
5.5 TlIpaBoBoe obecrnieueHre nHGOPMAIMOHHON OE30MACHOCTH

5.6 BrImosiHeHHE pacyeTHO-rpaduIecKOr paboThI

Tekymuii KOHTPOJIb:

Nuaukaropsl Buna rekyuero Tema

AOCTHKECHUS KOHTPOJIsA

KOMIIeTEeHIIUH

[IK-3.1 IIpoBogut ananu3z | Onpoc 1.1. Yrpo3sl uHhOpMaMOHHON
0e30macHOCTH Paz060op KOHKpETHBIX 6e3onacHocTu B cetu MHTEepHeT (yacts 1)

KOMIIBIOTEPHBIX CUCTEM U
ceren

CUTYaIlui U TPYNIIOBBIC
JUCKYCCHUHU I10 TEMaM
MIPAKTUYECKUX 3aHATUN
3amuTa J1abopaTOpHBIX
pabot

[TIpoBepka BBITTOTHEHUS
3aJlaHuil pacyeTHO-
rpagu4eckoit paboThI
IIpoBepka oTuera o
pacdyeTHoO-TpapuIecKoit
pabote

1.2. Yrpo3sl uHhOpMaMOHHON
6e3onacHoCTH B ceTu MHTepHeT (YacTsh 2)
1.3. [IpuHIHMIBI 6€301aCHOTO
HCMOJIb30BaHusl IHTepHET-pecypcoB
(uacth 1)

1.4. ITpuHuMnb! 6€301aCHOTO
ucnons3oBanus HTepHET-pecypcoB
(vactsb 2)

1.5. Texnosoruu 6e30MacHON Tepeaaun
nHpopmanuu B cetu MHtepHer (4acth 1)
1.6. Texnosoruu 6e30MacHON Tepeaaun
nHpopmanuu B cetu MHTEepHeT (4acTh 2)

I1K-3.2 Pa3zpabatbiBaeT
TpeOOBaHUS 1O 3aIUTE,
(bopmMHpyeT NOIUTUKU
0€301MacHOCTH
KOMITBIOTEPHBIX CUCTEM U
ceTen

Ompoc

Pa300p KOHKpeTHBIX
CUTyallui ¥ TPYNIIOBbIE
JMCKYCCHH TIO TEMaM
MPAKTUYECKHUX 3aHATHH
3amuTa J1abopaTOpHBIX
pabot

[TpoBepka BBITIOTHEHUS
3aJJaHUi pacyeTHO-
rpagudecKoit paboThI
IIpoBepka oTuera o
pacdyeTHoO-TpapuIeCcKOit
pabote

1.8. 3amuTa OT BpeIOHOCHOTO MPOTPamMM U
cnama (4actp 2)

1.9. MexcereBoe sKpaHupoBaHue (4acTb 1)
1.10. MexceTeBoe dKpaHHpOBaHUE (YacTh
2)

1.11. Opranuzaiys BUPTyaJIbHBIX
samuiieHHbx VPN-ceteit (acts 1)

1.12. Opranu3anus BUPTyaIbHBIX
samuiieHHbx VPN-ceteit (yacts 2)

1.13. TlonsaTHe u KIaccupuKams aTak Ha
KOMITbIOTEepHBIE (4acTh 1)

1.14. TlonsiTe n kKIaccuUKaIMs aTak Ha
KOMIIBIOTEPHBIE (YacTh 2)

1.15. Metoapl oOHapyKeHHS aTak (4acTh
1)

1.16. Metoapl oOHapyKeHHS aTak (4acTh
2)

1.17. Cuctembl 0OHApY)KEHHUST BTOP>KCHHIA
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5. OBPA3OBATEJIBHBIE TEXHOJIOT A

Tabnua - O6pazoBaTenbHbIE TEXHOJIOTUH, UCIIOIb3YEMBbIE IPU PEATU3ALUU PA3JINYHBIX BUI0B yUEOHOI
3aHATHH 1O TUCIUIUIHE

Ne | Bunsl yueOHBIX 3aHATHN OO6pa3zoBarenbHbIe TEXHOIOTHH
n/n
1 Jlexuun Knaccuueckas (TpaauuuonHasi, iH(GOPMAIIMOHHAS) IEKITUS

WNHTtepakTuBHas ek (IpoOaeMHast JCKITHs)
WuauBuayaIbHBIE B TPYITIOBBIC KOHCYIBTAIIMH 10 TACITUTUTHHE

2 [TpakTuyeckue 3aHATHS TexHoI0rMM NpoBeIeHUs IPAKTHUECKUX 3aHATHH B opme
CEMUHapa: TEMaTUYECKUA CEMUHAP

TexHomorust mpo6JeMHOro 00y4eHus: Ha OCHOBE aHaIN3a
CUTyalluil ¥ UMUTALMOHHBIX MOJEJIEH: TPYIIoBasi AUCKYCCHUs,
METOJ «KPYTJIOro CTOJIa», paboTa MajbIMU IpyIIIaMH,
KOMaH/{Has pa0oTa, aHaIU3-TPE3EHTALUS

TexHoorus pa3BUTHS KPUTHUECKOT'O MBIIIICHUS: y4eOHO-
MO3TOBOH IITYpM, HHTEJUIEKTyaJIbHasl pa3MHHKa

TexHonorust 00y4eHus B COTpyIHUYECTBE (KOMaHIHas,
rpymmnosas pabora)

3 JlaGopaTtopHnast pabota TexHoIOoTHSI BBITTOJTHEHUS JTa00OPaTOPHBIX 3aTaHUMA
WHJUBUIyaJIbHO

[IpoekTHast TEXHOIOTHS

Jonyck k nabopaTtopHoii padote

4 CamocTosrenbHas pabora HNHpopMalinoHHO-KOMMYHHUKAIIMOHHBIE TEXHOJOTMH (JOCTYN K
cryaenToB (BHeayautopHas) | DMOC ¢unmana, k 9bC ¢unumana, 1octyn K MH(OPMAIMOHHO-
METOAMYECKIM MaTepHaliaM T10 TUCIUTLTHHE)

5 Kontpois (mpomexxkyTounast | TexHOIOrHS yCTHOTO Ompoca
aTTECTaIus: 3a9€T) PeittuHroBas crucrteMa KOHTPOJIA

6. OUEHOYHBIE MATEPHUAJIBI U151 TEKYILETO KOHTPOJISI
MMPOMEKYTOYHO ATTECTAILIUN — JIVISI OLIEHKY KAYECTBA OCBOEHUS
JUCHUTINHBI

K HpOMe)I(yTOqHOﬁ arTeéCTallu CTYACHTOB IO JUCHUIINIMHE MOT'YT IIPUBJICKATHCA IMPEACTABUTCIIN
pa6OTOﬂaTeHeﬁ, npenoaaBaTeyik MOCICAYOINUX JUCIUIIIINH, 3aBCAYIOIINC Ka(bez[paMH.

OHeHKa KadyeCTBa OCBOCHHA NUCIHHINIIMHBI BKIIIOYACT KaK TGKYHH/Iﬁ KOHTPOJIb YCIIEBAEMOCTH, TaK
1 NPpOMCKYTOYHYIO aTTCCTAIUIO.

Bonpocs! 11 3amuTel 1a60paTopHOit paboThl «3amuTa OT HECAaHKIIMOHUPOBAHHOT'O IOCTYIA U CETEBBIX
xakepckux atak st OC Windows»
1. Yro takoe Opanamaysp?
2. Uro Takoe cratuueckue u quHamudeckue IP-ampeca?
3. J1yist 4ero UCIoab3yeTcsl TUArHOCTUUECKHH 3aIyCK?
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4. Yro conepxat painsr SYSTEM.INI, WIN.INI u BOOT.INI?

Bompochk! [1st 3an1uThl 1a00paTOpHOI paboThl «YTIpaBICHUE TOCTYIIOM M 3al[UTa PECypCOB B
cucreme Secret Nety.
1. KaxkoBo Haznauenue cucreMsl Secret Net?
2. Kakume MexaHHM3MBbI YIpaBICHHUS JOCTYIIOM IIOJIb30BAaTEICH K pecypcaM KOMIIbIOTEpa
UCTONB3yIoTCs B cucteme Secret Net?
3. Kakum 00pazom MOXKHO BPEMEHHO 3a0JIOKHPOBATh KOMITBIOTEP?
4. Kakue peKuMbl B COOTBETCTBYIOIINE CITIOCOOBI BX0/1a B CHCTEMY CYIIIECTBYIOT?

Bormpocs! uis 3amuThl 1abopaTopHO# paboThl «3aliTa OT HECAHKIIMOHMPOBAHHOTO JIOCTYIIA B CUCTEME
Secret Net»

1. Kakwue mosp30BaTesi UMEIOT MIPABO U3MEHSITh KAaTEropuio KOH(PUICHIIMAIBHOCTH PECYPCOB B
cucteme Secret Net?

2. Yro mpencrapmusier co0oii MoJIeNIb JaHHBIX B cucteme Secret Net?

3. KakoBbl 0cOOCHHOCTH (QYHKIMOHMPOBAaHMS MEXaHH3Ma pa3TPaHUUCHHs JOCTyNa K
YCTPOMCTBAM B «MSTKOM» pexume?

4. KakoBbl OCOOCHHOCTH (YHKIMOHMPOBAaHMS MEXaHM3Ma pa3TpaHUuCHHs JOCTyNa K
YCTPOMCTBAM B <OKECTKOM» PeXHUME?

Bomnpocs! utst 3anuThl 1a00paTOpHO# paboTh! «BRIsSBIEHNE TPU3HAKOB MIPUCYTCTBUS HA KOMITBIOTEPE
BPEIOHOCHBIX IporpamMM. PaboTa ¢ koMaHAHOI CTPOKOI»

Ha3zoBuTe BUABI BpEIOHOCHBIX MPOTPAMM.

Kakas komaH1a MCIIONIBb3y€eTCs A1 MOTY4YeHUs! HH(OPMAIK O CETeBOW aKTUBHOCTH?

Jiist wero ucnonbiyrotres T CP-opTh?

Jnst gero ucnonsiytores UDP-nopter?

NS

Bomnpocs! quis 3ammtel 1adopatopHoil padoTsl «HacTpoiika ceTeBoro skpaHa»
J11g 4ero NpuMeHSI0TCS MEKCETEBbIE SKPaHbI?
HazoBure aBe rpymniibl QyHKIMH MEXCETEBBIX SKPAHOB.
OO6bscHUTE CYTh QUIBTPALIMU TOTOKA MEKCETEBBIM SKPAHOM.
OT Kakux yrpo3 HE MOXKET 3alUTUTh MEKCETEBOM dKpaH?

NS

Bomnpocs! 1u1st 3anmuTsl 1abopatopHoit padoThl «HacTpoiika BUpTyalibHBIX 3amuiieHHbIXx VPN-
ceTen»
[losicHuTE OHATHE TYHHEIUPOBAHUEY.
KaxoBbl GyHKIIMM MHULIMATOpPA U TEPMUHATOPA TYHHEs?
Kakue metoap! ncnonb3yroTcs anst odecnedenus 6ezomacHocta VPN.
Urto takoe VPN-kmuent, VPN-cepsep u VPN-1u1r03?

el N

Bonpocsr quist 3amuTel 1a6opatopHoit paboThl «Perucrpanus 1 aHaau3 ceTeBOro Tpapukar»
1. Jlns gero ucnoib3yercs komanaa Ping?

2. Ilepeuncnute npeMMyIIeCTBa U HEJOCTATKH aHAIN3a MIOTOKOB.

3. Ilepeuncnure mpeumymiecTBa U HEJOCTATKH aHAIN3A «CHIPBIX) MAKETOB.

4. Kakwue 3amaun pemaroT cHUGDepbI?

Bormpocs! ai1st 3amuThl 1abopaTopHOit paboThl «IMUTAIIHS CETEBBIX aTaky
1. HasoBure BHUbI CETCBAIX aTak.
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2. Jns gero ucnonssyercs RPC-ckanupoBanme?
3. TlpuBeauTe MpuMeEpHI CETEBBIX CKAaHEPOB.
4. B ugem 3axmrouaercsa oriamare DDoS or DoS araxu?

Bonpocsr myist 3amuTel 1abopatopHoit paboThl «PaboTa ¢ cucteMoit 00HapYyKEHUST BTOPKEHHI
J1J1s 4ero npuMeHSI0TCS CUCTEMbl OOHAPYKEHHSI BTOPKEHUN?

[losicuuTe paznuune MEXy aTakoi U aHoMalnen?

J11s1 94ero ucnosib3yrTCsl CKAaHEPHI YS3BUMOCTEMN?

Onumure CyTh CUTHaTYpHOTO aHAIU3A.

P

Bomnpocs! st onpoca 1 codece1oBaHMsI Ha MPAKTHUECKUX 3aHATHSIX
Yro Takoe nH(popMaIMOHHAs O€3011aCHOCTh?
[lepeuncnnre 0OCHOBHBIE YrpO3bl HHYOPMAITMOHHON 0€30IacHOCTH.
Kakue cymiecTByroT Mojieny HHGOPMaLMOHHOM Ge30macHOCTH?
Kakue metoap! 3amuTsl HH(GOPMAIUH BBIICISIOT?
OcHOBHbIE YA3BUMOCTH palbOThl B ceTH VIHTEepHeT.
OpraHu3anoHHbIE MEPHI 3alIUTH HH(pOpMalu B ceTu MHTEpHET.
TexHonoruu 6e3onacHoil nepegayn JaHHbIX B ceTH MHTepHeT.
Turbl BpeIOHOCHBIX TPOTrPaMM.
Pa3HOBHIHOCTH MEXKCETEBBIX IKPAHOB.
VYPOBHH 3alUIIEHHBIX KAHAJIOB.
Knaccugukanus arak Ha KOMIBIOTEPHBIE CETH.
MeTto b1 00HapY>KeHUs 370yHOTpeOIeHHI.
Metozbl 0OHapyKeHUsI aHOMaJIUH.
Knaccudukanus cuctem oOHapy>KeHUSI BTOPKEHUH.
CriocoObl HHTETPALUU MEXKCETEBBIX SKPAHOB U CHCTEM OOHApYKEHUSI BTOPIKEHUI.

CoNoOA~WNE

e ol ol o
agrwbdkEo

Pe3ynpTaThl TeKyllero KOHTPOJS MO BbIIIEYKa3aHHBIM B pasfene 4 BuiaM (QUKCHPYIOTCS ¢
UCIoJIb30BaHueM TpexOabHOW cucteMbl (0, 1, 2) B BUIE KOHTPOJBHBIX HEAENb - MPU NPUHITON B
¢unane cucreme Ha 6-i 1 12-if yaeOHOMI Henene ceMecTpa, a TakKe YUUTHIBAIOTCS MIPEnoiaBaTesieM Mpu
OCYIIIECTBJIEHNH MPOMEKYTOUYHON aTTECTALIMKU 1O HACTOSIIEH TUCIIUIUINHE.

dopma IPOMEKYTOUHOW aTTECTALMU 1O HACTOSILIEH IUCLUIUINHE — 3auyem ¢ OYeHKOU 6 3-M
cemecmpe.

Bonpocsl 110 3aKpeIIEHAI0 TEOPETUYECKUX 3HAHUN, YMEHUHN U IIPAKTUYECKUX HABBIKOB,
pEeyCMOTPEHHBIX KOMITETSHIHSIMU (BOTIPOCHI K 3a4ETy)

Yrpo3sl nHpOopManmoHHoOM Oe3o0macHocTH B cetu HTepHeT.

[IpunHIMIBl 6€30MacHOro UCHoab30BaHus HTEpHET-pecypcoB.

Texnonornu 6e3onacHol nepenadn nHGopMaIu B cetu VHTepHeT.
TexHnueckue cpecTBa 3amuThl nHbopMaluu B cetd IHTepHeT.
Opranu3zalilioHHbIE MepbI 3aIIUTHl HHDOpManuu B ceTH MHTepHeT.
OteuecTBeHHBIE U 3apyOeKHBIE CTAaHIAPTHI HH(POPMALIMOHHON 0€3011acHOCTH.
OcHOBHI yripaBieHUs: HHPOPMAITMOHHOM 0€30MacCHOCThI0 KOMITBIOTEPHBIX CeTel

NoakwdE
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8. 3ammrTa 0T HECAaHKIIMOHUPOBAHHOTO JOCTYTIA.

9. 3ammra OT Bp€OHOCHBIX IPOTPAMM U CIIaMa.

10. MexceTeBoe 3KpaHUPOBAHHE.

11. Opranuzanus BUPTyaabHbIX 3amuineHHbpx VPN-ceTei.
12. Knaccugukaius ceTeBbIX aTak Ha KOMIBIOTEpHBIE CETH.
13. Metoabl 0OHapYKEHHUS 3JI0YIOTPEOICHUI 1 aHOMAJTUH.
14. Cuctembl 0OHapy>KEHUSI BTOPIKEHUIA.

[IpuMep npakTUYECKUX 3aJaHUI, BEIHOCUMBIX Ha 3a4€T, JUUI IPOBEPKHU IPAKTUYECKUX YMEHHUN U

3agaua 1

HaBbIKOB CTYJACHTOB 10 AUCHUIIIINHE

1. Kakoii mopkHa ObITh Macka mojacetu, 9yToObl IP-ampec 111.111.111.111 3amaBan 16 6ut Ha
nojceTh v 16 OUT Ha HOMEpP KoMIbIoTepa?

2. Kakum nomxen 0b1Th IP-aapec n macka nmoacetu, 4roosr 00beauHUTh 60000 KOMIIBIOTEPOB?

3. CxonbKO OUT OTBOAMTCS HA HOMEP KOMIIBIOTEpA, eciiy Macka mojacet 172.168.1.17

B ¢dunmmane ucnonp3yercs cuctemMa ¢ TPaJAWIMOHHOW IIKAJION ONeHOK — "oTiauvHo', "Xxopomio",
"yA0BIIETBOPUTENBHO", "HEYOBIETBOPUTENBHO", "3auTeHO", "HE 3auTeHO".

[IpumeHsieMble KpUTEPUU OIICHUBAHUA IO AUCIHUIUIMHAM (B COOTBETCTBHUU C WHCTPYKTHUBHBIM
nuceMoM HITY MDU ot 14 mast 2012 roma Ne 1-23):

Ouenka Kpurepun oieHKHM pe3ysIbTaToB
o o0yueHus IO TUCITUILTNHE

JUCITUILIHHE

«OTIIMYHOY/ BrictaBnsercs oOydaromemycsi, 0OHapYKUBIIEMY BCECTOPOHHEE, CUCTEMATHUECKOe U

«3a4TEHO NIyOOKOE 3HaHWE MAaTePUAIOB U3YICHHON AUCIUILINHBI, YMEHHUE CBOOOHO BBITOTHSTH

(oTnmuuHO)»/ | 3aJaHUs, MPEAYCMOTPEHHBIE MPOrPaMMOIl, YCBOHMBIIMIA OCHOBHYIO U 3HAKOMBIA C

«3a4TEHO» JOTIONTHUTENIbHOW  JINTEpAaTypol, = PEKOMEHJOBaHHON  pabouell  mporpammoit
JTUCITUIIMHBI, TTPOSBUBILIEMY TBOPYECKHE CIIOCOOHOCTH B MOHUMAHUH, MU3JI0KEHUHU U
UCTIOJIb30BAaHUY MAaTEPHAJIOB U3YUYECHHOW JUCIUIUINHBI, OC3yIPEYHO OTBETHBIIEMY HE
TOJILKO Ha BOMPOCHI OWJIeTa, HO U Ha JOMOJHUTENbHBIE BOMPOCH B pamMKax paboueid
MPOrpaMMbl  JTUCITUIUIMHBI, TPABWJIGHO BBIMOJHUBIIEMY TIPAKTHYECKOE 3a/IaHHC.
OneHka 1O JUCIUIUIAHE BBICTABISIFOTCS OOydYaromemycss ¢ Yy4€TOM pe3yabTaToB
TEKYIIET0 KOHTPOJIS.
Komnerennuu, 3akpeniaéHHble 3a AUCHUIIIMHONH, CPOPMHUPOBAHBI Ha YypPOBHE —
«ITATOHHBII.

«XOpOIIOoY/ BricTaBmsiercs  oOydaromeMycsi, OOHapy»KUBIIEMY TIOJTHOE€ 3HAaHHWE MaTepuaa

«3a4TEHO W3YYCHHON JUCIUIUIMHBI, YCIENIHO BBITOJHSIONIEMY IPEIYCMOTPCHHBIC 3aJaHHUS,

(xoporo)»/ YCBOMBIIIEMY OCHOBHYIO JHUTEpaTypy, PEKOMEHJOBaHHYIO pabodell mporpammon

«3a4TCHOY JUCITUTUIMHBI, TTOKA3aBIIEMy CHCTEMAaTHYCCKUH XapaKTep 3HAHWHA TI0 JUCIUTUIMHE,
OTBETHBIIIEMY Ha BCE BOMPOCHI OWIIETa, MPABUILHO BBIMTOIHUBIINN MPAKTHUYECKOE
3aJjJaHue, HO JONMYCTHBIIMA TIPH STOM HENPUHIMIHAIbHBIC ommOku. OIeHKa TI0
TUCITUIIIMHE BBICTABIISIIOTCS OOydYarmeMycsi ¢ y4€TOM pe3ylbTaTOB TEKYIIETo
KOHTPOJIA.
KomnereHnuu, 3akperiéHHble 3a AUCHUIIIMHONH, CPOPMHUPOBAHBI Ha YypPOBHE —
«IPOJIBUHYTBINY.

«ynoBneTBOop | BricTaBmsiercs oOyuaromiemycs, OOHApyXHBIIEMY 3HAHHE MaTepHalia H3y4eHHOM

ATEIILHOY/ JTUCIUTIMHEI B o0BbeMe, HEOOXOAMMOM Il AalIbHEHIIed ydeObl M TPEICTOSIICH

«3a4TEHO paboThl MO Mpodeccun, CIPaBISIIONIEMYCS C BBIMIOTHCHHEM 3aJaHHid, 3HAKOMOMY C
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Ouenka Kpurepuu omieHKH pe3ynbTaToB
o O6yLICHI/I$I 110 JUCHUIIIIMHE
JUCHUITIINHE
(YIOBJIETBOp | OCHOBHO# JIUTEPATYpOil, PEKOMEHIOBAHHOW pabouell MPOrpaMMOM IUCIHUILINHEI;
I/ITGHBHO)»/ AO0MMYCTUBHICMY HOTPCHIHOCTL B OTBETC Ha TCOPCTHYCCKUC BOIIPOCHI H/Uan npu
«3a4YTCHO» BBITIOJITHCHHU IMPAKTHUYCCKUX SaHaHHﬁ, HO O6J'IaI[aIOH_[eMy HeO6XOI[I/IMBIMI/I 3HaHUAMU

JUIsl UX YCTpaHEHMs IOJ PYKOBOJACTBOM IIpenojaBaTelis, JH00 HENpPaBUIBHO
BBINIOJHUBIIEMY IPAaKTUYECKOE 3aJaHue, HO 10 YKa3aHUI0 IPErnoaaBaTeis
BBIINOJIHUBIIEMY JIpyTUe MPAaKTUUECKUE 3aJaHUs U3 TOTO XKe pa3/iesia JUCLUILIUHBL..
Komnerennuu, 3akpenj€HHble 3a AUCUUIUIMHOM, C(HOPMHUpPOBaHbBI Ha YpPOBHE —
«IIOPOTOBBINY.

«HeynoBieTB | BoicTaBisiercs oOydaromemycsi, OOHapy>KUBILIEMY CEpbE3HbIE IMPOOENbl B 3HAHUIX
OpPUTEIBHO» | OCHOBHOI'O MaTepuaja HM3Yy4eHHOW IUCLMIUIMHBL, JAONYCTHBIIEMY NPUHLUINAIbHBIC
HE 3a4TEHO OmMOKK B BBINIOJHEHWW 3aJaHW, HE OTBETHMBIIEMY HAa BCE BONPOCH Owuiera u
JIOTIOJIHUTEIIbHBIE BOIIPOCHI M HENPABUIIBHO BBIIOJHUBIIEMY MPAKTUYECKOE 3aJaHHE
(HeTIpaBWJIBHOE  BBIIIOJIHEHUE TOJIBKO IPAKTUYECKOrO 3aJaHusl HE  SBISAETCS
OJIHO3HAYHOM NPUYMHOW JJI BBICTABIIEHUS OLICHKH «HEYJOBJIETBOPUTENbHO»). Kak
IIPAaBWJIO, OLICHKA «HEYAOBIETBOPUTEIBHO CTABUTCS CTYAEHTaM, KOTOPHIE HE MOIYT
IPOJODKUTh O00ydeHHe 1o 0O0pa3oBaTeNbHON MporpamMme 0e3 JIOMOJHUTEIBHBIX
3aHATHH 110 COOTBETCTBYIOIIEH qucHMIUIMHE. OIEHKa N0 TUCLUIUIMHE BBICTABIISIOTCS
oOyuaromemMycs ¢ y4€TOM pe3yIbTaTOB TEKYILEro KOHTPOJIS.

KomnereHnmn Ha YpOBHE <«IIOPOTOBBIM», 3aKpeIUIEHHBIE 3a JUCLMILUIMHOW, HE
c(OpMHUPOBAHBI.

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJINHBI
Y4edHoe 1 yueOHO-1a00paTOpPHOE 000Py10BaAHHE

JI1sl IpoBe/ieHUs] JIEKHMOHHbIX 3aHATHH

VYuebHast ayauTopus S TPOBEACHHS 3aHATHH CEMHHAPCKOTO THIA, TPYHIOBBIX H
MHUBUAYAJIBHBIX KOHCYJbTAIUI, TEKYIIET0 KOHTPOJIS U IPOMEKYTOUHOM aTTeCTallli, OCHAIICHHAS:

- CIIeUAM3UPOBAHHON MeOenblo; JOCKOW ayTUTOPHOH; AEMOHCTPALMOHHBIM 000PYIOBaHHEM:
NEPCOHATBHBIM KOMIIBIOTEPOM (HOYTOYKOM); MEPEHOCHBIM (CTAllMOHAPHBIM) IPOEKTOPOM.

JI1sl IpoBe/ieHUs MPAKTHYeCKUX 3aHATHI

VYuebHast ayauTopus IS TPOBENEHHS 3aHATUH CEMHUHApCKOTO THUIA, TPYINIOBBIX U
WHIUBUAYAIBHBIX KOHCYJIbTAUH, TEKYIIETO KOHTPOJIS ¥ MPOMEKYTOYHON aTTeCcTallii, OCHAIICHHAs:

- CIIeUATM3UPOBAHHON MeOenblo; JTOCKOW ayTUTOPHOM; JAEMOHCTPALMOHHBIM 000PYIOBaHHEM:
MEPCOHANBHBIM KOMIBIOTEPOM (HOYTOYKOM); TIEPEHOCHBIM (CTallHOHAPHBIM) IPOEKTOPOM.

Jl1s1 IpoBe/ieHUs1 3aHATHI J1a00PaTOPHOI0 THIIA

VYyeOHass ayauTopusi A J1a0OpaTOPHBIX pPabOT, BBHINOIHIEMBIX B KOMIIBIOTEPHOM KJlacce,
OCHAIIICHHAsL:

- CHEeIUaIu3UpPOBAHHON MeOeblo; JOCKOW ayIUTOPHOW, MEPCOHATBLHBIMH KOMIIBIOTEpAMHU C
nojkiIoueHueM k cet "Mureprer” u nocrynom B DUOC dunuana

st caMmocTosITeIbHOI padoThl 00y4aKIIMXCH 0 JUCHUIUIMHE UCTOJIb3YETCS TOMENIEHUE ISl
CaMOCTOSITENTbHON pabOThl 00yYarOIMNXCsl, OCHAIIEHHOE:

- CHEIUATN3UPOBAHHON MeEOENbI0; JTOCKOW ayJUTOPHOH; IMEePCOHAIBHBIM KOMIBIOTEPAMU C
nojkioueHueM K cetu "Uureprer” u nocrynom B DdUOC dunuana.
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8. OBECIIEYEHME OBPA30OBATEJIBHOI'O ITPOLOECCA JJIsA JIMLY
C O'PAHUYEHHBIMH BO3MOXKHOCTAMMU 310POBbSA U UHBAJINIOB

B xone peanuzanuu JUCHUIUIMHBI HMCHOJB3YIOTCS CIEAYIOIIUE JOTOJHUTEIbHBIE METOJIbI
oOyueHHusl, TEKYIIero KOHTPOJS YCIEBAaEMOCTH M IPOMEXKYTOUHOH arTecTanuu OOydaroluxcs B
3aBHCHMOCTH OT UX WHAMBHUIYAIbHBIX OCOOCHHOCTEH:

AJIS1 CJIeNbIX M CJIa00BUASIIINX:

- IeKIUH 0(OPMIISIOTCS B BUJIE 3JIEKTPOHHOTO TIOKYMEHTA, JOCTYITHOTO € MOMOIIBIO KOMIIBIOTEpa
CO CTIEIHMAIM3UPOBAHHBIM MPOTPAMMHBIM 00ECTICYCHUEM;

- NUCbMEHHBIE 33/1aHUs BBIIOJIHIIOTCA Ha KOMIBIOTEPE CO CHELUATU3MPOBAHHBIM IPOTrPAMMHBIM
o0ecrie4eHrneM, Uil MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

- o0ecrieunBaeTcs UHAMBUAYaIbHOE paBHOMEpHOE ocBelleHue He menee 300 jrokc;

- JUTSL BBITIOJTHEHUS 3aJaHUS TIPH HEOOXOJMMOCTH MPEIOCTABIISIETCSl YBEITMYHUBAIOIIEE YCTPOWCTRO;
BO3MOYKHO TaK)X€ UCIIOJIb30BaHUE COOCTBEHHBIX YBEIMUUBAIOIIMX YCTPONUCTB;

- MUCHbMEHHBIC 3a7]aHNs O(POPMIISIIOTCS YBETMYEHHBIM MIPHUPTOM;

- HK3aMeH U 3a4€T MPOBOAATCSA B YCTHOM (hopMe WM BBINOJIHAIOTCS B MUCBMEHHOM (hopme Ha
KOMIIBIOTEPE.

AJIS TIIYXMX U €1a00CAbIIIAIINX:

- IEKIMU 0OPMIISIOTCS B BUJIE JIEKTPOHHOT'O JOKYMEHTA,

- IUCbMEHHBIE 3aJJaHUs BBIMOJIHAIOTCS Ha KOMITbIOTEPE B MUCbMEHHOM (opMe;

- DK3aMEH U 3a4€T MPOBOAATCA B MUCbMEHHON (popMe Ha KOMIBIOTEPE; BOZMOXKHO MPOBEACHHUE B
(dbopMe TecTUpOBaHUS.

JJIS1 JIML ¢ HAPYIIEeHUsIMU ONIOPHO-ABUIATEJILHOIO annapara:

- IeKIUH 0(OPMIISIOTCS B BUJIE 3JIEKTPOHHOTO IOKYMEHTA, JOCTYITHOTO € MMOMOIIBIO KOMITBIOTEpa
CO CHEeUAIN3UPOBAHHBIM IPOrPaMMHBIM 00€CIIEUEHHEM;

- IUCbMEHHBIE 33/1aHUS BBINOIHIIOTCA Ha KOMIIBIOTEPE CO CIELUATU3UPOBAHHBIM MPOTrPAMMHBIM
o0OecIieueHuEM;

- 9K3aMeH U 3a4€T MPOBOAATCSA B YCTHOM (hopMe MM BBINOJHSAIOTCS B MUCBMEHHOM (hopme Ha
KOMITBIOTEPE;

- HCIIONIb3YyeTCsl clienuanbHas ydeOHas aymutopus ans jun ¢ JIOB3 — aya. 106 rmaBHoOro
yueOHOro kopmyca mo azapecy 214013, r. CmoneHck, OHeprermueckuii mnp-a, aA.1, 31aHue
JHEPreTUYECKOr0 HHCTUTYTa (OCHOBHOM KOPITYC).

[Tpu HEOOXOMMMOCTH MpEeyCMaTPUBAETCS YBEIMUEHNUE BPEMEHH IS [TOJITOTOBKH OTBETA.

[Tponienypa mpoBeaeHUsT MPOMEXKYTOUHOM arTecTaluu A OOydyarolMXCs YCTaHABIMBACTCS C
y4€TOM HUX WHIUBUAYAJIbHBIX MCUXOPU3UYECKUX ocoOeHHocTel. IIpomexkyTouHas arrectanus MOXKET
IIPOBOZIUTHCS B HECKOJIBKO ITAIOB.

[Ipy npoBeaeHMH TpOLEAYPHl OLEHUBAHUS pPE3YIbTaTOB OOY4YEHMsI IpeaycMaTpuBaeTcs
UCMOJIb30BaHUE TEXHUUYECKUX CPEACTB, HEOOXOAMMBIX B CBS3M C WHAWBUIYAIBHBIMU OCOOEHHOCTSIMH
oOyJarommxcsi. JTU CpeliCTBA MOTYT OBbITh MpPENOCTaBlIeHbl (UIMAIOM, WJIA MOTYT HCIHOJb30BaTbCs
COOCTBEHHBIE TEXHUUYECKUE CPEICTBA.

[TpoBeneHune mpoueaypbl OLIEHUBAHMS PE3ylbTaToB OOy4EHHUs JOMYCKAETCS € HCIOIb30BaHUEM
JMCTAaHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOJIOTHH.

OGecnieunBaeTcss A0CTYN K HWH(OPMAIMOHHBLIM U OuOJAHOrpaduUeckuM pecypcaM B CeTH
HuTepHer 1 Kaxaoro odyuaromierocs B (popMax, aganTUpOBAaHHBIX K OTPAaHMYCHHUSM HX 37A0POBBS U
BOCIIPHUATHS UHPOPMALIUU:

AJIS CJIeTBIX M CJIa00BHISIIIMX:
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- B ICYaTHOH (pOpME yBETUUEHHBIM IPHUPTOM;

- B )OpMe 3JIEKTPOHHOTO JJOKYMEHTA;

- B hopme aynuodaiina.

JJIS TIIYXUX U CJIA00CAbIIIALIUX

- B Ie4aTHOH opMme;

- B )OpMe 3IEKTPOHHOTO JJOKYMEHTA.

A1 00YYAIOLIUXCS ¢ HAPYLIEHUSIMHU OTIOPHO-IBUIaTeIbHOI0 aNnapara:
- B Ie4aTHou dopme;

- B (hopme 31EKTPOHHOTO TOKYMEHTA;

- B popme ayauodaiina.

9. YYEBHO-METOJUYECKOE U UHOPOPMALIMOHHOE OBECIIEYEHUE
JUCHUIINHBI

OcHoBHas iMTEepaTypa.

1 Kamckuii B.A. 3ammra nuunoit mHpopMmammu B HHTepHeTe, cMapTdOHE H KOMITBIOTEpE
[DnexkTpoHHBbI pecype]: yueOHoe nmocodue / B.A. Kamckuii. — Cankrt-IlerepOypr: Hayka u Texnuka,
2017. — 272 c. — Pexum nocrymna : https://e.lanbook.com/book/101559.

2 Mapyxaenko A.JI. TexHonoruu oOecneueHuss 0€30MaCHOCTH HH(MOPMAIMOHHBIX CHCTEM
[DnexTpoHHbIH pecypc]: yuebHoe nocodue / JI.A. Mapyxienko, JI.O. Mapyxnenko, M.A. Edpemos u ap.
— Mocka ; bepmun : [Jwpexr-Menmma, 2021. - 210 c¢. — Pexum pocryna:
https://biblioclub.ru/index.php?page=book&id=598988

3 TexHonoruM 3amuThl HHGOPMAIIUN B KOMITBIOTEPHBIX CETAX [DIEeKTPOHHBIN pecypc] : yueOHoe
nocobue / H.A. PynenkoB [u ap.]. — MockBa: UHTYUT, 2016. — 368 c. — Pexum nocrtyma:
https://e.lanbook.com/book/100522.

JlonoIHUTeILHAS JTUTEPaTypa.

1 Cepmioxk B.A. OpraHusanus M TEXHOJOTMM 3allUThl HMHGOpMAIMM: OOHApyXeHHE H
NpeloTBpalieHue MH(POPMAIMOHHBIX aTaKk B  aBTOMAaTHU3MPOBAHHBIX CHCTEMax MpPEeaNpUSTUN
[DnexkTpoHHBI pecypc] : yueOHoe mocobme. — MockBa: W3nmatenbckuit mpom Beicmielt 1Ikosb
9KOHOMHKH, 2015. — 574 ¢. — Pexum noctyna : http://biblioclub.ru/index.php?page=book&id=440285.

2 Jlanonuna O.P. IIpoTokobl 6€30MacHOr0 CeTeBOTO B3aMMOACUCTBUS [DIEKTPOHHBINA pecypc] .
— 2-e u3n., ucnpaB. — MockBa : Hanmonansasiit OTkpeITeii YHUBepcuTeT «MHTYUTY», 2016. — 462
c. — Pexxum noctyna : http://biblioclub.ru/index.php?page=book&id=429094.

3 Huxudopor C.H. Metonsl 3amurtsl uHGoOpManuu. 3amiuTa OT BHEUIHUX BTOPXKEHUHN
[DnexTponHsIii pecype] : yued. mocobue / C.H. Hukupopos.— Canxr-IletepOypr : Jlans, 2018. — 96 c.
— Pexxum goctyma: https://e.lanbook.com/book/107306.

4 TomukoB A.M. 3ammra wuHbopManM¥ B HHPOKOMMYHUKAIIMOHHBIX CHCTEMax M CeTAX
[DnexTpoHHbIN pecypc]: yueOHoe mocobue / A.M. T'omukoB ; MUHHCTEPCTBO 00pa30oBaHUS W HAYKH
Poccuiickoit ®enepannu, Tomckuit ['ocymapcTBeHHBIi YHuBepcuTer Cucrem YIpaBieHHs W
Pamuosnexrponuku (TYCVYP). - Tomck: Tomckuii rocy1apcTBEHHbIN YHUBEPCUTET CUCTEM YIPABJICHUS U
paaunosnekTponuky, 2015. — Pexxum gocryma : http://biblioclub.ru/index.php?page=book&id=480637.

5 Bynwsiruna O.B. MeTtonnueckue yka3aHus IO BBITIOJIHEHHIO pacueTHO-TpaduuecKkor paboThI 1Mo
aucuuIuiiHe « TeXHOJIIOTUU U METO/BI 3alUThl HHpopManuu B cetu HTepHeT» [ DIeKTpOHHBIH pecypc]:
AJICKTPOHHBIC METOJIWYECKUE YyKa3aHWsl JUIsl CTYJIEHTOB, oOydarommxcs mno HampasiaeHuio 10.04.01
«Mupopmanmonnas 6e3onacHocts» / byneiruna O.B. — Dnexrpon. mpan. — Cmonenck: PUO ¢dunmana
®I'BOY BO «HNY «M3HW» B 1. CMoneHcke, 2019.
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Ilepeyenb pecypcoB HMHGPOPMALMOHHO-TEIEKOMMYHUKAUMOHHOH ceTn «HMHTepHeT»
HEeO0XO0AUMBIX /1JIs1 OCBOEHMS U CIIUTTTHHBI

1 CopaBoynasi nmpaBoBas cucremMa KOHCyJIbTaHT IUIIOC [3JEKTPOHHBIN pecypc] — Pexum mocrymna
. http://www.consultant.ru/online/.

2 OdunuanbHblii calT MUHHCTEPCTBO ITU(POBOTO Pa3BUTHSA, CBSI3U M MACCOBBIX KOMMYHHUKAIIHMA
Poccuiickoit ®enepaunu (MunkoMmcBsizb Poccum) [anexktponnsiii pecypc] — Pexum pocryna
http://government.ru/department/387/events/.

3 Odunmanbheblii caiit Poccrara [anekrponHslii pecype] — Pexxum noctymna @ www.gks.ru/.

4 20 wUHTEpHET-peCypCcOB Ui CIEUUATNCTOB MO HWHGPOPMAIMOHHON Oe3omacHocTH //
odunmranbHeii caiit komnannn «TEOJIAMH Texnomorum» [31eKTpoHHbI pecypc] — Pexum moctyma
http://geoline-tech.com/top-20-sites-about-information-security/.

5 Tllone3nsle caiitel u uHCTpyMeHTH// WHpopmammonHas Oe3omacHocTh. I[IpakTnka

HH(pOpPMAITMOHHOM 0€301acHOCTH [37EKTPOHHBIA  pecypce ] —  Pexum  pmocryma
http://dorlov.blogspot.com/p/blog-page_3151.html.
6 MWudopmanmonnass 0e30MacCHOCTh [ANEKTpOHHBIH pecypc | — Pexum poctyna

http://www.securrity.ru/.

7 30 pecypcoB 1o 6e30MacHOCTH, KOTOPbIE TOUHO MPUTOAATCS [3IEKTPOHHBIH pecypc | — Pexum
noctyna : https://proglib.io/p/information-security-guide/

8 Wudopmaimonnas 0e30macHOCTh. 3amura gaHHbIXx // habr - BebG-caiit B ¢opmare
KOJUIEKTUBHOTO OJora ¢ 3JIeMEHTaMU HOBOCTHOI'O caiiTa [3JIeKTpOHHBIH pecypc | — Pexxum nmoctyna :
https://habr.com/ru/hub/infosecurity/.

9 baza 3nanuit Knyba MuabopmanmonHoi 06€30macHOCTH [37EKTpOHHBI pecypc | — Pexum
nocryma : http://wiki.informationsecurity.club/doku.php/main.

10 Uudopmarimonnas 6€30macHOCTh. 3aluTa JaHHBIX [3JIEKTPOHHBIN pecypc | — Pexxum noctyma
- http://all-ib.ru/
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