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1. HEJIX 1 3AJAYHN OCBOEHUMA JUCIIUITJIMHbI

Lenabio ocBOeHHS] AUCHMILUIMHBI SIBISETCS TOATOTOBKA OOYYAIOIIMXCS K PEHICHHIO 3a/1ay
npoeCCUOHATBHON  JIeSTENFHOCTH OPraHW3alMOHHO-YIPABICHYECKOTO THIAa B OOJAcCTH 3aIIUTHI
nHpopMmanuu 1o HampasieHuto nmoarotoBku 10.04.01 MudpopmanmnonHas 6€30macHOCTh (Marucrepckas
nporpamMma: be30macHOCTb aBTOMATHU3UPOBAHHBIX CHUCTEM) TOCPEACTBOM OOECIICUEHHUS ITalloB
dbopMupoBanus komrereHul, npeaycMoTpeHHbIX OC 1 yCTaHOBIEHHBIX IPOrpaMMOM MarucTpaTyphl Ha
OCHOBE TIPO(ECCHOHATBLHBIX CTAHAPTOB, B YACTH MPEACTABICHHBIX HIKE 3HAHUN, YMEHUH U HABBIKOB.

3agauun OMCHUIUIMHBI: cPOpPMHUpPOBaTH O0OIIee MOHUMaHHE MPOoOJieMaTUKU, LieJel u 3aaay
obecrniedeHrs OE30MACHOCTH BEO-TIPUIIOKEHUH; 3HAHUE COBPEMEHHBIX TEXHOJOTHHA MPOrPaMMUPOBAHUS
(cTpyKTypHOE, MOIYyIBHOE MPOrPaMMHUPOBAHME); HAYYUTh pa3pabaThiBaTh TpeOOBaHWS IO 3alHTE,
GopmupyeT MOMUTHKH 0GE30MacHOCTH KOMIIBIOTEPHBIX CHCTEM M ceteil; COPMHUPOBATh YMEHHE TPOBEICHUS
aHamm3a 0e30MaCHOCTH KOMITBIOTEPHBIX CHCTEM U CEeTEH.

2. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OII BO

JucuuruimHa be3onacHOCTh BeO-NPUIIOKEHUI OTHOCUTCS K 4acmu, (hopMupyemou y4acmukamu
00pazo8amenbHbIX OMHOULEHUL.

Jnis m3ydeHus] NaHHOW AMCUUIUIMHBI HEOOXOAWMBI 3HAHUS, YMEHHS W HABBIKH, (hOpMHUpPYEMBIE
IIPEALIECTBYIOIIEH TUCIUATIMHOM:

b1.B.01 Opranu3anroHHO-IpaBOBbIE MEXaHU3MbI 0OecrieueHHs HH(OpPMALIMOHHOM 0€301acHOCTH

b1.B.04 NndopmanrionHasi 6€30MacHOCTh KOMITBIOTEPHBIX CeTen

b1.B./1B.01.01 KommiiekcHas 3amuTa KOpropaTUBHON HH(OpMaIuu

b1.B.JIB.01.02 Ayaut nndopmaninoHHON 6€301MacHOCTH

3HaHUs, yMEHUS W HaBBIKW, (QOpMUpYyeMble TaHHON JUCHUTUIMHOW HEOOXOIUMBI  JUIS
IPOXOXKJEHUS COOTBETCTBYIOIIMX BHJOB TMPAaKTHUK U MPOXOXKICHHS TOCYIapCTBEHHOW HTOTOBOM
aTTeCTAINU:

b2.B.02 (IT) TexHomnoruueckas mpakTHUKa

b2.B.03 (IT) [TpenauruiomHas mpakTuka

b3.01 [ToaroToBka K 3aluTe U 3allUTa BHITYCKHOW KBaTHU(PHUKAIIMOHHON paboThI

3. TPEBOBAHUS K PE3YJIBTATAM OCBOEHUSA JUCHUIIJINHBI

OcBoeHMe AUCHMILIMHBI HAPaBIeHO Ha (OPMHUPOBAHUE SJIEMEHTOB CIEAYIOINX KOMIIETEHIUI B
cootBeTcTBUM ¢ OC BO 1 OIl BO no nanHOMy HanpaBJI€HUIO OATOTOBKHU:

IlepeyeHb MUIAHUPYEMBIX Pe3yJbTATOB 00YUYEeHHUsI M0 TUCHUILJIMHE (MOYJ/II0), COOTHECEHHBIX
¢ HHAMKATOPAMH JOCTHKEHUSI KOMIIEeTeH N

Komnerenums NupnkaTopsl A0CTHKEHUST Pe3yabTaThl 00yuenus
KOMIIeTeHIIU

[TK-3 Criocoben ITIK-3.1 IIpoBoauT aHanm3 6e30mMacHOCTH | 3HATh: OTEYSCTBEHHBIE W 3apyOEKHBIC

YIPaBIATh KOMIIBIOTEPHBIX CUCTEM M CEeTEH CTaHIaPTHI WHPOPMAITMOHHON

0€301MacHOCTHIO Oe3oracHoCTH.

KOMIIBIOTEPHBIX CUCTEM YMmeTh: (GopMupoBaTh (YHKIMOHAIBHBIC

U ceTen TpeOOBaHMs K CpeicTBaM 3aiuTel Web-
MIPIJIOKEHUSI OT BHYTPEHHUX W BHEIIHUX
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yIpo3.
Bnanets: HaBbIKaMHU pa3paboTKu

CTPYKTYPbl ~CHCTEMbI HMH(OPMAIMOHHOM
3anMTE Web-TiproxeHmit

[1K-3.2 Pa3pabatbiBaeT TpeOOBaHUS 11O
3amure, GopMUpyeET MOJIUTHKH
0€3011aCHOCTH KOMITBIOTEPHBIX CHCTEM H
ceTen

3HaTh: aKTyalbHbIE METOABl aHaIu3a
3aIUIIEHHOCTH TMPOTPAMMHBIX CHUCTEM;
aKTyaJlbHBIE  METONOJIOTUH  Pa3pabOTKH
MPOrPaMMHOTO OOECIIECUYECHUSI C yYETOM

TpeOOBaHMIA o Oe3omacHoMy
(hyHKITMOHUPOBAHUIO.
YMeTh: pa3pabaTpIBaTh Oe3omacHbIe

(3auIuICeHHBIE) CETEBBIE MPUIIOKCHUS C
YY4EeTOM  THUIOHMYHBIX  KJAccoB  YIPO3
Oe3omacHoCTH, XapaKTEePHBIX st
COBPEMEHHOTO HWHTEPHETa; OIpeIesiTh
MOJEIb HAPYIIUTENS NIPU IPOECKTUPOBAHUN
HOBOT'O MIPUIOXKEHUS, BbIOMpATH
aZICKBATHHBIC MEXaHU3MbI obecrieyeHust
3alIUIEHHOCTH TPWIOKEHHUS TPU  €ro
peanuzalMy, ONUPAsCh Ha  MOJENb
HapyLIUTENs; BHIOMPAaTh METOIbl aHAIM3a
3alUIICHHOCTH TIPUIOKEHHS aJIeKBaTHO
JTanaM >KM3HEHHOTO IMKJa IpPOrpaMM U B
COOTBETCTBHH C MOJEIBI0 HapyLIUTENs;
IIPUMCHSTDH METOAbI aHaJIn3a
3alUIIEHHOCTH, 00HapyXHUBATh
YSI3BUMOCTH ~ Pa3lMYHbIX  KJIAaccoB M
IPOBEPSITH BO3MOXKHOCTD pealIM3alliH aTaK
Ha O3TU YA3BUMOCTH

Bnamers:  HaBBIKAMM ~ NPAKTUYECKOTO
HCHOJNB30BaHUS PA3IUYHBIX CIHEIHATbHBIX
CPE/ICTB TECTUPOBAHUsI YsA3BUMOCTEH Web-
NPWIOKEHUS]; HABBIKAMH  OOHApPYKEHUS
YSI3BUMOCTEH MPUIOKEHUH U MPOBEACHUS
TECTUPOBAHUS IPUIOKEHUN HAa HaJIU4He
ySI3BUMOCTEN
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4. CTPYKTYPA U COAEP KAHUE JNCHUITJIMHBI

CTpyKTypa AMCUMILIMHbBI:

Cemectp 3 Cemectp 4 HToro 2a kypc
AKAIEMUYECKIX Y3 COB AKZIEMUYECKIX Y3C0OB AKAOEMUYECKIX YACOB e

Me |MHpekc HauMeHoBaHHE « se. | Henens N A Kap. | Cemectpwl
OHTpONb OHTpONb OHTpONb
P Boero| "M | nex | a6 | mp [KkPm | cp | ROHT A P bcero| K% nex | nag | mp |Kker| cp | KOMT A PO Bcero| KoM | nex | nag | np |ken| o | <OHT |ggerg) P
TaKT. pone TaKT. pone T3KT. pone

5 [sLe.aB0201 BE30MacHOCTS BEB-TPUNDXEHMIT 3a0Pp 144 [85 [ [ 34 [18] Ja0[18] 4 | [ L' T T 1T 1T 1T 1T 1 1 1 [saopp[ 144 [86 [34 [3a [ 18] T[40 [18] 4 | [20] 3

OBO3HAYEHUS:

Buabl npoMe:kyTo4YHOM aTTecTanuu (BUABI KOHTPOJISA):
OK3 - SK3aMEH;

3a0 - 3a4eT ¢ OLCHKOM;

3a — 3auer;

Buawbi pador:

KoHTakT. — KOHTaKTHast paboTa 00YJarOIIUXCs C MPETI0aBaTENIEM;
JIek. — NeKIMOHHbIE 3aHATHUS;

JIa6.— naboparopHble pabOTHI;

[Ip. — npakTHYeCKHE 3aHATHS;

KPII — kypcoBast paboTta (KypcoBOii MpoeKT);

PI'P — pacuetHo-Tpaduyeckas padbora (pedepar);

CP — camocTosiTenbHas paboTa CTYJCHTOB;

3.6.— 00hEM JAUCIUTUINHBI B 3a4ETHBIX SAMHUIIAX.
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Conepmaﬂne JAUCHHUIIIMHBI:

HanmeHnoBaHMe BUIAOB 3aHATHIL 1 TEMATHUK, CONCPKAHUC

Jlexnuonusle 3angaTust 17 mr. no 2 4Jaca:
1.1 TIpoGiemsl 6e30maCHOCTH Web-TIpHIoKEeHUHA
1.2 Texuonoruu 6e30macHol nepexaun uHpopmaiuu B cetu MaTepuer (1 gactp)
1.3 Texunonoruu 6e3omacHoi nepeaaun napopmanuu B cetu MaTepHet (1 9acTs)
1.4 BesomnacHas pa3paboTka web-nprioxeHus (1 4acTs)
1.5 be3onacHas pa3paboTka web-npuiaoxeHust (2 4acTh)
1.6 besomacHoe pa3BepTbiBaHne web-nipunoxenus (1 yactp)
1.7 BbesomnacHoe pa3BepThIBaHHUE Web-TIPUIIOKEHUS (2 4acTh)
1.8 besomnacHoe ucnonp3oBanue web-npunoxenus (1 yactp)
1.9 be3onacHoe UCTOJIb30BaHNE Web-TIPHIIOKEHUS (2 4acTh)
1.10 OcHoBsI TecTHpOBaHUs O€30MaCHOCTH Web-Tipuioxkenus (1 yacTp)
1.11 OcHoBbI TECTUPOBaHUS Oe30maCHOCTH Web-TipuinokeHus (2 4acTp)
1.12 Ocnosuble Buasl UaTepHET-yrpo3 (1 gacts)
1.13 OcnoBuble Buabl UHTEpHET-YTpo3 (2 4acTh)
1.14 Mertoas! 3aumuTsl oT UHTEpHET-yrpo3 (1 yacTs)
1.15 Mertozst 3aumuThl oT HTEpHET-yrpo3 (2 4acTb)
1.16 TlomcucTeMsbl 3amUThl WED-TopTaioB OT HH(OOPMAITHOHHBIX aTak
1.17 Tlonstue n kiaccudukanus aTak Ha KOMIIBIOTEPHBIE CETH

JlaboparopHubie paboTel 8 mT. o 4 yaca u 1 mT. — 2 yaca:
2.1. AHanu3 BHYTPEHHHX U BHEIIHUX Yrpo3 HH(POPMAIMOHHOH Oe30macHocTH Web-
TIPUIIOKECHUS
2.2. Pa3paboTka mpoeKTa 1o MOCTPOCHUIO CHCTEMBI 3alUThl WeD-npuiioxeHus
2.3. Pa3pa0boTka KIMEHTCKOM 9acTH MOyl 0€30MacHOCTH WeD-TTpHII0KeHUsI
2.4. Pa3paboTka cepBepHOil YacTu MOIyJIsl 0€30MacCHOCTH WeD-TpriiokeH s
2.5. Pa3paboTka cpeaCTB 3alIUThl 0a3bl JaHHBIX WeD-TpuiiokeHus
2.6. Harpy3ouHoe TectipoBanue Web-mpuinoxeHust
2.7. ccnenoBanue Web-npuinosxeHus Ha ya3BUMOCTH
2.8. Co3naHue clieHapHeB aTaky U 3alIUThl web-Tpuinoxenus
2.9. Hactpoiika cienuaisbHOTO MPOrPaMMHOT0 00eCTIeYeHusT IIsl MOHUTOPUHTa 0€30MacHOM
paboTsl Web-npritoxkenuii (2 yac).

IIpakTrueckue 3aHATHs 9 WT. 11O 2 yaca:
3.1. be3onacHocTh MpuIoKeHUH. MOOUIIbHBIE TPUIIOKEHUS U X YSI3BUMOCTH.
3.2. MonenbHbIi ipuMep — tiatdopma Android.
3.3. BeO-npuioskeHust: UCTOPHSI U OCHOBBI TEXHOJIOTMYECKOTO CTEKa BEO-TIPHIIOKEHHI,
apXHUTEKTypa U MEXaHU3MBI O€30MTaCHOCTH Ha KJIMEHTE, MEXaHU3MBbI 00ECTICUCHUS
0€30IacHOCTH Ha cepBepe.
3.4. VcnonHeHne mporpaMM Ha TIPOIIECCOpe, CTEK, MOANPOrpaMMbI B (DYHKIIHH, TIepeiava
apryMeHTOB, BO3BpaT 3HaueHUs. CUCTEeMHBIE BBI3OBBI.
3.5. Pa3smenienre 00bEKTOB B ITAMSTH: CTATHYSCKOE, JUHAMHYECKOE, aBTOMATHUIECKOE.
3arpy3uuK MporpaMMHBIX MOTYJICH.
3.6. Ys13BUMOCTH, CBSI3aHHBIE C TIepenoIHeHuEeM Oydepa.
3.7. YS3BUMOCTH, CBSI3aHHBIE C TIOAMEHOM MPOrPaMMHBIX MOJYJIEH.
3.8. Ys13BUMOCTH, CBSI3aHHBIC C HEKOPPEKTHOM MPOBEPKOM MTpaB JOCTyMa
3.9. MexaHu3Mbl 3alIUTHl B COBPEMEHHBIX ONEPAMOHHBIX CUCTEM

PacuetHo-rpaduueckas pabora «AHanu3 0€30MacCHOCTH BEO-TIPHIIOKEHUS U (HOPMHUPOBAHKE

6
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IIPEJIOKEHUH 110 €€ YIIYUILICHUIO»
5 | CamocrositenbHas paboTa CTYICHTOB:

5.1 3amaun wuHboOpmammoHHOW  Oe3omacHocTH. KoHUIAEHIIMATBLHOCTh,  IE€JIOCTHOCTb,
JOCTYITHOCTh JTaHHBIX U TiporpamM. [ToHsATHE MOMUTHKY 0€301acHOCTH.
5.2 Meroapl obecnieyeHHsT HWHPOPMAIMOHHON OE€30MAaCHOCTH — KpunTorpadus, Mozaeiu
0€30MacCHOCTH, KOHTPOJIb IOBEJCHMUSL.
5.3 [Ilpunnumner paboTel OCHOBHBIX BeO-TexHosormii: mporokonma HTTP, wmexanu3ma

peanu3anuu ceaHcoB cookies, Habopa TexHomoruit HTML 4 (oObekTHas MOAens JOKyMEHTa +
CSS + a3bIk javascript).

54 Meroapl  oOHapyXeHUST W OIKCIUTyaTalluu
BeOnpunoxkenuit: XSS, SQL injection, CSRF, XXE, SSRF.
5.5 [IlpakTuueckue acmeKkThl SKCIUTyaTallud ys3BUMOCTEH. B3aumonelicTBue ammapaTHOro
obecneuenus, siapa OC, 3arpy3umka, OPUKIATHBIX MporpaMM u Oubnunorek. Pasmerienue
00BEKTOB B MaMSITH.

5.6 BrimoaHeHue pacueTHO-TpaduuecKoi padoThl

paclpoOCTPaHEHHBIX  YA3BUMOCTEH

Texkymuii KOHTPOJIb:

I/IHI[I/IKaTOpr JOCTHIKCHUSA
KOMIIETCHIIMHU

Buj Texkyuiero KoHTpoJist

Tema

[IK-3.1 IIpoBoauT aHamu3
0€301acHOCTH KOMITBIOTEPHBIX
CHCTEM U ceTel

Omnpoc

Pa300p KOHKPETHBIX CHUTyaluii U
TPYIIOBBIE JUCKYCCHHU TI0 TEMaM
MPaKTUYECKUX 3aHATUN

3amura 1ab0paTOpHBIX padboT
[IpoBepka BBITIOJIHEHUS 3aIaHUI
pacueTHO-TpaduIecKol paboThI
IIpoBepka oT4eTa Mo pacyeTHoO-
rpaduyeckoit pabore

[IpoGiems! 6e3omacHoCcTH Web-
MPUITOKEHUN

Texuonoruu 6€30MacHOM
nepeaavyy HHPOpPMaIllK B CETH
HNurepuer

BesomacHas pa3paboTka web-
TIPUIIOKEHUS

OCHOBEHI TeCTUPOBAHUS
Oe3omacHocTH Web-TipritoxeHus
OcHoBHbIe BUbI IHTEpHET-yTPO3
Mertoap! 3amuThl OT MIHTEpHET-
yTpo3

IToxcucremsbl 3amuThl Web-
MOPTAJIOB OT MH()OPMAIIHOHHBIX
aTak

[1K-3.2 Pa3pabarbiBaer
TpeOOoBaHUs 110 3aIINTE,
(dbopMHpYET MOTUTHKH
0€301acHOCTH KOMIIBIOTEPHBIX
CUCTEM U CeTeU

Ormpoc

Pa30op KOHKpETHBIX CUTYyaluil 1
TPYMIIOBBIE JUCKYCCHH IO TEMaM
MPaKTUYECKUX 3aHATHH

3ammra 1ab0paTOpHBEIX PaboT
[IpoBepka BBITIOJIHEHUS 3aIaHU I
pacueTHO-TpaguuecKoi paboThI
IIpoBepka oTyeTa 1o pacyeTHo-
rpaduyeckoi padore

Bbeszonacnas pa3zpaboTka web-
MIPHUIOKEHUS

Beszonacnoe pa3BepThiBanne web-
MPUIOKEHUS

BezonacHoe ucnonp3oBanne web-
MIPHUIOKEHUS

OCHOBBI TECTUPOBAHUS
6e3omacHocT web-punoxeHus
OcHoBHbIe BH/IBI IHTEpHET-YTPO3
MeTtonp! 3amuTs! oT MHTEpHET-
yrpo3

IMoxcucTemsl 3amuTs Web-
MOPTaJIOB OT MH(POPMAIIMOHHBIX
aTak

[TonsaTHe 1 Knaccudukays atak
Ha KOMIIBIOTEPHBIE CETH
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5. OBPA3OBATEJIBHBIE TEXHOJIOT A

Ta6nuua - O6pa3oBarenbHbIE TEXHOJIOTHH, UCTIOIb3yEMbIE MIPU PealIn3allii Pa3IMYHbIX BUJOB yUeOHOI
3aHATHH 1O TUCIUIUIHE

Ne | Bunsl yueOHBIX 3aHATHN OO6pa3zoBarenbHbIe TEXHOIOTHH
n/n
1 Jlexuun Knaccuueckas (TpaauuuonHasi, iH(GOPMAIIMOHHAS) IEKITUS

WNHTtepakTuBHas ek (IpoOaeMHast JCKITHs)
WuauBuayalbHBIC B TPYIIIOBBIC KOHCYIBTAIMH O TUCITUTUIHHE

2 [TpakTuyeckue 3aHATHS TexHoI0r1K NpoBEeIEHUS IPAKTUUECKUX 3aHATUH B hopme
CEMUHapa: TEMaTUYECKUA CEMUHAP

TexHomorust mpo6JeMHOro 00y4eHus: Ha OCHOBE aHaIN3a
CUTyalluil ¥ UMUTALMOHHBIX MOJEJIEH: TPYIIoBasi AUCKYCCHUs,
METOJ «KPYTJIOro CToJIa», paboTa MajbIMU IPYHIIaMH,
KOMaH/{Has pa0oTa, aHaIU3-TPE3EHTALUS

TexHoorust pa3BUTHS KPUTHUECKOTO MBILIICHUS: yueOHO-
MO3TOBOH IITYpM, HHTEJUIEKTyaJIbHasl pa3MHHKa

TexHonorust 00y4eHus B COTpyIHUYECTBE (KOMaHIHas,
rpymmnosas pabora)

3 JlaGopaTtopHnast pabota TexHOoIOTHSI BBITTOJTHEHUS JTa00OPATOPHBIX 3aTaHHMA
WHJUBUIyaJIbHO

[IpoekTHast TEXHOIOTHS

JHonyck k nabopaTtopHoii padote

4 CamocTosrenbHas pabora HNHpopMalinoHHO-KOMMYHHUKAIIMOHHBIE TEXHOJOTMH (JOCTYN K
cryaenToB (BHeayautopHas) | DMOC ¢unumana, k 9bC ¢unumana, noctyn K MH(OPMAIMOHHO-
METOAMYECKIM MaTepHaliaM T10 TUCIUTLTHHE)

5 Koutpoins (mpomexxyTounas | TexHOJIOTHs YCTHOTO ompoca
aTTeCTalus: 3a4eT) PeittuHroBas crucrteMa KOHTPOJIA

6. OUEHOYHBIE MATEPHUAJIBI U151 TEKYILETO KOHTPOJISI
MMPOMEKYTOYHO ATTECTAILIUN — JIVISI OLIEHKY KAYECTBA OCBOEHUS
JUCHUTINHBI

K HpOMe)I(YTOqHOﬁ arTeéCTallu CTYACHTOB IO JUCHUIINIMHE MOT'YT IIPUBJICKATHCA IMPEACTABUTCIIN
pa60T0ﬂaTeJ’leﬁ, npenoaaBaTeyikd MOoCJICAYOINUX JUCIUIIINH, 3aBCAYIOIINC KaQ)CHpaMI/I.

OHeHKa KadyeCTBa OCBOCHHA NUCIHHINIIMHBI BKIIIOYACT KaK TGKYHIHﬁ KOHTPOJIb YCIIEBAEMOCTH, TaK
1 NPpOMCKYTOYHYIO aTTCCTALUIO.

Bomnpocs! 11 3amutsl 1a00paTOpHOI paboThl «AHAIN3 BHYTPEHHUX U BHEITHUX yIPo3
nH(pOpPMaITMOHHOM 0€30IMaCHOCTH Web-TIPHITOKCHUS»
1. TlpuBeauTte mpuMepbl BHYTPSHHUX YTPO3 OE30MaCHOCTH WED-TIPHITIOKEHHS.
2. TlpuBeauTe MpUMEpPbI BHEITHUX YTPo3 0e30macHOCTH WED-TIPHI0KEeHUS.
3. OnummTe OCHOBHBIC METO/IbI aHAIN3a YS3BUMOCTEH WED-TIPUITOKEHHS.
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Bomnpocs! uist 3anuthl 1abopaTopHOi padoTsl «PazpaboTka MpoeKTa 1Mo MOCTPOSHUIO CHCTEMBI 3aIUThI
web-nipunoxenus»
1. TlpuBeaure mNpUMEpbl OTCUECTBCHHBIX M HHOCTPAHHBIX CTaHAAPTOB HMHMOPMAIIMOHHON
0€30MacHOCTH.
2. OnwuinuTe 6€30MaCHBIN MUK pa3pabOTKH WED-ITPHIOKECHHS.
3. Kakwue s3bIku IpOrpaMMUpPOBaHKSI UCIIOIB3YIOTCS IS pa3paboTKi WeD-mpusioxeHui.

Bompocsr myist 3amuTel 1a60paTopHoit paboThl «Pa3paboTka KIMEHTCKOM YacTH MOy
0€30MacHOCTH Web-TPUITOKESHHS)
1. Jlns gero ucnonn3yercs Content Security Policy?
2. Urto Takoe MeXCeTeBbIe 3alpOChI?
3. Omnwmmure mexanm3Mm araku CRLF-uHBCHKIMW, HAMPaBICHHOW Ha TIOJIb30BaTeNsI Wweb-
MPUIIOKEHHUS.

Bormpocs! st 3a1muThl 1abopatopHOil paboThl «Pa3paboTka KIMEHTCKON YacTH MOIYJIsl 0€30MacCHOCTH
web-npunoxeHus»
1. Kakwue cepBepHbIC ONEPAIMOHHBIC CHCTEMBI Yallle BCErO UCIONIB3YIOT B ceTH MHTepHET?
2. Yro Takoe BUpTyalbHBIC XOCTHI B Web-cepBepax Apache u Nginx?
3. TlpuBemute MpUMEpbl APXUTEKTYPHBIX aHTH-MATTEPHOB, CBSI3aHHBIX C 0€30MAaCHOCTHIO.

Bomnpocs! 11 3amutel nadopaTopHoit padoTsl «PazpaboTka cpeCTB 3alUThl 0a3bl JaHHBIX Web-
TIPUTIOKESHUS»
1. Onummre nukn 6e30macHoN 06pabOTKH TaHHBIX.
2. Uro Takoe «SQL-urbeKIHsI»?
3. Ilepeuncnure cnoco6sl 60pbOBI ¢ SQL-UHBEKINAMHU.

Bomnpocs! 11 3amutsl 1abopaTopHOi padoTsl «Harpy3ouHoe TecTUpoBaHuE Web-TIPHIIOKEHHS»
1. Yro Takoe TeCTMpOBAaHUE HA IPOHUKHOBEHUE?
2. Jlns 4ero Hy)XeH 0aJaHCHUPOBIIMK Harpy3Ku?
3. Brnuser nu ucmonb30BaHNE CKPHUIITOBBIX S3BIKOB NporpamMmupoBanus (Hanpumep, PHP) Ha
IPOU3BOAUTENBHOCTE Web-cepBepa?

Bompocsr q1st 3amutel 1abopatopHoit pabotsl «VccnenoBanue web-mpuaoKeHUs Ha YSI3BUMOCTH
1. Yto Takoe MeKCalTOBBIN CKPUIITHHI?
2. UYro takoe «XML-nuabexusa»?
3. Uro takoe unbekuuu B HTTP-3aromoBku?

Bomnpocs! uist 3anuTsl 1abopaTopHoit paboTsl «Co3naHue ClieHapueB aTakH U 3alIuThl web-
TIPUIIOKECHUS»

1. TlosicHuTe CyTh aTak «rpy0das cuia» U «IepernojHeHne oydepar.

2. TlosicHuTe CYyTh aTaKM «MHBEKINS KOMaH]] B TPOTOKOJIBI SJIEKTPOHHOM TTOYTHD.

3. TosicHuTe cyTh aTaKkM «370ynoTpedaeHne GyHKIIHOHAIBHOCTHION.

Bormpocsr qy1st 3amuthl 1abopatopHoit paboTel «HacTpoiika crenuaibHOTO MPOrpaMMHOT0 00eCTIeYeHHUST
JUTsI MOHUTOPUHTA 0e30MacHoi paboThl web-TpuiokeHnii»
1. Kak ucnonp3yroTcs 3alHUIeHHbIC U He3aIUIIEHHBIE TPOTOKOIBI IEpeIaun JaHHBIX ?
2. TlpuBenute mMpUMEpbl aHTHBUPYCOB, MCIOJIB3YEMBIX Ul OpraHu3aluu Oe3omacHocTH Web-
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CEepPBEPOB.
3. OnummuTe BO3MOXKHYIO MUTHUTAIUIO JIJISl BCEX YTPO3, HAMICHHBIX TPUI0KCHUEM

Bormpocs! 11 orpoca Ha MPaKTUYECKUX 3aHATUSIX

1. Kakue Tpu OCHOBHBIX Kjacca yrpo3 O€30MacHOCTH pa3Iu4aloT B WH(POPMAIMOHHBIX
CHCTEMax, YTO TAKOE MOJIEIIb HAPYIIUTENs?

2. Kakue BuIBI NPOrpaMMHBIX YSA3BUMOCTEH SBISIOTCS aKTyaJbHBIMH B HACTOSIIEE BPEMs, KaK
peann3yroTCs KOMIBIOTEPHBIE aTaKH C IOMOINBIO NPOrPaMMHBIX YS3BUMOCTEH, KaKHE CYIIECTBYIOT
MIOJIXO0JIbI K pa3paboTKe O€30MacCHOr0 (3aIUILEHHOI0) MOOMIBHOIO TPUIIOKEHUS?

3. TexHomornu M HHCTPYMEHTHI oOecrieueHHs HH(OPMALMOHHON O€30IMacHOCTH Ha JTare
pa3paboTku Web-npunoxeHust.

4. TexHOIOTMM WM WHCTPYMEHTHI oOecriedyeHus HH(OPMALMOHHON O€30IIacHOCTH Ha JTarme
TECTUPOBAaHUS WED-TIpHIIoKeHNSI.

5. TexHomoruu M HHCTPYMEHTHl oOecrieueHHs HH(OPMALMOHHON O€30IIacHOCTH Ha JTale
BHEJIpeHUs] WeD-nprioxeHus..

6. TexHomormn W WHCTPYMEHTHI oOecrieueHHss HH(GOPMALMOHHON O€30IMacHOCTH Ha JTare
UCII0JIb30BaHUs WeD-ipunoxenusi.

7. 3alnuIneHHbIC ¥ HE3aIUIICHHBIC TIPOTOKOJIBI IEpeIadu JaHHBIX M UX UCIIOJIb30BaHHE.

8. Bwuaet DDoS-atak. O6napyxxenue DDoS-arak.

9. IIpuumnHbBI BO3HUKHOBEHMS ysa3BUMOcCTel Tuna Injection.

10. Tloxmcucrembl 3anMThI WED-OPTAIOB OT MH(GOPMAIIHOHHBIX aTakK

Pe3ynbTaThl Tekyliero KOHTPOJS MO BBIIIEYKAa3aHHbIM B pasjaene 4 BugaM (QUKCUPYIOTCS ¢
ucrnosib3oBaHueM TpexOamibHOi cucremsl (0, 1, 2) B BUAE KOHTPOJBHBIX HENENb - MPH NPUHITOH B
¢unmane cucreme Ha 6-i u 12-i1 yueOHOI Henene ceMecTpa, a TAK)Ke YUUTHIBAIOTCS IPEeroaaBaTeieM npu
OCYILECTBICHUH TPOMEKYTOUHOM aTTECTAIlMM MO0 HACTOSILEH TUCIUITIINHE.

d)opMa HpOMe)ICYTO‘IHOﬁ arrecraiuu I10 HaCTOHH_[eﬁ JUCHUIIIMHE — 3auem C ouerod 6 3-m
cemecmpe.

Bomnpockl 110 3aKpenieHnio TEOPEeTUIECKUX 3HAHUM, YMEHUH 1 MPAKTUYECKUX HABBIKOB,
MPEIYCMOTPEHHBIX KOMIIETCHIIUSAMU (BOTIPOCHI K 3aUETy)

[Tpo6nembr 6e30macHOCTH Web-TIpHITOKEHUH.

BHyTpeHHUE 1 BHEIIHHE YIPO3bl HHPOPMALIMOHHON 0€301acHOCTH Web-TIPHIIOKEHHSL.
Texnonoruu 6e3omacHoil nepeaayn nHGopmaluu B cetu MHTepHeT.
JKu3HEHHBIN LUK 3aUTH Web-TIPHIIOKEHHS.

Texnonoruu u cpeacTa 0e3onacHoi pazpaboTKu web-TIpHUIoKeHus.
TexHonornu u cpeacTBa 6E€30MACHOTO pa3BepThIBaHUS WED-TproxkeHusI.
TexHonornm U cpencTBa 0€30MaCHOTO UCTIONB30BAHUS Web-TIPHIITOKEHHSI.
OCHOBBI TECTUPOBAHUS 0€30MACHOCTH WEb-TIPHIIOKEHHS.

Pa3zpaboTka KIMEHTCKO# YacTh MOAYJIsl O€30MaCHOCTH Web-TPUIT0KEHHS.
Pazpabotka cepBepHOI yacTu MOyJsl 0€30MACHOCTH Web-TIPHIIOKEHUSI.
CpenctBa 3amuThl 6a3bl TaHHBIX Web-TIpHIIOKEeHUSI.

OcHoBHbIE BUIbI IHTEpHET-yIrpOo3 U METO/IBI 3ALIUTHI OT HUX.
IToncucremsl 3amuThl Web-opTanoB OT HH(OPMALIMOHHBIX aTaK.
OcobeHHocTH uccae10BaHus Web-TIpUI0KeHUs Ha YSI3BUMOCTH.

©CoNoR~WNE

N Y ol ol
rPODNEO
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15. CnenuanbHOe mporpaMMHOe oOecriedeHre IIsi MOHUTOpUHTa Oe30macHoi paboTsl web-

MIPUIIOKEHUH.

HpHMep IMPAKTUYCCKUX Sa,HaHHfI, BBIHOCHUMBIX Ha 3a4€T, IJId IPOBEPKHU IMMPAKTHUICCKUX YMeHI/Iﬁ u

3amaua Ne

HaBBIKOB CTYACHTOB IO AUCIUITJIMHE

1. Hamucate SQL-3ampoc Ha moilydeHWe WMEHW Ta0Onwi Oa3bl JAaHHBIX M IOCIEIYIOIIee
MOJTYYCHHUE TAHHBIX U3 HAWICHHBIX TaOJIHI]
2. Hamucats 3ampoc Ha MOJIy4eHHe [IepBOro CUMBOJIAa Y BTOPOM 3amKcH B TaOIuIIe.

B ¢unmane ucnonb3yercs cucreMa ¢ TPAIUIIMOHHOW IIKANOW OLIEHOK — "oTimuHo", "Xopomio",
"yaoBieTBOPUTENHHO", "HEYOBIIETBOPUTENHHO", ""3auTeHO", "HE 3auTeHO".

[IpuMmeHsieMble KPUTEPUU OLIEHWBAHUS MO TUCHHUILUIMHAM (B COOTBETCTBHHM C WHCTPYKTHUBHBIM
nucbMom HIY MDU ot 14 mast 2012 roma Ne 1-23):

Onenka Kpurepun onieHKH pe3ysbTaToB
1o o0yueHus 0 JUCIUILIINHE

JUCLUIUINHE

«oTIu4HO»/ | BeicTaBisiercss oOyyaromemycsi, 00HapyKHUBIIEMY BCECTOPOHHEE, CHCTEMATUYECKOE U

«3a4TEHO ri1y0OKO€ 3HaHUE MaTepUaJIOB U3yYEHHOM TUCLUIUIMHBL, yMEHUE CBOOOIHO BBIIOIHATD

(oTnnuHO)»/ | 3aJaHUs, NMPEAYCMOTPEHHBIE MPOrpaMMOIl, YCBOMBIIMM OCHOBHYKO U 3HAaKOMBIH C

«3a4TEHO» JIOTIOJTHUTENBHON ~ JIMUTEpaTypod,  pPEKOMEHJOBaHHON  paboueil  mporpammoi
JUCIUIUIMHBI, MPOSBUBILIEMY TBOPYECKUE CIIOCOOHOCTH B IMOHUMAHUH, U3JI0KEHUHU U
UCIOJIb30BAaHUU MaTE€pHalIOB U3YYEHHOW TUCHMIUIMHBI, O€3ylpeyHO OTBETHUBIIEMY HE
TOJILKO Ha BOMNPOCHI OWjeTa, HO U Ha JOINOJIHUTENbHBIE BOIIPOCHl B paMKax paboueit
IPOrpaMMbl  JUCLUIUIMHBI, IPAaBWIBHO BBIIOJHUBIIEMY IPAKTUYECKOE 3aJaHHE.
OneHka 1O AUCHMILIMHE BBICTABISIIOTCS O0ydYaromeMmycsi ¢ Y4€TOM pe3ylbTaToB
TEKYIIEro KOHTPOJIS.
Komnerenuuu, 3akpeni€HHble 3a AUCLUUIIMHOM, CPOPMHUPOBAHBI Ha YpPOBHE —
«OTAJIOHHBIN.

«Xoporoy/ BoicTaBnsiercs  oOydaromiemycsi, OOHapyKMBLIEMY IIOJJHO€ 3HaHHWE MaTepuaa

«3a4TEHO W3YYEHHON JUCLMIUIMHBIL, YCIEIIHO BBINOJIHAIOIIEMY IIPEIyCMOTPEHHbBIE 3a/laHus,

(xoporto)»/ YCBOMBIIIEMY OCHOBHYIO JIUTEPATypy, PEKOMEHIOBAaHHYIO pabodeld mporpamMmoin

«3a4TEHO» JUCLUIUINHBL, MOKAa3aBIIEMY CHCTEMAaTUYECKUI XapaKTep 3HaHUW IO JHUCLUIUIMHE,
OTBETHUBILIEMY Ha BCE BOIPOCHI OMJIeTa, MPAaBWJIBHO BBIMOJHUBIINI MPaKTHYECKOE
3aJaHle, HO [OINYCTUBUIMHA IpPH STOM HENpUHIMIHUANbHBIE OmMOKH. OleHka Mo
JTUCIUIUIMHE BBICTABISIIOTCS OOydaromeMycst ¢ y4€TOM pe3yJbTaTOB TEKYIIEero
KOHTPOJISL.
Komnerenuuu, 3akpeni€HHble 3a AUCHUIUIMHOM, CPOPMHUPOBAHBI HAa YpPOBHE —
«IIPOABUHYTBINY.

«ynoBieTBop | BeicraBisercs oOyuwaromemycs, OOHapyKMBIIEMY 3HaHHE MaTepHuaja H3y4eHHOH

ATEILHOY/ JTUCIUTIIMHEI B 00OBbeMe, HEOOXOJAMMOM ISl JallbHEeHIIeld ydeObl M TPEeCTOSIICH

«3a4TEHO paboTbl Mo mpodeccuu, CIpaBIAIOUIEMYCsl C BBIMOJIHEHUEM 33JaHUH, 3HAKOMOMY C

(YIOBIIETBOp | OCHOBHOM IJIUTEpaTypoil, pEKOMEHIOBaHHOW paboueil mporpaMMol TUCIMILIMHBI,

UTEIILHO)»/ JIONYCTUBIIEMY IIOIPEIIHOCTh B OTBET€ HAa TEOPETHUYECKHE BONPOCHI /WU IpHU

«3a4TEHO» BBITIOJIHEHUH TPAKTHUECKUX 3aJaHHi, HO 00JajaionieMy HEOOXOTUMBIMU 3HAHHSIMU
JUIA WX YCTPaHEHUs TOJ PYKOBOJICTBOM IIpenojaBaTels, JuUO0 HENpaBUIbHO
BBIMIOJHUBIIEMY IPAKTUYECKOE 3aJaHue, HO 10 YKa3aHUIO IpenojaBaTess
BBITNIOJHUBIIEMY JIPYTHE NPAKTHYECKUE 3aJaHNUs U3 TOTO XK€ pa3Jesa JUCIUILINHBL..
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Ouenka Kpurepuu onieHku pe3ysnbTaToB
o 00y4yeHMs 110 JUCLUIUINHE
JUCIUIUINHE

Komnerennuu, 3akpeni€HHble 3a AUCUUIUIMHOM, C(OPMHUpPOBaHbBI Ha YpPOBHE —
«IIOPOTOBBINY.

«HeynoBieTB | BeictaBisiercss oOydaromemycsi, OOHapyKHMBIIEMY CEpbe3HbIE MPOOENbl B 3HAHHIX
OpPUTEIBHO» | OCHOBHOIO MaTepuaja HM3Yy4eHHOW IUCLMIUIMHBL, JAONYCTHBIIEMY NPUHLUIHAIbHBIC
HE 3a4TEHO OMOKK B BBINOJHEHWW 33JaHUN, HE OTBETUBIIEMY Ha BCE BONPOCH OWiera u
JIOTIOJTHUTEIIbHBIE BOIIPOCHI M HENPABUIIBHO BBIIOJHUBIIEMY NPAKTUYECKOE 3aJaHUE
(HeTpaBWJIBHOE  BBIIIOJIHEHUE TOJIBKO IPAKTUYECKOro 3aJaHusl HE  SBISAETCS
OJITHO3HAYHOM NPUYMHON JJIs1 BBICTABICHMS OLIEHKHM «HEYIOBJIETBOPHUTEIbHOY»). Kak
IIPaBUJIO, OLICHKA «HEYAOBJIETBOPUTEIBHO CTABUTCS CTYACHTaM, KOTOPbIE HE MOTYT
OPOJOJDKUTE OOydeHHe IO o00pa3oBaTenbHON IporpamMme 0e€3 JAONOJHUTEIbHBIX
3aHATUNA 110 COOTBETCTBYIOIIEH quciumuinHe. OleHKa N0 JTUCUUIUIMHE BBICTABIISIOTCS
oOyyaromemMycs ¢ y4€ToM pe3ysIbTaToOB TEKYILEro KOHTPOJIS.

KoMnereHnun Ha YpOBHE «IIOPOTOBBIM», 3aKpeIUIEHHBIE 3a JAMCLUIUIMHOW, HE
c(OpMHUPOBAHBI.

7. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE JUCHUIIJIMHBI
Y4eOHoe 1 y4eOHO-12a00paTOpHOE 000pYyAOBaAHHE

1 npoBeieHus1 JIEKUMOHHBIX 3aHATHI

VYyeOHass aynuTopus JJid MPOBEIEHUS 3aHATUH CEMHUHAPCKOrO THMA, TPYNIOBBIX U
WHIVBUAYAJIBHBIX KOHCYJIBTALMH, TEKYIIETO KOHTPOJIS ¥ POMEKYTOYHON aTTECTAllMU, OCHAIICHHAS:

- CIELMATU3UPOBAHHON MEOEeNbI0; JT0CKON ayJUTOPHOM; JIEMOHCTPALlMOHHBIM O00OpPYAOBaHUEM:
NEPCOHATIBHBIM KOMIBIOTEPOM (HOYTOYKOM); EPEHOCHBIM (CTAIMOHAPHBIM) IPOEKTOPOM.

Jliis1 npoBeieHHs NPAKTHYECCKUX 3AaHATHI

VYyeOHass aynuTopus JUid TPOBENEHUS 3aHATUH CEMHUHApCKOrO THUMA, TPYHIOBBIX H
MHIVBUAYAJIBHBIX KOHCYJIBTALMH, TEKYIIETO KOHTPOJIS ¥ POMEKYTOYHON aTTECTAllMU, OCHAIICHHAS:

- CIIeUATM3UPOBAHHON MeOelnblo; JTOCKOW ayJUTOPHOH; JAEMOHCTPALMOHHBIM O0OPYAOBaHUEM:
MEPCOHANBHBIM KOMIIBIOTEPOM (HOYTOYKOM); TIEPEHOCHBIM (CTallMOHAPHBIM) TPOEKTOPOM.

Jli1s1 npoBeieHNsl 3aHATHI J1Ja0OPATOPHOIO THIIA

VYuebHast ayauropus Ais JaO0OpaTOPHBIX pPadOT, BBINOJIHSIEMBIX B KOMIIBIOTEPHOM Kiacce,
OCHAIICHHAs:

- CIeIHUATU3UPOBAHHON MeOelblo; JIOCKOW ayIUTOPHOM; MEepCOHAIBHBIMU KOMIBIOTEpAMU C
noakimoueHueM k cetu "Murepuer" u noctynom B UOC ¢unmana.

st caMmocTosITeIbHOI padoThl 00y4aKIIMXCH 10 JUCHUILUIMHE UCTOJIb3YETCS TOMEUIEHUE JJIsI
CaMOCTOSITENIbHON pabOThl 00yYarOMNXCsl, OCHAIIEHHOE:

- CHEIUATN3UPOBAHHON MeEOENbl0; JTOCKOH ayJUTOPHOH; IMEePCOHAIBHBIM KOMIBIOTEpAMU C
nojkiaroueHueM k cet "Murepruer” u nocrynom B DMOC dunmana.
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8. OBECIIEYEHME OBPA30OBATEJIBHOI'O ITPOLECCA J1JIs JIML
C O'PAHUYEHHBIMH BO3MOXKHOCTAMMU 31I0POBbSA U UHBAJINIOB

B xome peanmu3zanuu AUCUUIUIMHBI HCIOJIB3YIOTCS CIEAYIOLIUME JOMOJHUTEIBHBIE METOJIbI
oOydeHUsl, TEKYIIero KOHTPOJS YCIEBAEMOCTH M MPOMEXKYTOYHOW aTTeCTallud OOy4arommxcs B
3aBHCHUMOCTH OT UX MHAUBHUAYaAIbHBIX OCOOCHHOCTEH:

JJIS CJIeTIBIX M CJIA00BHASIIIMX:

- IEeKIUH 0(hOPMIIIOTCS B BUJIE DJICKTPOHHOTO JIOKYMEHTA, TOCTYITHOTO C TIOMOIIBIO0 KOMITBIOTEpa
CO CIELUAIN3UPOBAHHBIM POrPAMMHBIM O00ECIIEYEHHEM;

- TUCbMEHHBIC 33/IaHUS BBITIOIHIIOTCS Ha KOMIIBIOTEPE CO CIECIHUATM3HPOBAHHBIM IPOTPAMMHBIM
obecreyeHrneM, Uik MOTyT ObITh 3aMEHEHBl YCTHBIM OTBETOM;

- o0ecrnieunBaeTCsl MHIUBUIYAIbHOE paBHOMEPHOE ocBenieHrue He menee 300 Jrokc;

- JUIsl BBIIIOJIHEHUS 33JJaHUs IIPU HEOOXOMMOCTH MIPEJOCTABIISETCS YBEIMUMBALIOIIEE YCTPOHCTBO;
BO3MOKHO TaKe UCII0JIb30BaHHE COOCTBEHHBIX YBEIMYUBAIOUINX YCTPONUCTB;

- IUCbMEHHBIE 3aJJaHUs 0(POPMIIIOTCS YBETMUEHHBIM HIPUPTOM;

- DK3aMeH U 3a4€T MPOBOAATCSA B YCTHOH (hopMe WM BBIMONHSAIOTCS B NMUCBMEHHOH (hopme Ha
KOMIIbIOTEpE.

AJIS TIIYXHX U ¢J1200C/IbIIIAINX:

- JEKIIMU O(POPMIISIOTCS B BUJIE AIEKTPOHHOTO JJOKYMEHTA;

- MUCHMEHHBIE 3aJIaHUS BBITTOJIHAIOTCS Ha KOMITBIOTEPE B MUCHbMEHHOMI (hopMme;

- SK3aMEH U 3au4€T MPOBOJATCS B MHUCbMEHHON (hopMe Ha KOMIIBIOTEPE; BO3ZMOXKHO IPOBE/ICHUE B
dhopme TecTUpOBaHUS.

JJIS1 JIML ¢ HAPYLIEHUSIMH ONIOPHO-ABUIaTeIbHOI0 aNnapara:

- JIeKIMU 0(OPMIISIIOTCS B BUJIE AJIEKTPOHHOTO JIOKYMEHTA, JOCTYITHOTO C MTOMOIIBI0 KOMITbIOTEpA
CO CNELUAIN3UPOBAHHBIM MPOTrPAMMHBIM 00ECTIEYEHHEM;

- TUCHbMEHHBIC 33/IaHUS BBITIOIHSIOTCS Ha KOMITBIOTEPE CO CIEIUATM3HPOBAHHBIM TPOTPAMMHBIM
obOecrnieucHUEM;

- DK3aMeH U 3a4€T MPOBOAATCS B YCTHOM (popMe€ WJIM BBINOJHSIOTCS B MUCbMEHHOW (hopme Ha
KOMIIBIOTEPE;

- HUCIONB3yeTCs chnenuanbHas ydeOnas aymautopus mia jur ¢ JIOB3 — ayn. 106 rmaBHOTO
yuyebHoro kopmyca mo anpecy 214013, r. Cwmonenck, DHepreTuueckuil mp-a, A.1, 37aHHe
SHEPTETUUECKOT0 HHCTUTYTA (OCHOBHOM KOPITYC).

[Tpu HEOOXOIMMOCTH MpeTyCMaTPUBAETCsl yBEIHMUEHIE BPEMEHH /ISl TOJITOTOBKU OTBETA.

[Tpouenypa mpoBeneHUsT MPOMEXKYTOYHOM aTTeCTallMM JJsl OOy4aroIIMXCsl YCTaHABIMBAETCA C
y4€TOM UX MHIMBUAYaAJIbHBIX Mcuxopuznyeckux ocoOeHHOcTel. IIpoMexyTouHas arTecTanusi MOXKET
MIPOBOJIUTHCS B HECKOJIBKO ITAIOB.

[Ipu mpoBeneHUM TPOLEAYPHl OLEHHBAHUS pPE3YAbTaTOB OOy4YeHMs MperycMaTpuBaeTcs
WCTIOIb30BaHNE TEXHUYECKUX CPEICTB, HEOOXOJMMBIX B CBS3M C WHIAWBHIYATBHBIMH OCOOCHHOCTSIMHU
oOydaronuxcsi. OTH CPeACTBa MOTYT OBITh MPEJOCTABICHBl (PUINAIOM, MJIM MOTYT HCIIOJIB30BaThCS
COOCTBEHHbIE TEXHUYECKHE CPEJICTBA.

[TpoBeneHue mpoueaypbl OLIEHUBAHMUS PE3yIbTaToB OOY4EHHUS JOMYCKAeTCS C MCIOJIb30BAHUEM
JMCTAHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOJIOIHH.

ObecnieunBaeTcs AOCTYN K MH(POPMALMOHHBIM M OuOJAMOrpadpuyecKuM pecypcaM B CeTH
HNuTepHer nis xaxaoro odyuaromierocs B (popMax, aganTUpOBaHHBIX K OIPaHMUYEHMSM HX 370POBbS U
BOCTIPUATHS UHPOPMALIUH:

JJIS CJIeTIBIX M CJIA00BHSIIIMX:

- B ICYaTHOHN (pOopMe yBETUUEHHBIM MIPHUPTOM;

13



CMONIEHCKUA

Hanpaenenue noocomosxu 10.04.01 Hugopmayuonnas bezonacnocmo DUANAI
Mazucmepckas npoepamma «Bezonacnocms agmomamu3upoSaHHbIX CUCIEM» .
PIIJI B1.B.J]B.02.01 «be3zonachocms 6eO-npuniodceHul»

- B (hOpMe IIEKTPOHHOTO JJOKYMEHTA;

- B popme ayaunodaiina.

IS TIIYXUX U CJIA00CAbIIATINX

- B me4aTHou dopme;

- B (hOpMeE IIEKTPOHHOTO JOKYMEHTA.

7151 00YYAIOLIUXCS ¢ HAPYIIEHUSIMU OTIOPHO-IBUIaTEIbLHOTO anmapara:
- B Ie4aTHOH opMme;

- B (hOpMeE IEKTPOHHOTO JJOKYMEHTA;

- B (popme ayauodaiina.

9. YYEBHO-METOJIMYECKOE U UH®OPMALIMOHHOE OBECIIEYEHUE
JUCHUTIIMHBI

OcHoBHasi iuTEpaTypa.

1 Baceins E.A. CucremHOe afMUHHCTpUpPOBaHUE UM MH(OpPMAIMOHHAsE 0E€30MaCHOCTh : yd4eOHOe
nocobue : / E.A.baceiHs ; HoBocmOMpCKHMIA rocynapCTBEHHBIH TEXHUYECKHN YHUBEPCUTET. —
HoBocubupck : HoBocuOupckuii rocyqapcTBeHHbINM TexHUYecKkuid yHupepcutet, 2018. — 79 c. : un. —
Pexum noctymna: https://biblioclub.ru/index.php?page=book&id=575325

2 Barun /[.B. CoBpemeHHBIE TEXHOJOTHH pPa3pabOTKH BeO-MpUIIOKEeHHN : ydeOHoe mocobue /
J.B. Barun, P.B.IlerpoB ; HoBocuOupckuii rocygapCTBEHHBI TEXHUYECKUH YHUBEPCUTET. —
HoBocubupck : HoBocuOupckuil rocyaapcTBeHHBIH TeXHUUECKU yHuBepcutet, 2019. — 52 c. : un. —
Pexxum noctymna: https://biblioclub.ru/index.php?page=book&id=573960

3 Manamkesuny B.b. WuTepHer-mporpammupoBanue : jgabopaTopHbiii mpaktukym / B.b.
Manamkesnyu ; [ToBOJDKCKHI TOCYIapCTBEHHBIM TEXHOJOTMYECKUM YHUBEPCHUTET. — ﬁomKap-Ona :
III'TY, 2017. — 96 c. — Pexum nocryna: http://biblioclub.ru/index.php?page=book&id=476400.

JlonoTHUTeIbHAS JIUTEpPaTypa.

1 Bpeuiéra A.A. IIporpaMMHBIe CpelICTBa CO3/IaHUSI MHTEPHET-NIPUIIOKEHUH : ydeOHOoe nocodue /
A.A. bppuiésa. — Munck : PUIIO, 2019. — 381 c¢. : wi, Tabn. — Pexum pocryna:
https://biblioclub.ru/index.php?page=book&id=600089

2 CagenneBa H.B. f3bik nporpammupoBanus PHP [DnextponHslit pecype]. — 2-e u3., ucmp. —
Mocksa : Hannonansnsiii OTkpsiTelid Y HUBepcuteT «MHTYUT», 2016. - 330 c. — Pexxum nocryna :
http://biblioclub.ru/index.php?page=book&id=428975.

3 Banbke A.A. DnekTpoHHBIE cpeacTBa cOopa u 0O6paboTku MHpopMaruu : ydyebHoe mocodue /
A.A. Bambke, B.A. 3axapenko ; MwunoOpHayku Poccun, OMCKkuil rocyaapCTBEHHBIM TEXHHUYECKUN
yHuBepcuter. — Owmck : MzgarensctBo OMITY, 2017. — 112 c¢. — Pexum pgocryna:
http://biblioclub.ru/index.php?page=book&id=493448

4 byneiruaa O.B. Meronnyeckue yka3aHus MO BBITOJIHEHUIO pacueTHO-Tpauueckoi paboThI 1O
muciurnHe «be3onacHOCTh BEO-TIPUIIOKEHUN» [DIEKTPOHHBIM pecypc]: AJIEKTPOHHBIE METOIUYECCKUE
yKa3aHMs AJs CTYACHTOB, oOydaromuxcs rno HanpasieHuto 10.04.01 «MupopmanonHast 6€30MacHOCTbY»
/ byneiruna O.B. — DOnextpon. gan. — Cmonenck: PUO ¢unuana ®T'BOY BO «HUY «MOBU» B T.
Cwmonencke, 2019.

Ilepeyens pecypcoB HHGPOPMALMOHHO-TEICKOMMYHUKAUMOHHOH ceTH «HMHTepHeT»
HEe00XO0AUMBIX JIs1 OCBOCHMS IH CLUILTIHHBI

1 CopaBoynasi mpaBoBas cucremMa KOHCYJIbTaHT IUTIOC [3E€KTPOHHBIN pecypc| — Pexum mocrymna
- http://www.consultant.ru/online/.
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2 OdunuanbHblii callT MUHHCTEPCTBO UGPOBOTO PA3BUTHUS, CBSI3H U MACCOBBIX KOMMYHHKAIIHNA
Poccuiickoit ®enepannn (MunkoMcBszb Poccun) [snexkTtpoHHBId pecypc] — Pexum pocryna
http://government.ru/department/387/events/.

3 OdunmanbHbiii caiit Poccrata [aekTpoHHbil pecype] — Peskum mocryma : Www.gks.ru/.

4 20 uWHTEpHET-PECYpCOB [UIs CIEHHUATUCTOB 1O HWH(POPMALMOHHOW Oe3omacHOCTH //
odunmanpubi caiit komnanuu «EOJIATH Texuonorum» [3neKTpoHHSBIH pecypc] — Pexum mocTyma |
http://geoline-tech.com/top-20-sites-about-information-security/.

5 TIlonme3nele caiWThl W HWHCTpyMeHTH// MHpopmammonnas Oe3omacHoCcTh. [IpakTuka

nH(pOpMAIMOHHOKW  0€30MacHOCTH  [3NEeKTPOHHBIM  pecypc | —  Pexum  mocryna
http://dorlov.blogspot.com/p/blog-page_3151.html.
6 MWudopmanmonnas O€30MaCHOCTh [AJIEKTPOHHBIH pecypc | — Pexum pmoctyna

http://www.securrity.ru/.

7 30 pecypcoB 1o 6€30MacHOCTH, KOTOPbIE TOYHO MPUTOJATCS [IIEKTPOHHBIN pecype | — Pexum
nocryma : https://proglib.io/p/information-security-guide/

8 Wudopmammonnas Oe3omacHOCTh. 3ammrta JgaHHbIX // habr - BeO-caiit B ¢opmare
KOJIJISKTUBHOI'O 0JIora ¢ 3JIEeMEHTaMU HOBOCTHOT'O caiiTa [31eKTpoHHBIH pecypc | — Pexxum noctyna :
https://habr.com/ru/hub/infosecurity/.

9 baza 3uanmuit Knyba MudopmanronHoit 6e30mMacHOCTH [37EKTpOHHBIA pecypc | — Pexum
nocryma : http://wiki.informationsecurity.club/doku.php/main.

10 MudopmaronHas 6€30MacHOCTh. 3aluTa JaHHbIX [3JeKTPOHHBIN pecypc | — Pexum noctyna

> http://all-ib.ru/
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JUCT PETUCTPAIIUUA UBSMEHEHHUU
Howmepa ctpanu ara
Hom pa CTpariit Beero | fauvenosanue IMoanuce, ®.1.0. A
ep aHHy | CTpaH BHECEHUS Jara
ume | 3ame u Ne nokymeHnTa, BHECIIIETO
u3Me HOB | mpo | HILB BBOJAIETO HAMOHCHIS B HM3MEHCHHS B BBEJICHUSA
HEHH | HEHH N
HCHH BIX | BaHH | AOKYM N JAHHBIN U3MEHECHHUSA
g BIX | BIX erTe W3MEHCHUS JIaHHBIA 3K3EMIUIAP
BIX SK3EMILISIP
1 2 3 4 5 6 7 8 9 10
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