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1. HEJIX 1 3AJAYHN OCBOEHUA JUCIUITJIMHbI

Lenbo ocBoOeHMs TMCUMIUIMHBI SBJSETCS MOATOTOBKA OOYyYalOUIMXCS K PELICHUIO 3a1ad
npoeCCUOHATTBHON JESTEILHOCTH B 00JACTU CETEBBIX TEXHOJIOTWH IO HANpPaBJICHUIO MOJITOTOBKH
09.03.01 «MHpopMaTKa U BBIYUCIUTEIbHAS TEXHUKa» (MPO(UIb MOATOTOBKH: «ABTOMAaTU3UPOBAH-
HBIE CHCTeMBI 00pabOTKH MH(GOPMAIMK U YIIPABICHUS») MOCPEACTBOM O0ECIIEUEeHHUs ITANOB (POPMHU-
poBaHus KommeTeHIuH, npeaxycMoTpeHHbIXx @I'OC u ycTaHOBIEHHBIX ITpOrpaMMoi OakajiaBpuara Ha
OCHOBE TPO(eCCHOHATBHBIX CTAHAPTOB, B YACTH MPEACTABICHHBIX HIDKE 3HAHUW, YMEHUN U HABBIKOB.

3agauM AMCUMIUIMHBI: U3YYUTh NOHATUIHBIN anmapaT JUCLUUIUIMHBL, OCHOBHBIE TEOpeTHYe-
CKHE TIO0JIO)KEHUS U METOJIbl CETEBBIX TEXHOJIOIMH, O3HAKOMUTh 00YYAIOLINXCS C aJpecalueil ceTeBo-
IO YPOBHS U CETEBBIMH MTPOTOKOJIAMHU, OCHOBAMHU MapIIPyTU3aIlUH, TEXHOJIOTUSMH TI00abHBIX CETeH,
JaTh MPEACTaBIEHUE O MPOTOKOJAaX MPHUKIAJAHOTO YPOBHS, TEXHOJOTUSAX OECIPOBOAHBIX CETEH, pac-
CMOTPETh BOIPOCHI MPOCKTUPOBAHUS, MOHUTOPUHIA M aHAJIN3a KOMITBIOTEPHBIX CeTed, 03HAKOMHUTh
00y4aroIuxcs. ¢ MPOMBIIUICHHBIMH CETSIMU, COBPEMEHHBIMHM CETEBBIMHM TEXHOJOTHSMHM, 0a30BBIMHU
NPUHIUIIAMU U apXUTeKTypoil IHTepHeTa Bemiel, chopMUpoBaTh YMEHHS U MIPUBUTH HABBIKH IpUMe-
HEHMsI TEOPETUUECKUX 3HAHUHN JUI pelleHus] IpopecCHOHAIbHbBIX 3a/1a4, TAKUX KaK CETMEHTHUPOBaHHE
CeTH, HACTpOMKa COEJUHEHHUS IOACETeH dYepe3 MapLIpyTH3aTOpbl, KOH(PHUIYpHUPOBAHHE CIHCKOB
yIpaBJIeHUs JOCTYIOM; HACTPOIKa JMHAMUYECKON M CTaTHUECKOW MapIIpyTH3aluu; KOH(UTYpUpoBa-
HUE, HaCTPOMKa M pa3BEepTHIBAHHE CETEBBIX CEPBUCOB M CIYXO; pasrpaHMUYEHHE JIOCTyNa K CETEBBIM
pecypcam, ciy:x0am U cepBHucaM; KOH(UTYpUPOBaHUE U HAcTpoiika OecripoBoaHoil cetn Wi-Fi; mpo-
IrpaMMHMPOBAHUE KIIMEHT-CEPBEPHBIX CETEBBIX IPUIIOKEHUH; KOH(UI'ypUpOBaHHE CETeBOH MH(pa-
CTPYKTYpPbI «YMHOT'O JIOMa»; MOHUTOPHHT M aHAJIU3 CETEBOTO TpaduKa.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OII BO

Jucnunimna «CeTeBble TEXHOJIOTHNY» OTHOCUTCA K YacTd, GOpMUPYEMON ydyacTHUKaMHU 00pa-
30BaTeNIbHBIX OTHOIICHU.

JlaHHas TUCUMIUIMHA HampaBieHa Ha GopMHUpoBaHHE MPOodecCHOHANIBHBIX KommereHimid [TK-
4, TIK-7 u 6azupyetcst Ha AUCIUTUTHHE «JIOKaTbHBIC BHIYUCITUTEIBHBIC CETHY.

[lepedenp nocieayOMUX TUCUMIUIMH, JUIsI KOTOPbIX HEOOXOJMMBI 3HAHUS, YMEHUS U HaBBIKU,
¢dbopmHpyeMble JTaHHON TUCIMITIIHHOM:
3amuTa uHPOpPMAIIHH.

Taxoke qucHUIIINHA ABIsIETCS QYHIAMEHTOM I CAeAyIomuX npakTuk u ['NA:
[IpoekTHO-TEeXHOIOTUYECKAS TPAKTHKA;

[IpennunmomMHasi IpaKkTHUKa;

[ToaroroBka K 3alKTe U 3aIIUTA BBIMTYCKHON KBaTU(UKAIIMOHHON PaOOTHI.
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3. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHUS JTUCHUITINHBI

OcBoeHue TUCIUILIMHBI HAlIPaBJIeHO Ha () OPMUPOBAHUE HIIEMEHTOB CIEAYIOIIUX KOMIIETCHIIUN
B cooTBeTcTBUU ¢ ®PI'OC BO un OII BO no nanHoMy HarpaBiIeHHIO OATOTOBKU:

Ilepedyenn MuIaHNpyeMbIX pPe3yJIbTATOB 00y4eHHs MO0 JUCHUIINHE (MOAYJII0), COOTHECEH-
HBIX ¢ HHAMKATOPAMM J0CTHKeHUs] KOMIIeTEeHIN

KoMmnerennus NHauKaTopbl 10CTHKEHUSA KOM- Pe3yabTarsl 00yyeHus
neTeHumn

[1K-4. Crioco6en BoI- | [TK-4.1 TIpoekTupyeT BbIYUCIN- 3Haer:

IIOJIHATH pa6OTI>I 10 TCIIbHBIC CETU - MMPOTOKOJIbI CETCBOI'O0 U TPaHCIOPT-

MPOEKTUPOBAHUIO U Horo ypoBHeu moaenu OSI;

aIMUHHUCTPUPOBAHUIO - CTPYKTYypy, 00OpYyJIOBaHUE, TUIBI U

BBIYMCIIUTEIIbHBIX CE- TEXHOJIOTHH IJ100aJIbHOM CeTu;

Ten - IPOTOKOJIbI CEAHCOBOTO, MPEICTABH-
TEJIBCKOI0 W IPUKIAJHOIO YpPOBHEU
monaeau OSI;

- THUIIOBBIE APXUTEKTYPbl CETEBBIX
IIPUIIOKEHUH;

- TeXHOJIOruHu OecrpoBOAHOMN Iepenaa-
YU JaHHBIX,

- JTambl U aITOPUTMBI TPOCKTHPOBA-
Hus ceteii cemeirictBa Ethernet;

- OCHOBBI TPOMBIIIJICHHBIX CETEH;

- 0a30BBIC MPUHIMUIBI U APXUTEKTYPY
Nurepuera Bemieit (IoT);

- OCHOBBI CeTell MOCIEqYIONNX MMOKO-
nenuit (NGN) u Oyaymux cereit (Fu-
ture Networks).

YwMmeer:

- ckoH¢urypuposatb cepsuc DHCP,
Hactpouth ciyx0y FTP, mactpouts
Web-cepBrc, MOCTPOUTH IOYTOBYIO
CIyX)0y, CKOH(UTYpUPOBATH CIYXOY
DNS;

- MpOrpaMMHUpOBATh Iepeaady HH-
dopmanuu 1o ceru.

Bnaneer:

- HaBBIKAMU Pa3BEPTHIBAHUS CETEBBIX
CITy’0 ¥ CEpBHCOB;

- TEXHOJIOTHSIMH TIPOTPaAaMMHUPOBAHUS
KJIMCHT-CEPBEPHBIX CETEBBIX IPHIIO-
JKCHUI;

- OCHOBaMH KOH(UTYPUPOBAHHSI CETE-
BOM MH(PACTPYKTYPBl «YMHOTO JI0O-

May.
I1K-4.2 AAMUHHUCTPUPYET BBIYHC- 3Haer:
JIUTEIIbHBIE CETU - ¢popmar u tunel [P-anpecos;

- NPUHLMIBI U IPOTOKOJIBI MapuIpy-
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TU3ALINY;
- CpelcTBa MOHMTOpPMHIA M aHalIu3a
KOMIIBIOTEPHBIX CETEM;

- UHCTPYKILIMH MO YCTaHOBKE aIMUHHU-
CTPUPYEMBIX CETEBBIX YCTPOUCTB;

- METPUKHU ITPOU3BOAUTEIILHOCTHU al-
MHUHUCTPUPYEMOU CETH.

YmMmeer:

- HACTPOUTH MAapUIPYTHI JUIs Miepeaadn
MAaKETOB MEXK]y CETSIMU;

- HacTpouTh OECHpPOBOJHYIO CETh Ha
ocnoBe Wi-Fi mapmipyruzaropa ¢ Bbl-
xomoMm B Internet;

- TIOJIyYUTh CTAaTHCTHKY MO pacipeje-
JICHUIO ceTeBoro Tpaduka 1Mo mpoTo-
KOJlaM, TIPOBECTH aHAJIU3 CETEBBIX
0JI0KOB JAHHEIX;

- HACTPOUTb CETEBOE MPOrPAMMHOE
obecrnieveHue.

Bnaneer:

- HaBBIKAMHM HACTPOMKH JTUHAMHYE-
CKOM U CTaTUYECKON MaplIpyTU3aLUH;
- mpueMaMu  KOH(MUTYpHUPOBaHUS
OecripoBoHOI cetn Wi-Fi;

- HaBBbIKAMH MOHMTOPHUHIA CETEBOTO
TpaduKa U UCCIIEOBAHUS MPOTOKOJIOB
ICMP, UDP u TCP.

[IK-7. Cnocoben I1IK-7.1 ITpumeHsieT MeTOIbl 3alK- | 3HaeT:

MPUMEHSATh METOJBI | Thl HH(GOPMAIMU B HHOOPMAITMOH- | - OOIIKMe MPUHIMIBI (HYHKITHOHHPOBA-
3alUThl UH(pOpMa- HBIX CHCTEMax HUSl anmnapaTHBIX, MPOTPAMMHBIX U
UM ¥ YIPaBISTH POTPaMMHO-aNMapaTHBIX ~ CPEJICTB
0€301aCHOCTBIO B aJIMUHUCTPUPYEMOI1 CceTH;
UH(POPMAIIMOHHBIX - OCHOBHBIC METOJIbI CETMEHTAIINU CE-
cucTemax TEBOTO TpaduKa;

- TEXHOJIOTMM PA3TPaHUYEHUS JIOCTY-
1a K CETEBBIM PECypCaM.

YwMmeer:

- BBIIIOJTHUTHh CCIMCHTALIUIO CCTH,

- MIPOBECTU aHAJIM3 CETEBOTO Tpaduka
Ha NpeaAMCT BBIABJIICHHA NOTCHIHAJIb-
HO OITACHBIX MAaKETOB.

Bnaneer:

- HaBbIKAaMU pa30MEHHs CEeTH Ha MOJ-
CeTH;

- HaBBIKAMM HACTPOWKH COEIUHEHUs
MOJICETeH uepe3 MapIIpyTU3aTOPBI.
[1K-7.2 Ynpasnser 6e30mMacHOCTbIO | 3HACT:

B UH(OPMALIMOHHBIX CHCTEMAax - MHCTPYKLUH IIO0 3KCIUIyaTaluu ani-
MUHUCTPUPYEMBIX CETEBBIX
YCTPOMCTB;
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- Ha3Hau€Hue, TUIIBI U CHOCOOBI CO-
3/1aHUs CIIMCKOB YIPAaBIEHUS IOCTY-
oM (ACL-cniuckoB);

- METOMBI 3alIUTHl CETEBBIX CIYXO0 U
CEPBHUCOB OT HECAHKI[MOHUPOBAHHOTO
JOCTyTA.

YwMmeer:

- HACTPOUTH CHHUCKHU YIPABJICHUS JO-
crynom (ACL-criuckn);

- HACTPOWUTH YYETHBHIC NAHHBIC aJIMHU-
HUCTpaToOpa M TIOJb30BaTeNIel ceTe-
BBIX CITy’O U CEpBHUCOB;

Bnaneer:

- TIpUeMaMHu pa3rpaHUdCHUs JTOCTyIa
K CETEBBIM pecypcaM, Ciayxk0am u cep-
BHCaM.

- HaBbIKAMU HACTPOHMKH CpPEICTB
MPEIOTBPAIICHISI aTaK B CETH.
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Conep:xaHue TMCUMILTHHBI:

Ne HaumeHoBaHMe BUI0B 3aHATUI U TEMATHK, COJEePKAHHUE
1 JleknnmoHHLBIE 3aHATHA 15 mT. Mo 2 4aca:
1.1. CereBoii u TpancnopTHblid ypoBHH Moxaenu OSI. Ctexu cereBbix mpotokosioB TCP/IP,
IPX/SPX, NetBIOS/SMB, DECnet, SNA, OSI. Ha6op mporokonoB TCP/IP. MexceTreBoii mpo-
tokoi IP.
1.2. Tlporokon obmena ympamistomumu cooOmieHusMu ICMP. [IpoTokosibl TpaHCIIOPTHOTO
ypoBusa UDP, TCP.
1.3. ®opmar u tunsl aapecos [IPv6. dopmupoBanue uneHtudukaropa unrepdeiica. Ilnanupona-
Hue mnojcerei IPv6. Orobpaxkenue ¢usznyeckux agpecoB Ha IP-ampeca: mporokonsr ARP u
RARP.
1.4. Mapmmpytu3aisi ¥ aBTOHOMHBIE cuCTeMbl. [IpuHIunel Mapmpyruzanun. Ctatudeckas u
JUHaMHu4eckast Mapipytusaius. [[poTokonsl AHHaMUYeCKOW MapIpyTU3aliHy.
1.5. OcHOBHBIC TIOHSTHS U OTPEIEICHUS, CTPYKTYpa U 000pyaoBaHue riodanpHoM cetn. Kommy-
TATOPBI ¥ MAPIIPYTU3ATOPHI TII00ANBHBIX CETEH, YAaIeHHbIE MOCThI, MYJIBTUIIIIEKCOPHI.
1.6. Tumbl 1 TexHOIOTUHU TIOOANBHBIX ceTeil. CeTH C BBIIEICHHBIMU KaHalamMu cBs3u. Cetu ¢
KoMMyTarend kaHaioB. CeTu ¢ KkomMmyTanuei makeroB. IlnesnoxponHas nudposas uepapxus
PDH. Cunxponnas uudposas uepapxus SDH. Ctpykrypa u texHonoruu ceru X.25. Ceru
Frame Relay. Texnonorus ATM. IP-cern.
1.7. CeaHcoBbIi, NMpPEACTaBUTENLCKUN W TIpUKiIaaHOW ypoBHU Monenu OSI. [lpuxknagHoit ypo-
BeHb Mojiennn TCP/IP. CeTeBbie citykObI M CEPBUCHI.
1.8. OToOpaxxeHne cUMBOJIbHBIX ajpecoB Ha [P-agpeca: ciayx0a DNS. ABromatu3zamus KoHpu-
T'YpUpOBaHUs CeTeBBIX HHTepdericoB, mpoTtokosn DHCP.
1.9. CereBbie npunoxxenus. OgHopaHroBasi, (haiiyl cepBepHas U KJIMCHT - CEPBEPHAS] apXUTEKTY-
PBI CETEBBIX MPUIIOKEHUH. TUMOBBIE CTPYKTYPhI KIIMEHTCKUX MPUIOKEHUI.
1.10. BecmpoBonHbie cpensl nepeaayn JaHHbIX. CHUTHAIBL s nepenayn nHpopmanud. Moay-
asimst curaanos. [IpomyckHas ciocoGHOCTh KaHalia. MeTo/Ibl JOCTyma K cpeie B OeCIpOBOIHBIX
cetsax. Texnonorust pacmmpeHHoro crektpa. becnpooansie cetn WiFi.
1.11. IlpoextupoBanue ceteit cemeiictBa Ethernet.
1.12. Knmaccudukanusi cpeficTB MOHUTOPUHTA W aHaIM3a. AHAIM3aTOPhl CETEBBIX MPOTOKOJIOB.
CereBble aHanmn3aTopbl. KabenbHbIE CKaHEPHI  TECTEPHI.
1.13. Tlonarue m obmactu mpuMeHeHHUs cucTeM peanbHoro Bpemenu (CPB). [IpombinieHHbIC
ceru. CAN, PROFIBUS, MODBUS, MODBUS TCP. CereBast uH}ppacTpyKTypa MpOMBIILICH-
Horo npeanpustusa. Uunyctpus 4.0, ”HTEUIEKTYalbHOE MPOU3BOICTBO.
1.14. Unrepner Bemielt (IoT). bazoBbie mpuHITUIIBL. APXUTEKTYpA.
1.15. Ceru nocnenyromux nokojeHuid (NGN). Oco6eHHOCTH (QYHKIIMOHMPOBAHUS M apXUTEK-
typa cereit NGN. MynbTUIIPOTOKOJIbHAS TpaHcHOpTHAs ceTh. bynymme cetn (Future Networks).
2 JlaboparopHblie paboThl 7 mT. o 4 yaca u 1 mrT. o 2 vaca:
2.1. CermeHTaLUs CETH U pa3rpaHUUYCHUE IOCTYIA K CETEBBIM pecypcam.
2.2. Hactpoiika cTaTH4eCKON MapIIpyTH3AIUH.
2.3. lnHamuyeckas MapupyTH3aIuu.
2.4. KonpurypupoBaHHe CETEBbIX CEPBUCOB.
2.5. Pa3pa0boTka KIIMEHT-CEPBEPHBIX CETEBBIX MPUIIOKEHUI.
2.6. Kondurypuposanue 6ecripoBouoit cetn Wi-Fi.
2.7. MOHUTOPHHT CEeTeBOro Tpaduka.
2.8. Kondurypuposanue cereBoit uHppacTpyktypbl loT («ymHOTO 1OMaY).
3 CamocrosTenbHas paboTa CTyI€HTOB:
3.1. IloaroroBka K 3ammre Ja00paTOPHBIX padoT.
3.2. CaMOCTOSTENBHOE N3YUEHHE TEOPETUUECKUX MAaTEPUAJIOB 10 CAEAYIOIIUM BOIIPOCAM.
IP-neiirarpamMma. IIporokon NDP.
JIMCTaHIIMOHHO-BEKTOPHBIE TTPOTOKOJIBI MaPIIPYTU3aAUU. TEXHOIOTUH YIUIOTHEHUS! OMTUYECKUX
kanagsoB CWDM, DWDM u HDWDM.
Pacnpenenennsle cereBble npuiokeHus. CeMEHCTBO CTaHIAPTOB OECHPOBOJHBIX JIOKAIBHBIX
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MM

ceret [EEE 802.11x.

BHUpTYyanbHas ceTb LINP.

Hacrosiieit PITT).

Br160op ceteBoro 060pymoBaHus 10 SKOHOMHUYECKUM M TEXHUYECKUM KPUTEPHSIM.
Pacnipenenennsie cuctemsl ynpasieHus, SCADA-cuctembl, npombiinuieHHbd Ethernet. Ilon-
nepxka kauectBa ycayr B cetasx NGN. Texnonorus MPLS. Bupryanuszanus B Oynymux certsx,

3.3. IloaroTroBka K 3K3aMeHy 10 AUCLUILINHE (OLIEHOYHBIE MaTepUalIbl IPUBEICHBI B paszene 6

Texkymuii KOHTPOJIb:
- MPOBEPKa KOHCIIEKTOB JICKIUI U TOTIOTHUTEIbHBIX TEOPETUYECKUX MaTEPHAJIOB;
- IPOBEPKa OTYETOB MO JTAOOPaTOPHBIM padoTam;

- 3aIUTa JJa0OpaTOPHBIX padoT.
Pe3ynbraThl TEKyIero KOHTPOJsS (UKCHUPYIOTCS C HCIIOJIb30BAaHHEM TpPeXOalIbHONH CHCTEMBI
(0, 1, 2) mpu poBeIEHUH KOHTPOJIBHBIX HEACNb M0 Tpaduky priimana B TEYCHHE CEMECTPa, a TaKKe
YUUTBIBAIOTCS TPENOAABATENIeM IPU OCYLIECTBICHHM MPOMEXKYTOYHOW aTTeCTallud 1O HACTOSIIECH
TUCIUIINHE.

5. OBPA3OBATEJIBHBIE TEXHOJIOT' A

Tabnuua - Obpa3oBarenbHbIe TEXHOJIOTUH, UCTIOIb3yEMbIE IIPU PEAIN3aALNU PA3THUHBIX BHJIOB yueO-
HBIX 3aHSATUH N0 AUCLUILINHE

Ne | Bunsl yueOHBIX 3aHATHN OO6pa3zoBarenbHbIe TEXHOIOTUI
n/m
1 Jlexuuu Knaccuueckast (TpagunuoHHasi, WH(OpMAIMOHHAs) JEKIHUS B
dbopmare MyJIbTUMEIUWHBIX MPE3eHTAIUH.
2 JlaGopaTopHbie pabOThI TexHomoTHsT BBITTOTHEHHUS JIA0OPATOPHBIX 3aJaHU WHIUBUIY-
AJIbHO.
TexHomorust mpooOJIeMHOTO 00YUYEHHUST Ha OCHOBE aHAJIN3a PE3YJIb-
TaTOB JIA0OPATOPHON PadOTHI: MHAMBUIYANBHBIN OMpOC, Mpe-
CTaBJICHUE CTYJICHTOM PE3YJIbTaTOB JJAOOPATOPHOU PabOTHI B
¢dopme otuera.
3 CamocTtosTenbHas padorta HNupopMalilnoHHO-KOMMYHHUKAIIMOHHBIE TEXHOJOTHH (JOCTYN K
cryaenTtoB (BHeayautopHas) | QUOC ¢unmana, k 9bC ¢unmana, goctyn Kk MHOOpMAIMOHHO-
METOJUYECKIM MaTepHasiaM Mo JUCIUILINHE).
4 KoHnTtposb (mpomexxkyTounast | TexHOJOTHS yCTHOTO OIpoca.
aTTECTaIUs: SK3aMEH)
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6. OLEHOYHBIE MATEPHAJIBI 11 TEKYLIETO KOHTPOJIS U
IMMPOMEKYTOYHOM ATTECTALIAY — JUIA OLIEHKY KAYECTBA OCBOEHUSA
T CHATIIAHBI

K npomexyTO4HOH aTTecTaluy CTYACHTOB IO AMCLHILIMHE MOTYT IPHUBJICKAThCS IIPEICTaBU-
TeNnu paboTonaTeneil, mpeno aBaTey MoCcAeAYONIMX TUCIHUIUINH, 3aBeAYIoNHe KadeapamH.

Onenka ka4yecTBa OCBOEHUS JMCLUUIUIMHBI BKJIKOYAET KaK TEKYIIUH KOHTPOJb YCIIEBAEMOCTH,
TaK ¥ MPOMEXYTOUHYIO aTTECTALHUIO.

OI_IGHO‘-IHBIC CpcaAcCTBaA TCKYILICTO KOHTPOJIA YCIICBACMOCTH:

Bomnpocs! 11 3anutel 1abopaTopHOi paboThI
«CerMeHTanus CETH U pasrpaHUYCHUE JOCTYIIAa K CETEBBIM pecypcam»

1. Yto Takoe cerMeHT ceTH, nojaceth? I1o KakuM npudrHaM LenecooOpa3Ho MPOU3BOIUTH pa3zOreHHE
CETH Ha ITOACETH?
Kakue MeTopl cermeHTaluu ceTy Bbl 3HaeTe?
Kakum o0pa3oM ocymiecTBisieTcs pa3OueHne ceTH Ha MOACETH ¢ IOMOIBIO0 Macku?
Kak onpeznenuts He0OX01MMOE YHCIIO pa3psaoB Ha aapec nojacetu? Ha agpec xocra?
Jaiite onpenenenue Mapuipyruzaropa. Uto takoe nuito3?
KaxoBa Tonosnorust coeIuHeHMs NOJCETEN ¢ IOMOIIBIO MapLIpyTH3aTopa?
. Kakne HacTpoiiku HEOOXOIMMO BBIITOJHUTH, YTOOBI XOCTBI ABYX IOJCETEH, COCAMHEHHBIX 4epe3
MapILIpyTU3aTop, CTAIM BUAETH APYr apyra?
8. Maiite onpenenenne cnrcka ynpasienus goctynom (ACL). st kakux 1enei OH UCTob3yeTcs?
9. Kakue cymecTByIoT THIIBI U criocoObI co3nanust ACL-cnickoB?
10. KakoB CHHTaKCHC HIMEHOBAHHOTO PACHIMPEHHOIO CIIUCKA?
11. Kakum 006pazom co3qaHHBINA CIMCOK MPUKpEIUIsieTcs K nHTepdeiicy MapupyTusaropa’?
12.  Kak npocMOTpeTh CIUCKHU JOCTyMa Mapiipytuzaropa? Kak yaanuTe CCOK JOCTyma?
13.  Yto u3 cebds npeacraisieT mabIOH MacKu MpaBuia cniucka? [ kakux 1eneil OH UCIoNb3yeT-
cs1? B 4eM ero oTau4ne OT MacKH CceTu?
14. Yto takoe obOparnHas macka? Kakxum oOpa3oM e€ MOXXHO HCHONB30BaTh U (POPMHPOBAHUS
111a0JI0Ha MacKy MpaBuila CIIUCKa?
15. KaxkoBo geiictBue mabiaoHoB host 1 any B mpaBujie cucka gocrymna’?

Bormpocs! 1y1st 3anuThl 1a60paTOpHON PabOTHI

«Hactpolika craTuuecKo MapLpyTU3aumn»
JaiiTe onpeaeneHre MapUIpyTU3aLud, MapIIpyTa, TaOIHUIIbI MApIIPYTOB, MAPIIPYTH3ATOPA.
Kak coequHuTh MapiIpyTH3aToOphl IO OCIEI0BATEILHOMY HHTEpdelicy?
Kaxk nacrpauBaercs narepdeiic MappyTuzaTopa, HOAKITFOYCHHBIA K BHEITHEH ceTH?
Kak nactpauBaercst HHTEpQeiic MapIIpyTu3aTopa, MOJKIIOYSHHBIA K BHYTpeHHEH ceT?
Kakum crioco0sl 3a1anust MapiipyToB BbI 3HaeTe?
Kak 3agath craTuueckuii MapipyT K ONpeesIeHHOM cetn?
K xakum uaTEpdeiicam MapuipyTu3aTopa MOXKHO IMOJKIIOUYATH KOHEUHOE 000pya0BaHUE?

Bomnpocs! 11 3anuThl 1a00paTopHOI paboThI

«/IluHamu4eckass MapLIpyTH3aLUN»

Ha3zoBute Ha3HaueHUs, JOCTOMHCTBA U HEIOCTATKHU MPOTOKOJIa MapupyTHoit undopmaru RIP.
OcobGenHoctu nMpoTokoioB AuHamMudeckor mapmpytusanuun EIGRP, OSPF? BGP.
Onumure cxemy padotel npotokoia RIP.
Omnumute cxemy pabotsl mpotokona OSPF.
Kakue neficTBust HEOOXOIMMO BBITIOTHUTH, YTOOBI HACTPOUTH MPoTOKOI RIP Ha MapmipyTuzaropax?
Kax mpoBepuTh mpaBmiIbHOCTH pab0THI TpoTOKOIa RIP?
Kak coxpaHuTh KOH(UTYpaIIUIo MapIIpyTH3aTOPOB?

NGO LR LN
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Bormpocs! y1st 3anuThl 1a60paTOpHO PabOTHI
«KoHpurypupoBaHue CETeBbIX CEPBUCOBY

1. YUto Takoe cereBas ciyx0a, B 4eM COCTOUT OTIMYHE CETEBOM CIIYKObI M ceTeBoro ceppuca? Jlaiire
OIIpEEIICHUE TTOHATHUS TIOPT.
2. Jlaite onpeneneaue DHCP cepBepa? Kakoii cereBoii cepBuc obecreunBaer? Ha ocHOBEe Kakoro
MPOTOKOJIA paboTaer, Kakue GyHKUUHU BbIMoNHAeT? Kakue mopThl HCIOIB3YI0TCs?
3. Kakum oOpa3om Ha mapuipyTuzarope KoHpurypupyercs myn [P-aapecoB st KOMIIBIOTEPOB MOJb-
3oBarens’?
4. Kakum oOpa3oMm Ha cepBepe KOHPUrypupyercs myn [P-agpecoB i1t KOMIIbIOTEPOB MOJIB30BATEIIS?
5. Jaiite onpenenenue FTP cepepa? Kaxoii cereBoii cepBuc obecnieunBaer? Ha ocHOBE KakuX mpo-
TOKOJIOB pa0oTaeT, kakue pyHKIuu BeimoyHsgeT? Kakue mopThl HCTIONB3YIOTCS?
6. Kakue cymectBytoT crioco6s! nocrymna k FTP cepeepy?
7. Kakue mpoTOKOJIbI HCTIONB3YIOTCS IJ1s1 oOecrieueHus 6e30macHoi nepegadn Qaition?
8. Kax nactpouts cinyx0y FTP na cepsepe?
9. Kakum 06pa3om C Moap30BaTEIbCKOTO KOMIBIOTEPA 3arpy3uTh (Daiisl Ha cepBep WK ¢ HEero?
10. Haiite onpenenenue HTTP (WEB) cepsepa? Kakoii cereBoii cepBuc obecneunBaer? Ha ocHOBe
KaKoTo MPOTOKOJIa paboTaeT, kakue PyHKIuu BbimonHseT? Kakue mopThl HCTIONB3YIOTCS?
11.  Yro o3nauatot ab6peBuarypsr HTML, URL, HTTPS?
12. Kak Hactpouth Web-cepBuc Ha cepBepe? Kakum o0pa3zoM MOKHO MPOBEPUTH €ro paboTOCHO-
COOHOCTB?
13. Jlaitre onpenenenrie DNS cepBepa? Kakoii cereBoii cepBuc obecneunBaet? Ha ocHOBe kakoro
MPOTOKOJIA paboTaeT, Kakue GyHKUUHU BinonaHsAeT? Kakue mopThl HCIOIBb3YI0TCs?
14.  Yro Takoe TOMEHHOE UMsI, KaKOBBI MpaBmiia ero GopMupoBaHus?
15. Kaxk nactpouts DNS-cepBuc Ha cepepe? Kakum 00pa3oM MOXKHO MPOBEPUTH €ro paboToCIo-
COOHOCTB?
16. Haiite onpeneneane EMAIL cepBepa? Kakoii ceTeBoii cepBuc obecrnieunBaer? Ha ocHOBe Kakux
MIPOTOKOJIOB paboTaeT, Kakue PyHKIMHU BbIONHsIeT? Kakue mopThl UCTIONB3YIOTCS?
17. Kak HacTpouTh MOYTOBYIO CIyk0y Ha cepBepe? Kakum 00pazomM MOKHO MPOBEpUTH €€ padoTo-
CIOCOOHOCTH?

Bomnpocs! mis 3anutel 1abopaTopHOi paboTh

«Pa3paboTKa KIHEHT-CEPBEPHBIX CETEBBIX MPUIOKECHHUI
1. KakuM 00pa3oM MpOMCXOAUT KOMMYHHUKAIMS MEXAY KIMEHTOM U cepBepoM 1o mpotokory TCP?
Yro Takoe coker?
Kakue KOMIOHEHTBI UCIIOIB3YIOTCS ISl CO3/1aHUS KIIMEHT-CEPBEPHBIX MPUIIOKEHUN?
HazoBurte ocCHOBHBIE CBOKCTBA KOMIIOHEHTA CEPBEPA.
HaszoBure 0CHOBHBIE CBOKCTBA KOMIIOHEHTA KIIMEHTA.
Kakue neiicTBUS BBIOTHAIOTCA MPU 3aMTYCKE CEPBEPHON YACTH MPUIIOKEHUS?
Yro Takoe kputuueckas cekius? Kak 3anporpaMMupoBaTh KpUTHUYECKYIO CEKIUIO?
[TosicHuTe TUCTUHT TpOLeypbl 00CITY)KMBaHHsI IIOTOKA 3aIIpoca Ha cepBepe.
[TosicHuTe TUCTUHT IPOLIEAYPbI OTIPABKY 3aIllpoca C KIMEHTa Ha CEPBEP.
Kakxum 06pa3zom MOKHO OpraHM30BaTh Mepeaady COOOICHUN MEX Ay KINCHTaMH?
Bomnpocs! mis 3anutel 1a0opaTopHOi paboThI
«Kondurypuposanue 6ectipoBoHo# cetrn Wi-Fi»

JlaiiTe onpezneneHue 6ecrpoBOAHOM ceTrn?
Kakue ocnoBubie ctannaptel WLAN onpenensier IEEE? Uem onu oTimyatorcs?
Yro o3znavaeT abbpeBuarypa Wi-Fi?
Kaxkue crangaptet WLAN oOecrieunBaroT ckopocTu niepeaaun 6ospimne 1 '6ut/c?
Kakne pekoMeHaum npucyTcTBYIOT B Habope npotokosio 802.11x?
Kaxkue ycTpoiicTBa 1 KaHaJIBI CBSA3U UCIIOJIB3YIOTCS TIPH TIOCTPOSCHUHU OCCTIPOBOAHBIX CETEH?
Ha3zoBuTe OCHOBHBIX Pa3HOBUAHOCTH UCTONb30BaHUSA Wi-Fi mpu mocTpoeHnH J0KaIbHBIX CETEH.
Kaxk HacTponTh KOMIIBIOTEp HA TOAKITIOYCHUE B CETh Yepe3 OeCpoBOAHBINA poyTep?
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9. Kak HacTpouTh HOYTOYK Ha MOJKIIOYEHHUE B CETh Uuepe3 OCCIIPOBOHBIN poyTep?
10. Kaxk HacTpouth cMapTOH Ha MOIKIIOYCHHE B CETh Yepe3 OeCIpOBOHBIN poyTep?
11. Kakue HacTpOWKH HEOOXOIUMO BHITIOJIHUTH B «CETH MpOBanaepar?
12.  Yro coboii mpencrasiset TexHomoruss NAT u uis Kakux 1ieeil oHa UCTOIb3yeTcs?

Bompocs! 1y1st 3anuThl 1a00paTOpHO PabOTHI

«MOHUTOPHUHT CETEBOTO TpaduKa»

1. Jlns xakux 1enei mpoBOIUTCS MOHUTOPHUHT Tpaduka cetu?
2. Kak BBINOJHUTH 3aXBaT CETEBOr0 Tpaduka pabodei cTaHIuu?
3. Kak MOXHO ONpeaeuTh TPUHAIIECHKHOCTD IMAKETA Y31y CETU U MPOTOKOITY?
4. Kak momy4uTh OOIIYyI0 CTATUCTHUKY T10 3aXBary?
5. Kak nmonmyuuts nndopmarmio o pacupeaeiacHuu Tpaduka mo npoTokosam?
6. Kakoii Tpaduk moreHuagbHo onacen?
7. Haznauenue u cTpykTypa coodmenus npotokosia [ICMP.
8. Coop u aHanu3 naHHbIX npoTokosa ICMP no nokansHBIM y31aM B iporpamme Wireshark.
9. Ha3znaueHue u cTpyKTypa AedrarpaMmmsl mpotokosia UDP.
10. Co6op u ananu3 manubix nporokona UDP B mporpamme Wireshark mpu obpamenuu k cepBepy
DNS.
11. Kaxk ucnons3yercs nporokosn UDP npu onpenenenun IP-anpeca xocta 1o ero 1TOMEHHOMY UMe-
Hu?
12. Kakum o6pa3om B criucke naketoB UDP MOXHO HaifTH 3alTUCh CTaHAAPTHOTO 3a1poca, K KaKOMY
60 xocty? Kakue cBeneHus coaepkaTbCsi B 3TOW CTPOKE.
13.  KakuMm 00pa3om Mo CBeIEHHUSIM O CTaHJAPTHOM 3arpoce MOxHO onpeaenuts [P u MAC-anpeca
KOMITbIOTE€Pa-UCTOUYHUKA 3apoca, OCHOBHOTO 1ILTI03a?
14. Kaxkue cBenenus o cragaaptHoM DNS-3anpoce copepkatcst B okne User Datagram Protocol? B
okHe Doman Name System (query)?
15. Kak u3MeHsA0TCS poau UCTOYHMKA U Ha3HaueHus B DNS-3anpoce u DNS-oTBete?
16. HasnaudeHnue u npuHIUi padboTel mpotokona TCP.
17. Coop u ananu3 ganusix nporokoia TCP B mporpamme Wireshark.
18. Kak HaspiBaeTcsl mporecc ycraHoBieHus ceanca TCP Mexay kiaueHToM u cepBepoM? M3 kakux
3TaroB OH COCTOUT?
19. KakuMm 00pa3om B CIIMCKE MAaKETOB HAUTH CETMEHT IEPBOTO Tara TPEXITAITHOTO KBUTHPOBAHUS?
Kak nepeiiTu Ha cie1yroIil CErMEHT TPEXATAITHOIO KBUTUPOBAHUSA?
20. Kakwue cBenenus o cermente TCP coneprxarcs B okae Transmission Control Protocol?
21. Ha ocHoBanum kakoi uHpopMauu u3 3aroyioBka cermenta TCP MOXXHO caenarh BBIBOJ O TOM,
yto coenuHenue TCP nHactpoeno?
22. Kakum obpazom B Wireshark Mo>XxHO OTGHMIBTpOBaTh MAaKeThl COSAMHEHUS MEXKIY IBYMS COKe-
Tamu’?
23. Kak naiitu 3akmountenbubiid maker TCP-ceanca?

Bomnpocs! mis 3anmthl 1a00paTopHOi paboThI

«Kondurypuposanue cereBoit uHppacTpykTypsl 10T («ymHOTO TOMa»)»
1. HMaiite onpenenenue TakuM NOHATHIM Kak «MHayctpus 4.0», «[IpoMbiunenssiii MarepueT», «Mn-
TEPHET BEUIEH», «Y MHOE NIPEANIPUATHEY, «Y MHBIM TOM.
2. Kakue ¢pyHKIMOHATBHBIC YPOBHH UMeeT apxuTekTypa [oT?
3. Uro B OTHECETE K ceTeBoi nHpacTpykType [oT?
4. V3 kakux yCTPOUCTB COCTOUT UHTEIIEKTYyalbHasl JOMAIIHSIS CETh?
5. Uro HEoOX0oAMMO cienaTh, YTOObI MOJKIIOYUTH HOBOE CETEBOE YCTPOICTBO B MHTEIUIEKTYAIbHYIO
JIOMaIIHIoK0 ceTh? Kakue crrocoOnl OAKIIOUEHNS BbI 3HaeTe?
6. Kakum o6pa3om mo0aBisieTcst MPOBOIHOE YCTPOMCTBO BBOAA-BhIBO1A?
7. Kak 106aBuTh 0E€CIIpOBOIHOE YCTPOHCTBO BBOJA-BBIBOA?
8. Kakxum 00pa3om HacTamBaeTCsi MHTEIUICKTYyalIbHOE CETEBOE YCTPOMCTBO?
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OneHouHbIE CpelICTBA AJIs IPOMEKYTOUHOM aTTeCTalUu:

[IpuMepsl BOIIPOCOB K 3K3aMEHY M0 AUCIUIIIMHE

CeteBoll U TpaHCHOPTHBINA ypoBHU Mojenu OSI.

Creku cereBbix mpoTokonoB [PX/SPX, NetBIOS/SMB, DECnet, SNA, OSL

Ha6op npotokonoB TCP/IP. Muakancymsiusi.

Mexceresoit mporokon IP. IP-geiitarpamma.

[Tpotokon obmena ympasistomumu coodmenusimu [CMP.

IIporokon TpancnoprtHOro ypoBHs TCP. ®opmar cermenra. TCP-nopThl.

[IpoTokon TpancnoptHoro ypoBHsi TCP. YcranoBnenue coequnenust TCP. [lepenaya qaHHbIX 11O

METOJly C IPUMEHEHUEM OKOH.

8. IlIpotokon TtpancnoptHOro ypoass UDP.

9. ®opmar agpecos [Pv6.

10. Tunsr anpecoB IPv6: riiobanbpHBIN FOHUKACT, YHHKAIbHBIC JIOKAJILHBIE a/Ipeca, JIOKAJIbHBIC ajpeca.

11. Tumst anpecos [IPv6: MynbTUKACTOBBIC aapeca, HeompenenEHHbii anpec, loopback , anpeca [Pv4,
otoOpakeHHbIe B IPv6, anbTepHaTUBHEIE ajipeca.

12. Ilnanuposanue noxacereit IPv6.

13. Orobpaxenue pusndeckux aapecos Ha [P-aapeca: mpotokosnsr ARP 1 RARP.

14. Ilpotoxon NDP.

15. MapuipyTtusanus 1 aBTOHOMHBIE CUCTEMBI.

16. IlpuHIUIIBI MApIIPYTU3ALHH.

17. Cratuueckas U TMHAMHAYECKasi MapIIpyTU3aIUs.

18. IIpoTOKOIBI AMHAMUUYECKON MApIIPyTHU3ALNH.

19. IucTaHIIMOHHO-BEKTOPHBIE TPOTOKOJIBI MAPLIPYTU3AIUH.

20. I'moGanbHbBIE CETU: OCHOBHBIE MIOHSATHUS U ONpeIeleHus], QYHKIIMU U CEPBUCHI, POCCUICKHUE TII0-
OanbHbIE CETH.

21. Ctpyktypa 1 060py0oBaHHE III00ATBHOMN CETH.

22. KoMMyTaTopbl ¥ MapmipyTH3aTOPHI TJIOOATBHBIX CETEH, YAAICHHBIC MOCTHI.

23. MynbTUILIEKCOPBI.

24. CetH C BBIICJICHHBIMU KaHaiaMu CBsi3U. @u3nyuecKas BblCICHHAs TUHUS CBI3U. Pagnopeneiitnas
CBSI3b.

25. CetH ¢ BBIZICJICHHBIMH KaHajaMu cBs3u. [{udposas BeifeieHHAS IMHHUS.

26. Cetu c KOMMYTAaIMEW KaHAIOB.

27. Cern ¢ KOMMYTallME AKETOB.

28. IIne3noxponHas udposas uepapxus PDH.

29. Cunxponnas nudposas uepapxust SDH.

30. Mynprumniekcopsl 1 Tonosnoruu cereit SDH.

31. TexHonoruu yrioTHeHus ontuyeckux kanaitoB CWDM, DWDM u HDWDM.

32. CrpykTypa u TexHoJoruu cetu X.25.

33. Ceru Frame Relay: obmue cBenenusi, apxuTekTypa.

34. Ceru Frame Relay: ctpykTypa u o6opynoBanue, mojaiaepxka napamerpon QoS.

35. Texnonorus ATM: obmme cBeneHusi, apxutekrypa cereirt ATM.

36. Texnonoruss ATM: monens ATM, kauectBo oOcimyx)uBanus QoS.

37. IP-cern.

38. CeaHCOBBIH, IPEACTaBUTEILCKUN U NpUKIaAHON ypoBHHM Moaenu OSI. IIpuknanHoit ypoBeHb Mo-
nenu TCP/IP.

39. CereBble CITy>KOBI 1 CEPBHCHI.

40. Cityx6a DNS: obmue cBenenus, uepapxusi umeH DNS.

41. ®opmar DNS cooOmienuit u tunsl 3anuceid DNS.

42. ABToMartu3ais KOHPUTYpHUpOBaHUsI ceTeBBIX HHTEpdericoB, nporokon DHCP.
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IIpuMep npakTUYECKUX 3aJaHUl, BHIHOCUMBIX Ha 3K3aMEH, I IPOBEPKU IIPAKTUYECKUX YMEHUHN U

Ceresbie npuiiokenus: ogqaopanrosas (P2P) u daiin cepBepHast apXuTEKTYpBHI.

CereBble IPUIIOKEHMS: KIIMEHT - CEPBEPHAs apXUTEKTYPA.

Tpex3BeHHast ApXUTEKTypa C CEPBEPOM MPHUIOKECHUH.

THUIOBBIE CTPYKTYPBI KIIMEHTCKUX MPUIIOKEHUMN.

Pacnipenenennsie cereBble MpUIIOKeHUA. [[peBOBUIHAS apXUTEKTypa paclpeaeIEHHbIX CUCTEM
Pacnpenenennsie ceTeBble npuiiokeHus. Cucrema npsiMoro oOMeHa JaHHBIMHU.
BbecripoBoanbie cpepl epenayn nanHbIX. CUTHAIBL UIs Tepeaayd uHpopmanui. Moaynsuus
curHasioB. [IponmyckHasi cCHocoOOHOCTh KaHaa.

MeTtoasl focTyna K cpesie B 0ECIIpOBOIHBIX CeTAX. TeXHONOrus paciIupeHHOro CIEKTpa.
BbecnpoBoausie cetn WiFi. CemelicTBO cTaHIapTOB OecripoBOAHBIX JIOKAIbHBIX ceTeil IEEE
802.11x.

[TpoexTupoBanue cereit cemeiictBa Ethernet.

Br160p cereBoro o6opynoBaHus M0 SKOHOMHUYECKUM U TEXHUYECKUM KPUTEPHUSIM.
Knaccugukanus cpecTB MOHUTOPHHTA U aHATIN3A.

AHanu3aTopel CETEBBIX IPOTOKOJIOB.

CereBble aHanm3aTopsl. KabenbHbIe CKaHEPHI M TECTEPHI.

[TonsiTre n obmacT mMpuMeHeHUs cucteM peabHoro Bpemeru (CPB).

[Ipomsimnennsie cetu. CAN, PROFIBUS, MODBUS, MODBUS TCP.

CereBas uH(ppacTpyKTypa NPOMBIIUIEHHOTO MPEANPUATHUS.

Pacnpenenennsie cucremsl ynpasnenusi, SCADA-cucremsl, npombinieHHbli Ethernet.
Nunpyctpus 4.0, MHTEIIEKTyaIbHOE TPOU3BOJICTBO.

Wurepner Bemieit (IoT): mousaTre u 6a30BbIe MPUHITUTIBL.

Apxurektypa loT: ypoBHH CEHCOPOB M CEHCOPHBIX CETEH, IILTFO30B U CETEH.

Apxurekrypa IoT: cepBUCHBII YPOBEHb U YPOBEHB IPUIIOKEHHH.

[Tonstue n HopMmatuBHas 6a3a cereid NGN.

Ocobennoctu pyHKIMOHUPOBAHUS U apxuTekTypa cereil NGN.

MynbTUIIPOTOKOJIbHAS TPAHCIIOPTHAS CETh

ITonnepkka kauectBa ycayr B cetsx NGN. Texnonorus MPLS.

Cetu Future Networks.

Bupryanuzamnus B Oynymux ceTsx, BUpTyanbHas cetb LINP.

HAaBBIKOB CTYACHTOB IO AUCIUILIINHE

cMoeHcKui
( DUNTNAITT

i1y

Jns 3amaHHBIX MCXOJHBIX JAHHBIX CeTH paccuurtarh noiacetu IPv4. Anpec ceru: 172.21.0.0.
KomuectBo noxacereit: 3. KonmnuectBo xoctoB B nepBoit noacetu: 490. KonumyecTBoO XOCTOB BO BTO-
poit moaceru: 210. KommdectBo XocToB B Tperbeil moacetu: 40. B cetn, mocTpoeHHO B (aiine
zadachal, mpoBepuTh NMPaBUILHOCTH BHITIOJIHEHHBIX PACUETOB.
B ceru, moctpoennoii B (aiine zadacha? coenunuts moacetu 1 u 3 Takum 006pazom, 4TOOBI XO-
CTBI ITOACETH 1 BUIEIM XOCTEI OJICETH 3.
B ceru, noctpoenHoit B (aiine zadacha4, n3mMeHUB Macky, TOOUTHCS, YTOOBI BCE XOCTHI BUACITH
npyr npyra. Hactpouts Web-cepBuc Ha cepBepe noaceru 0. Hactpouts cimyx0y DNS Ha cepBepe
MOJICETH 3 ¥ IPOBEPHUTH BO3ZMOKHOCTH IPOCMOTpPA BEO-CTPaHUIl IO TOMEHHOMY UMEHHU.

B ¢ununane ucnonp3yercs cucreMa ¢ TPAAULMOHHON IIKAJION OIEHOK — "oTauyHo", "Xoporo",

"yI0BIETBOPUTEIBLHO", "HEYIOBIIETBOPUTENLHO", ""3auTeH0", "He 3auTeHo" (manee - naTHOAJUILHAS CH-
2 b 2

cTemMa).
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CMOsIEHCK I

( D@NInN I!ﬂ
Y
vlun_

dopma MPOMEKYTOUHOM aTTECTALUH MO HACTOSIIEH JUCHHUIUIMHE — 9K3AMEH.

[IpumeHsieMble KPUTEPUN OLICHUBAHUS IO TUCIUIUIMHAM (B COOTBETCTBUU C MHCTPYKTHBHBIM
mucekMoM HIY MOU ot 14 mas 2012 roga Ne 11-23):

OneHka
0 JUCIH-
ILTHHE

Kputepuu onieHKH pe3ynbTaToB
o0y4eHUs IO TUCITUTLTNHE

«OTIHYIHOY/
«3aYTEHO
(oTuHO)»/
«3a4TEHOY

BricraBnsiercs oOydatoniemycsi, 0OHapyKMBILIEMY BCECTOPOHHEE, CUCTEMAaTHUECKOE U
r1y0OKOe 3HaHWE MaTepUaoB U3YYEHHON AUCHUILINHBI, YMEHUE CBOOOIHO BBIMOIHSITh
3a1aHKs, IIPEAYCMOTPEHHBIE IIPOIPAaMMOM, YCBOUBILIUN OCHOBHYIO M 3HAKOMBIN C JI0-
MOJTHUTEJILHON JTUTEPATYPOr, PEKOMEHOBAaHHOW pabodeld mporpaMMOi JUCITUTIINHBL,
NPOSIBUBIIEMY TBOPUYECKUE CIIOCOOHOCTH B TOHUMAaHHUHM, U3JI0KEHUH U UCTIOIb30BaHUU
MaTepuaioB W3yYEeHHOW IUCIUIUIMHBL, O€3yNpeyHO OTBETHUBILIEMY HE TOJIbKO Ha BO-
npocel Ouiiera, HO U Ha JIOTIOJIHUTENIFHBIE BOIPOCHI B paMKax paboueil mporpaMmbl
JUCLHUIIIIMHBL, TPaBUJIBLHO BBINOJIHUBIIEMY MpakTUUYeCcKoe 3aaanue. OueHka 1o Jucuu-
IUTMHE BBICTABISIOTCS 00YYaIOIEMYCs C YUETOM PE3yJIbTaTOB TEKYIIETO KOHTPOJIS.
Komnerenuuu, 3akperi€HHble 3a IUCHUIUIMHON, chOpMHUpPOBaHBI Ha YPOBHE — «3Ta-
JIOHHBIN.

«XOpOII0Y/
«3a4TEHO
(xoporo)»/
«324TEHOY

BricTaBnsercs oOyuaromemMycsi, 0OHapyKUBIIEMY TTOJTHOE 3HAHME MaTepraja U3y4eH-
HOM TUCHUILIMHBI, YCIICIIHO BBIMOJIHAIOMIEMY MPEyCMOTPEHHBIE 3a/1aHKs], YCBOUBIIIE-
My OCHOBHYIO JIUTEPATypy, PEKOMEHIOBAaHHYIO paboueill mporpaMMoil JUCITUTUINHBL,
MOKa3aBUIEMY CHUCTEMaTHYECKUN XapakTep 3HAHWM MO MUCUUILIMHE, OTBETUBILIEMY Ha
BCE BOMPOCHI OWJIETa, MPABWJIHHO BBHITIOJHUBIIUNA MPAKTUYECKOE 3aJaHHe, HO JOITy-
CTHUBIIHIA TIPU 3TOM HENPHHIMITUATBHBIC OIHOKH. OIeHKA M0 JUCIUIUTNHE BBHICTABIIS-
I0TCsI 00yJaroImeMycs ¢ YIETOM PE3yIbTaTOB TEKYIIETO KOHTPOJIS.

Komrmierenium, 3akperi€éHHble 3a AUCHUILTUHON, chOpMHUpPOBAHBI HA YPOBHE — «IIPO-
JIBUHYTBINY.

«yIIOBJIETBO-
pUTETBHOY/
«3aUTEHO
(ynoBmieTBo-
PHUTENBHO)»/
«3aUTCHO

BricraBnsercs o0y4aromemycs, 0OHapyKMBILIEMY 3HAHHE MaTepHaja W3y4eHHOU Jauc-
[UTTMHBI B 00beMe, HEOOXOAUMOM ISl JaNbHEHIIeH yueObl B mpencTosuiei padoThl
1o MPOQECCHH, CIPABISIFONIEMYCS! C BBITIOJTHEHUEM 33aHU, 3HAKOMOMY C OCHOBHOM
JUTEPATYPOM, pEKOMEHIOBAHHOU paboveil mporpaMMon AUCITUIUIMHBL, JOMYCTHBIIEMY
MOrpeIIHOCTL B OTBCTC HAa TCOPECTUUYCCKUC BOIIPOCHI I/I/I/IJII/I IIpU BBITIOJIHCHUHW MPAKTH-
YECKHMX 3aJaHuii, HO O0JaJaronieMy HEOOXOJUMBIMU 3HAHUSAMH JJISI MX YCTPAHCHUS
noa pyKOBOACTBOM IIPCIIOAaBaTCIIA, .HI/I6O HCIIPABUJIbHO BBINIOJIHUBIICMY IMPAKTUYC-
CKOE€ 3aJIaHKe, HO TI0 YKa3aHMIO IIPETI0/1aBaTelsl BHITTOTHUBIIIEMY IPYTHE MTPAKTHUECKUE
3alaHusA U3 TOTO KC pa3acia JUCHUIIIINHBI.

Kommnerennum, 3akpeni€éHHbIe 3a TUCIUIUIMHON, COPMHUPOBAHBI HA YPOBHE — «IIOPO-
TOBBINY.

«HEYOBJIE-
TBOPHUTEIIb-
HOY»/ HE 3a-
YTEHO

BricTaBnsercs oOyuaromemycs, 0OHApYKUBIIIEMY Cepbe3HbIC MPOOEIbI B 3HAHMUIX OC-
HOBHOI'O MaTcpualia H3y‘-IeHH0171 JAUCHUIIIMHBI, OOMYCTUBLICMY MPUHIUIIHNAIBHBIC
OIMOKY B BBHITIOJHEHNUH 3a/IaHUI, HE OTBETUBIIIEMY Ha BCE BOIPOCH OMiieTa U JAOMOJ-
HUTCJIbHBIC BOIIPOCHI U HCIIPABUJIIBHO BBLIMTOJIHUBIICMY MPAKTHYCCKOC 3aJaHUC (Hera-
BIWJIBHOE BBIMIOJHEHHE TOJBKO MPAKTUYECKOTO 3aJaHUsl HE SBISICTCS OJHO3HAYHOU
MPUYMHON J1JIs1 BBICTABJICHUSI OLICHKU «HEYIOBIETBOPUTENIBHOY). Kak mpaBuiio, olieHKa
«HEYIIOBIICTBOPUTEIHHO CTABUTCS CTYACHTaM, KOTOPbIE HE MOTYT MPOAOJDKUTH 00yUe-
HHUE 110 00pa3oBaTeIbHOM Mporpamme 06e3 JONMOTHUTEIbHBIX 3aHATUH 110 COOTBETCTBY-
foniel aucnuiuimHe. OleHKa 10 AUCIUILTHHE BBICTABIISIOTCS 00yJaloneMycs ¢ y4EToM
PE3YIbTATOB TCKYILICT'O KOHTPOJIA.

KommereH1in Ha ypOBHE «IIOPOTOBBINY, 3aKPEIUIEHHBIC 33 TUCIUILIHHON, HE CHOPMHU-
pOBaHBL.
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7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJINHBI
Y4yeOHoe 1 yueOHO0-1a00paTOPHOE 000PYyI0BaAHHE

Jist npoBeaeHNs JTeKIIMOHHBIX 3aHATHH UCIIONIb3yeTCsl yueOHast ayJUTOPHS AJisl IPOBEICHUS
3aHSATUN CEMUHAPCKOI0 THUIA, TPYIMIOBBIX U MHAWBUAYAIbHBIX KOHCYJIbTAIMH, TEKYIIETO KOHTPOJIS U
MMPOMEKYTOUYHOW aTTECTAllMK, OCHAICHHAs CHEIUaTU3UpPOBAHHON MeOeblo; JOCKOW ayIuTOPHOM;
JEMOHCTPAIIMOHHBIM O00OPYIOBAaHUEM: TEPCOHAIBHBIM KOMITBIOTEPOM (HOYTOYKOM); TMEPEHOCHBIM
(cTarmoHApHBIM) TIPOEKTOPOM.

Jliist mpoBeieHusl 3aHATHIL JIaDOPATOPHOr0 THIIA UCIIONB3YETCs yueOHas ayIuTOpuUs s Ja-
O0paTopHBIX PadOT, BBHIMOJIHAEMBIX B KOMIIBIOTEPHOM KJlacce, OCHAIllEHHAs ClielnaIn3upOBaHHON Me-
0eIbIo; JTOCKON ayqUTOPHOM;, MEPCOHATBLHBIME KOMITBIOTEPAMH, CBS3aHHBIMU JIOKAIBHON BBIYMCIIH-
TETBHOMN CEeThIO C MoAKIIoYeHUEM K ceTr MHTepHeT u qoctynom B DMOC dumana, ykoMIJIEKTOBaH-
Hasi CTOWKOW C aKTUBHBIM CETEBBIM 000pYI0BaHHEM (KOMMYTATOpAMU U MapIIPyTH3aTOPAMHU).

Jdns camocTosiTeIbHON PadoThl 00YYAKIIMXCH M0 JUCUUIUIMHE UCHOJIb3YETCS MOMENIEHUE
IUISL CAMOCTOSITENIFHON pabOThl 00YYaroIuXcs, OCHAILICHHOE CIIEIHATU3UPOBAaHHON MeOeIbIo; JOCKOM
ayTUTOPHOM; MEepPCOHAIbHBIM KOMIIBIOTEPAMH C MOJAKIIOUYEHHEM K ceTH VIHTepHeT M JOCTyrnoM B
SUOC dunnana.

IIporpammHoe obecnevyenue

[Ipu mpoBeieHNH JIEKIIMOHHBIX 3aHATUN MPeAyCMaTPUBAETCS MCIIONIb30BaHKe akeTa Microsoft
Office (cuctema 11t MOATOTOBKHU U TTPOBeACHUS Tipe3eHTanuidi Microsoft Power Point).

[Tpu mpoBeneHnn 1a00paTOPHBIX PAOOT CTyIEHTAMU MPEAyCMaTPUBACTCS UCIIOJIB30BAHUE CH-
MyJsiTopoB ceTu niepenaun gaHHbx NetEmul, Cisco Packet Tracer, ananuzaropa ceTeBbIX IPOTOKOJIOB
Wireshark, cpenst pazpaborku Delphi B coctaBe Embarcadero RAD Studio u TekcToBoro pemakropa
Microsoft Word myist opopmieHust oT4eToB.

8. OBECIIEYEHHE OBPA30OBATEJIbHOI'O ITPOIECCA AJIA JINI]
C O'PAHUYEHHBIMU BO3MOKHOCTAMMU 310POBbA 1 UHBAJIM10OB

B xone peanuzany JUCIUTIUIMHBI UCIIONB3YIOTCS CIIEAYIONINE TOTIOTHUTEIBHBIE METOIBI 00Y-
YEeHUsI, TEKYIIEr0 KOHTPOJII YCIEBAEMOCTH U MPOMEKYTOYHON aTTECTAllMU O0YJarolIMXCs B 3aBUCH-
MOCTH OT UX UHJIUBHUIyaIbHBIX OCOOCHHOCTEH:

IJIS CJIeNbIX U CJIa00BHISIIIINX:

- JCKIIUHN Oq)OpMJ’ISIIOTCSI B BHUJIC 3JICKTPOHHOT'O JOKYMCHTA, JOCTYITHOTO C IMOMOIIBIO KOMIIbIO-
Tepa Co CTIeNUATM3UPOBAHHBIM TPOTPAMMHBIM 00ECTICUCHHEM;

- MUCbMCHHBIC 3alaHU BBINIOJHAOTCA HAa KOMIIBIOTCPC CO CIICHUAIM3UPOBAHHBIM HPOTIpaMM-
HBIM 00€CIIEYCHUEM, UITH MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

- o0ecrieunBaeTCsl MHAUBHUIyalIbHOE paBHOMEpPHOE ocBerieHne He Mmeree 300 Jrokc;

- JUTSL BBITIOJTHCHUS 3aJlaHusl IPU HEOOXOJUMOCTH TIPEIOCTABISIETCS YBEINIHUBAIOIIEE YCTPOU-
CTBO, BO3MOXXHO TaK>X€ HMCIIOJIb30BaHUC COGCTBCHHBIX YBCINMYHBAIOIUX YCTpOﬁCTB;

- MIUCHMEHHBIE 3aJaHusI OPOPMIISIOTCS YBEIIMYCHHBIM MIPUPTOM;

- 3a4€T MPOBOJUTCS B YCTHOM (popMe HITH BBIIOJHSETCS B MUCbMEHHON (JOpMe Ha KOMIIBIOTEpE.

JJISl TIIYXUX H ¢J1a00CAbIIAIINX:

- JCKIIUHN Oq)OpMHSIIOTCSI B BUJC 3JICKTPOHHOI'O JOKYMCHTA,

- MIMCHMEHHBIC 3aJJaHMsI BBIIOJHAIOTCS HA KOMIIBIOTEPE B MUCBMEHHOH (popme;

- 3a4€T MPOBOAMTCS B MUCHMEHHOUM (opMe Ha KOMITBIOTEpPE; BO3MOXKHO MpOBeACHUE B hopme
TECTHPOBAHUSI.
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AJIs1 JIMI ¢ HAPYIIEHUSIMU ONIOPHO-IBUIaTeJIbHOI0 annapara:

- JIeKIMK 0(OPMIIIOTCS B BUJE DJIEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C MOMOIIBIO KOMITBIO-
Tepa co CIeUHUaIN3UPOBAHHBIM MPOTPAaMMHBIM 00ECIICUeHHEM;

- TUCHbMECHHBIC 3aJIaHUS BBITIONHSIOTCS Ha KOMITBIOTEPE CO CIECIHUATN3UPOBAHHBIM TIPOrpaMM-
HBIM 00€CITeUeHUEM;

- 3a4€T MPOBOJUTCS B YCTHOU (hOpME WIIM BBIMOJHSIETCS B MICHMEHHON (OpME Ha KOMIIBIOTE-
pe;

- HCIIOJIB3YETCs crennanbHas yuebnas ayauropus s aun ¢ JIOB3 — ayn. 106 rnaBHoro y4eo-
Horo kopiryca o ajapecy 214013, r. CMmosieHCcK, DHepreTuuecKkuid np-a, 1.1, 31aHiue SHepreTu4ecKoro
HWHCTUTYTa (OCHOBHOM KOPITYC).

[Tpu HeoOXOMMMOCTH MpeTyCMaTPUBACTCS YBEIHUEHNE BPEMEHHU IS [TOITOTOBKH OTBETA.

[Iponenypa npoBeaeHHUsI MPOMEKYTOUHONW aTTeCTALUHU AJIs 00YYaIOLINXCsl YCTaHABIMBAETCS C
y4€TOM MX MHIMBUIYaTIbHBIX McUXO(pu3nueckux ocodeHHocTel. [IpomexxyTouHas arrectaluns MOXKET
MIPOBOAMTHCS B HECKOJIBKO ATAIOB.

[Ipu mnpoBeneHuu MpoUEAYPbl OICHUBAHHS PE3yJAbTaToB OOy4YEHUsS MpeaycMaTpHUBaeTCs
HCTOJIb30BaHNE TEXHUYECKHX CPEACTB, HEOOXOMUMBIX B CBSA3HM C WHAMBHUIYAJIbHBIMH OCOOCHHOCTSIMHU
oOyyaromuxcsi. OTH CpelicTBa MOTYT OBITh IPENOCTaBIEHBI (PUIMATIOM, UM MOTYT UCHOJIb30BaThCA
COOCTBEHHBIEC TEXHHUUYECKUE CPEJICTBA.

[TpoBenenue mpoueaypsl OLEHUBAHUS PE3YIbTaTOB O0YUYEHHS JOMYCKAETCsl C UCIOIb30BaHUEM
JTUCTAHIIMOHHBIX 00Pa30BaTEIbHBIX TEXHOIOTH.

OGecneunBaeTcs A0CTYNn K MH(OPMAIMOHHBIM M OHOJIHOrpadguyeckuM pecypcamM B CeTH
HuTepHeT 1715 Kaxa0r0 o0ydaromierocs B (hopMax, aIaiTMPOBAHHBIX K OTPAHUYCHUSIM UX 3JJOPOBBS U
BOCHPUATHS HH(OPMALIUU:

JJIS1 CJIeNBIX M C1a00BHISIIIUX:

- B IeYaTHOU (popMe yBEITMYCHHBIM MIPUPTOM;

- B (hopMe 3IEKTPOHHOTO JOKYMEHTA;

- B popme ayauodaiina.

AJIsl TJIYXHX U ¢J1200CabIIALHX:

- B Ie4aTHou popme;

- B (hopMe 3JEKTPOHHOTO TJOKYMEHTA.

AJis1 00y4aloIMXcsl ¢ HAPyIIeHUsIMU ONIOPHO-IBUIaTeJIbHOI0 annapara:

- B Ie4aTHoH ¢opme;

- B popMe 3JIEKTPOHHOTO IOKYMEHTA;

- B (hopme ayanodaiina.

9. VYEBHO-METOJAYECKOE 1 HTH®OPMAIIMOHHOE OBECITEYEHUE
T CHATIIAHBI

OcHoBHas uTEparypa.

1. Kyry3oB O. U. UHpoKkOMMYyHHKAITMOHHBIE CUCTEMBI U CETHU [3JIEKTPOHHBIN pecypc]: ydeOHuK /
O. U. Kyry3os, T. M. Tarapuuxosa, B. B. IlexanoBckuii. — Cankr-IlerepOypr: Jlans, 2020. — 244 c.
Pexxum moctyma: https://e.lanbook.com/book/136177.

2. Kosran H.M. KomMmsioTepHbie ceTu [37eKTpOHHBIN pecypc]: yuebHoe nocobue / H.M. Kosras.
— MuHCcK: PUIIO, 2019. - 180 C. Pexum JOCTyMa:
https://biblioclub.ru/index.php?page=book&id=599948.

3. T'enp0yx C.C. Cetn OBM u TenekoMMyHUKAIIUU. APXUTEKTypa M OpraHU3aIMs [IJIEKTPOH-
HBII pecypc]: yuebnoe mocodue / C.C. I'ens0yx. — Cankr-IletepOypr: Jlanb, 2019. — 208 c. Pexum
nocryma: https://e.lanbook.com/book/118646.

4. OCHOBBI KCIUTyaTallil KOMIIBIOTEPHBIX CETEW [IIEKTPOHHBIA pecypc]: ydeOHUK ans Oaka-
naBpoB: / JLH. lemumoB. — Mocksa: IIpomereii, 2019. — 799 c. Pexum pgocryma:
http://biblioclub.ru/index.php?page=book&id=576033.
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5. baceiaa E.A. CucremHOe agMUHUCTPUPOBaHHE W WH(POpPMAIMOHHAS OE30MaCHOCTH [d3JIeK-
TPOHHEIN pecypce]: yaeoHoe mocodue/ E.A. bacwias; HoBocubupckuii rocy1apCTBEHHBIN TEXHUYESCKUI
yHuBepcuteT. — HoBocubupck: HoBocuOMpCKuii rocy1apCTBEHHBIN TEXHUYECKU yHUBEpCUTET, 2018.
—79 c. Pexxum nocryna: URL: https://biblioclub.ru/index.php?page=book&id=575325.

JonoaHuTebHAS JUTEpPATypa.

1. BbluncnuTenbHbIe CUCTEMBI, CETH M TEJICKOMMYHUKALMU [3JEKTPOHHBIA pecypc]|: ydeOHOe
nocobue / aBT.-cocT. C.B. bymwik, A.C. Kpectaukos, A.A. Py3akos; mox o6m. pea. C.B. Byubik u ap.
— UensOuHCK: UI'UK, 2016. — 116 c. Pexum JOCTYyTIa:
http://biblioclub.ru/index.php?page=book&id=492739.

2. Komkep A.b. TexXHONOTHH CETEBBIX KOMMYHUKALUW [IIEKTPOHHBIA pecypc]: ydeOHO-
Meroandeckoe rocodbue: / A.b. Konkep; HoBocubupckuii rocy1apcTBEeHHBI TEXHUYECKUN YHUBEPCH-
teT. — HoBocubupck: HoBocuOUpCcKkuil rocyapcTBeHHBI TeXHUYeCKnid yHuBepcutet, 2016. — 92 c.
Pexxum moctyma: https://biblioclub.ru/index.php?page=book&id=576690.

3. Huxudopor C. H. Metozas! 3amuTtel nHGOpMaUUU. 3alIUIICHHBIE CETH [3JIEKTPOHHBIN pe-
cypc]: yuebnoe mocooue / C. H. Hukudopos. — Cankr-IlerepOypr: Jlans, 2018. — 96 c. Pexxum mo-
cryna: https://e.lanbook.com/book/110935.

4. MhiiBona O. be3zomacHOCTh ceTelt [3MeKTpoHHBIN pecypc]: ydeOHoe mocobwue. — 2-¢ u3m. / .
MbiiBong. — MockBa: UHTYHUT, 2016. — 571 c. Pexxum goctyma: https://e.lanbook.com/book/100581.

5. I'yneuu JI. CeTn CBS3M CIEAYIONMIETO MOKOJIEHUS [ DNEKTPOHHBINA pecypc]: yueOHbIi Kypc //
WWW.INTUIT.RU: odpunmansuslii caiit Harmonansnoro Otkpbitoro Yuusepcurera «MHTYUT».
Pexxum moctyma: https://www.intuit.ru/studies/courses/1150/157/info.

6. XypHan «CeTu v CUCTEMBI CBS3U» [3IMEKTPOHHBIN pecypc]: http://www.cce.ru.

7. Kypnan «TenexkoMMyHHUKALIN» [371eKTPOHHBII pecypcl:
http://www.nait.ru/journals/index.php?p_journal id=9.

CHnHCOK aBTOPCKUX METOJAMYECKHX Pa3padoToK.

Metoauueckoe obecnieueHre mo uciuruiiHe «CeTeBble TEXHOJIOTUM BKIIIOYAET CIEyIOIIHe
aBTOPCKHE pa3pabOTKU:

— KOMIUIEKT JISKIMI B (hopMaTe MyIbTUMEIUHHBIX MTPE3CHTAIIHH;

— METOJIMYECKHE YKa3aHUA K J1a00opaTOpHBIM paboTam.

Y4eOHo-MeToAMYeCKrEe MaTepraibl pa3MellleHbl Ha pecypcax Kadeapsl.
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Hanpasnenue noocomosxu 09.03.01 « Ungpopmamuka u 6bi4uciumenvHas mexHuxka»

cMoeHcKui
( DUNTNAITT

Ilpogunv noozcomosku « Asmomamusuposanivle cucmemvl 06PabOMKU UHGOPMAYUU U YIPABTEHUL) NS :
PIIJ] B1.B.08 «Cemesvbie mexuono2uuy Mau_)
JIUCT PETUCTPAIIUU UBMEHEHHNU
Howmepa crpanung
Ho- Bcero Hara
Mep aHHYy HaumenoBanue IMoamuce, ®©.1.0. BHCCEHIS I3 Jlata
cTpa- -
usme | 13MC | 3aMe Hym | CTD 1 No IOKyMeHTa, | BHECIIETO M3MCHE-
Me- | Me- | HO- | jmpo | HUIB . MECHEHUS B BBEJICHUS U3-
MeHe BBOJIAIIIETO HUA B JJAHHBIN JK- N
HEH- | HEH- | BBIX | po- | AOKYy- JaHHbIY JK- MEHEHUA
He- U3MEHEHUS 3EMILISIP
HBIX | HBIX BaHH | MEHTE 3EMILLAP
HUSI
BIX
1 2 3 4 5 6 7 8 9 10
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