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1. HEJIX 1 3AJAYHU OCBOEHUA AU CIHUIIJIMHBI

Lenabio ocBoeHHsi AUCHMILUIMHBI SIBISETCS IMOATOTOBKA OOy4aroOmMXCs K pELICHUIO 3ajad
podecCHOHATEHON ACSITETFHOCTH B OOJIACTH CETEBBIX TEXHOJOTHH IO HAMpPAaBICHUIO MMOATOTOBKH
09.03.01 «MudpopmaTrrika W BBIYUCIHMTENIbHAs TeXHUKa» (mpoduiab mnoarotoBku: «lIporpammuoe
obecrieueHre CpPEeACTB BBIYMCIUTEIILHON TEXHUKH M aBTOMATH3UPOBAHHBIX CHCTEM») MOCPEICTBOM
oOecrieueHrs 3TanoB (GOPMHPOBaHUS KommeTeHIUH, npexycMorpeHHbIXx PI'OC M ycTaHOBIIGHHBIX
porpaMMoil OakajiaBpuaTa Ha OCHOBE MPO(ECCUOHATBHBIX CTAHAAPTOB, B YACTH NPEICTABICHHBIX
HUKE 3HAHWM, YMEHUW U HAaBBIKOB.

3agaun AMCHMILUINHBI. U3YYUTh NMOHATUIHBIN anmapar AMCIUILUIMHBI, OCHOBHBIC TEOpPETHYE-
CKHE TIOJIO)KEHHUS U METOJIBI CETEBBIX TEXHOJIOTHN, 03HAKOMUTH O0YUAIONINXCS ¢ apecanueil CeTeBo-
IO YPOBHS U CETEBBIMH ITPOTOKOJIAMH, OCHOBAMH MapIIPYTU3AIMH, TEXHOJIOTHUSIMH TJI00AIBHBIX CETEH,
JaTh TPEJCTABICHUE O MPOTOKOJIAX MPHUKIATHOTO YPOBHS, TEXHOJIOTHIX OCCIPOBOJIHBIX CETeH, pac-
CMOTPETh BOIPOCHI MPOCKTHUPOBAHUSI, MOHUTOPUHIa M aHAJIM3a KOMITBIOTEPHBIX CETeH, 03HAKOMHUTh
00yJaromuXxcsi ¢ MPOMBIIUICHHBIMA CETSIMH, COBPEMEHHBIMH CETCBBIMH TCXHOJIOTHSIMH, 0a30BBIMU
MPUHIUIIAMU U apxXuTeKTypoit HTepHeTa Beriel, chopMUpoBaTh YMEHUS U IPUBUTH HABBIKH IPUME-
HEHHsI TEOPETUYCCKUX 3HAHUU VIS pelieHus TPpOoeCcCHOHANBHBIX 3a/1a4, TAKUX KaK CETMCHTUPOBAHHE
CeTH, HACTPOMKa COCAMHCHHS IOJICETEH Yepe3 MapHIpyTH3aTOPbl, KOHPUTYPUPOBAHHE CIUCKOB
yIIpaBJICHUS JIOCTYIIOM; HACTPOMKA IMHAMHYECKOW U CTATHYECKOW MapIIpyTU3allui; KOHPUTYPUPOBa-
HUE, HACTPOIKa M pa3BepPTHIBAHUE CETEBHIX CEPBUCOB U CIYXO; pa3rpaHUYCHUE TOCTYNA K CETEBBIM
pecypcam, ciryk0aMm U cepBucaM; KOHGUTYPUPOBaHKE M HACTpolika OecrpoBoaHOM cetu Wi-Fi; mpo-
IrpaMMHUPOBAHUE KIUEHT-CEPBEPHBIX CETEBBIX NPUIIOKEHUH; KOHPUTYPHPOBAHHE CETEBOW wHH(ppa-
CTPYKTYpPbl «YMHOT'O JIOMay; MOHUTOPHHT M aHAJIU3 CETEBOTO TpaduKa.

2. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OII BO

Hucnurnnuna «CeTeBble TEXHOJIOTHU» OTHOCUTCS K 4acTd, (OpMHUPYEeMOM y4acTHHKaMHU 00pa-
30BaTEIbHBIX OTHOILIEHUH.

JlaHHas qUCLMIUIMHA HampaBieHa Ha GopMUpoBaHUEe TNpodeccHoHaIbHBIX KommnereHimi [TK-
4, IIK-7 u Gazupyercs Ha TUCHUIUIMHE «JIOKaIbHbIE BEIYUCIUTEIbHBIE CETH.

[lepedens mocneAyOMUX AUCIUIUIMH, UIsI KOTOPBIX HEOOXOIMMBI 3HAHUS, YMEHHS W HABBIKH,
(dbopMupyeMbie TaHHOW JUCIIUILTHHOMN:
3amuTta uHPOpPMAIIUH.

Taxxke MuCHUIUIMHA ABISETCS PYyHIAMEHTOM I cienyromux npakTuk u ['MA:
IIpOoEeKTHO-TEXHOIOTrNYECKas IPAKTHKA,

[IpenumuiomHas mpakTHKa,

[ToaroToBka K 3alyTe M 3alIUTa BBIMTYCKHON KBaTH(PUKALIMOHHON pabOTHI.
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3. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHUMSA JUCIHUIIJIMHbI

OcBoeHue TUCIUILIMHBI HAIIPAaBJIE€HO HAa (POPMHUPOBAHUE HJIEMEHTOB CIEAYIOIINX KOMIIETEeHIUIH
B cooTBeTcTBUU ¢ @PI'OC BO u OII BO no ganHOMy HalpaBJIEHHIO TOATOTOBKHU:

Ilepeyenn nuIaHNpyeMbIX pe3yJIbTATOB 00y4YeHHs M0 JUCHUIINHE (MOAYJII0), COOTHECEH-
HBIX ¢ MHANKATOPAMH J0CTHKEeHHs] KOMIIeTeHIIU I

KoMmnerennus NHIuKATOPHI JOCTHKEHUSA KOM- Pe3yabTarnl 00yyeHus
neTeHuM i

I1K-4. Crioco6en BoI- | [IK-4.1 TIpoekTupyeT BHIYUCIIN- 3Haer:

MOJIHATH PAOOTHI TIO TeJIbHBIE CETH - MPOTOKOJIBI CETEBOTO W TPAHCIIOPT-

MIPOCKTUPOBAHUIO U Horo ypoBHei monenu OSl;

AJIMHUHHCTPUPOBAHUIO - CTPYKTYpY, 00OpyIOBaHUE, THIBI U

BBIYHCIUTEIBHEIX Ce- TEXHOJIOTHH I100AILHON CETH;

TeH - MPOTOKOJIBI CEAaHCOBOTO, MPEICTABU-
TEIbCKOTO M MPUKIIATHOTO YPOBHEU
moxenu OSI;

- THUIOBBIE APXUTEKTYpPhl CETEBBIX
IIPUIIOKEHNH;

- TEXHOJIOTHH OECTIPOBOIHON Tepeaa-
UM TaHHBIX;

- 9Tanbl U AITOPUTMBI MPOEKTHPOBA-
HUsI ceTel cemeiicTBa Ethernet;

- OCHOBBI IIPOMBIIIIJIEHHBIX CETEH;

- 0a30BbIe MPUHIMIIEI U APXUTEKTYPY
Wurepuera Bemeit (10T);

- OCHOBBI CE€TEH MOCIEAYIOIHMX MOKO-
nenuit (NGN) u Oynymux cereit (Fu-
ture Networks).

Ymeer:

- ckoHdurypuposars cepsuc DHCP,
HacTpouTh cinyx0y FTP, nactpouth
Web-cepBuc, MOCTPOUTH MOYTOBYIO
Ciy’)k0y, CKOH(QUIypUpOBaTh CIyxkOy
DNS;

- I[pPOrpaMMHpOBaTh Mepeaayy HH-
dbopmaru 1o ceTu.

Bnageer:

- HaBBIKAMHU pPa3BEPTHIBAHUS CETEBBIX
CIIy’K0 U CEpBUCOB;

- TEXHOJIOTUSMH TPOTPAMMHUPOBAHUS
KJIMEHT-CEPBEPHBIX CETEBBIX MPUJIIO-
JKCHHI,

- OCHOBaMH KOH(HUTypHpPOBaHUS CETe-
BOIl MH(PACTPYKTyphl «yMHOIO JA0O-

May.
[1K-4.2 ATMHUHHACTPUPYET BBIYHUC- 3Haer:
JIUTENIbHBIE CETU - (hopmat u Tunsl |P-anpecos;

- TOPHUHIMIBI U TPOTOKOJBI Mapuipy-
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TU3AIUH;

- CpeACTBa MOHUTOPWHTA U aHaIH3a
KOMIThIOTEPHBIX CETEH;

- UHCTPYKIIUU TIO YCTAaHOBKE aIMUHU-
CTPUPYEMBIX CETEBBIX YCTPOMCTB;

- METPUKHU IPOU3BOJUTEIHLHOCTH a1~
MUHHCTPUPYEMOU CETH.

YmMmeer:

- HACTPOUTh MAPIIPYTHI I TIEpeIadn
MAKETOB MEXK/y CETSIMU;

- HacTPOWThH OECIPOBOJHYIO CETh Ha
ocHoBe Wi-Fi mapmpyruzaTopa ¢ BbI-
xonoM B Internet;

- MOJIYYHUTh CTATUCTHKY IO pacmpese-
JICHUIO CETEBOTO TpaduKa IO MPOTO-
KOJaM, TIPOBECTH aHAIU3 CETCBBIX
OJI0OKOB JaHHBIX;

- HACTPOUTh CETEBOE MPOrPaMMHOE
obecreyeHue.

Brnaneer:

- HaBbIKAMHU HACTPOMKH JMHAMHYE-
CKOM M CTaTUYECKOM MaplIpyTU3aLNH;
- npuemMamMu  KOHGUTYpPUPOBAHHS
oecnipoBoHoi cetu Wi-Fi;

- HaBbIKAMH MOHHUTOPUHTA CETEBOTO
TpaduKa U UCCIICIOBAHUS POTOKOJIOB
ICMP, UDP u TCP.

IIK-7. Criocoben
MPUMEHSTh METOJIbI
3a1uThl HHpOpMa-
[IUU U YIPaBIATh
0€30I1aCHOCTEIO B
UH(OPMaIIMOHHBIX
CcHCTEMAX

[TK-7.1 ITpumeHsieT METOIbI 3alln-
Thl HH(pOPMALIUU B MH(OpPMAIHOH-
HBIX CHCTEMax

3Haer:

- o0uMe nNpUHIUNIBl GYHKIIMOHUPOBA-
HUSl aNnmnapaTHBIX, MPOIPaMMHBIX U
[IPOrPaMMHO-AINIApaTHbIX  CPEICTB
aAMUHUCTPUPYEMOM CETH;

- OCHOBHBIE METOJIbI CETMEHTALINH Ce-
TEBOTO Tpaduka;

- TEXHOJIOTUU pa3rpaHUYEHUs JOCTY-
1a K CETEBBIM PECYPCaAM.

YmMmeer:

- BBIIIOJIHUTH CETMEHTAIUIO CEeTH;

- IPOBECTH aHAJIU3 CETEeBOTo Tpaduka
Ha TPEIMET BBISBICHUS MOTEHIUANb-
HO OIIaCHBIX ITaKETOB.

Bnaneer:

- HaBBIKAaMH pa30uEHMs CETH Ha MOJ]-
ceTH;

- HaBBIKAMM HACTPOWKH COEOUHEHMS
MOJICETEN Yepe3 MapIIpyTU3aTOPHI.

[1K-7.2 Ynpasnsier 6e30MacHOCTbIO
B MH(OPMALIMOHHBIX CHCTEMaX

3Haer:

- MHCTPYKIIUU TIO DKCIUTyaTalluu aJi-
MUHHUCTPUPYEMBIX CETEBBIX
YCTPOICTB;
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- Ha3HA4YeHHUE, THUIBI M CIIOCOOBI CO-
3[JaHUS CIIUCKOB YIIPaBJEHHUS JIOCTY-
oM (ACL-cruckoB);

- METOJBI 3aIUTHl CETEBBIX CIYXKO H
CEPBUCOB OT HECAHKIIMOHUPOBAHHOTO
JOCTYyTIA.

Ymeer:

- HACTPOWTH CITUCKH YIPABJICHUS IO~
crynoM (ACL-ciuckm);

- HACTPOHMTH yYETHBIC JAHHBIC AJMU-
HHCTpaTOpa W MOJb30BaTeiell cere-
BBIX CITY’KO U CEpBHUCOB;

Bnaneer:

- IpHEMaMH pasrpaHHYEHUs JTOCTyIIa
K CETEBBIM pecypcam, ciayxbam u cep-
BHCaM.

- HaBBIKAMH HACTPOWKH CPEJICTB
NpEJIOTBPAICHHUS aTaK B CETH.
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4. CTPYKTYPA U COAEPKAHUE JUCIHUIIJIMHbI

CTpyKTypa AMCUMIIMHbI:

Cemectp 5 ] CewecTp & WTon 33 kyps
AEENSTEN 43003 AK2NEMISCINE Y3008 AKANEMIAECEN Y3002 a8
Ne |Mspenc FEANEOET- ¥ap. | CewecTpm
T | o | ¥ | nex | nao | ma [wen | g RO BB [TERETS SO | o] X9 | hex | nan [ ma ke | e (ROTR| BE | TEAEMR | SOTER ) poarn | K% | hex | et | M [mn | cm RO g TRAEM
TaKT. (=] TaET. ok TaKT. Nk
T3 |siac Cermsie rmoranonin [ [T T 1T 1T T T 1T 1T | == [wmof[eofa]a]| | [mf3:]s] [ == [mmofec]|ao|a|] | [e4]z] 5| [i5 &
OBO3HAYEHMA:

Buabl npoMeKyTOUYHOI aTTecTaluM (BHIbI KOHTPOJIS):
OK3 - IK3aMEH;

3a0 - 3ad4eT ¢ OIEHKOM;

3a — 3auer.

Buasbl pador:

KonrakT. — KoHTaKkTHast paboTa 00yJaroIUXCsl C MPET01aBaTeNeM;
Jlex. — NeKIIMOHHbBIE 3aHATHS;

Jla6.— nabopaTopHbIie pabOTHI;

[Ip. — mpakTUYecKHe 3aHATHS;

KPII — xypcoBas paboTta (KypcoBOii IPOEKT);

PI'P — pacuetHo-Tpaduueckas padora (pedepar);

CP — camocTosiTenbHas paboTa CTYJEHTOB;

3.6.— 00BbEeM JUCLUIUIMHBI B 3a4E€THBIX €JMHULIAX.
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Conep:xaHue TMCUUILTHHBI:

Ne HaumeHoBaHMe BUI0B 3aHATHIH U TEMATHK, COJAEePKAHUE
1 Jlekumonusie 3agaTus 15 mt. mo 2 gaca:
1.1. CereBoii u tpancnoptHblii ypoBHH Monenu OSIl. Crtexu cereBbix mportokojoB TCP/IP,
IPX/SPX, NetBIOS/SMB, DECnet, SNA, OSI. Ha6op mporokonoB TCP/IP. MexcereBoii npo-
Tokon IP.
1.2. Tlporokon obmena ympasistomuMu cooOmieHusMu ICMP. TIpoTokonbl TpaHCIIOPTHOTO
ypoBusa UDP, TCP.
1.3. ®opmar u tunsl agpecoB [Pv6. ®opmupoBanne uaeHtudukaropa uarepdeiica. [lnanupona-
Hue mnojucereir IPv6. Orobpaxkenue ¢usznyeckux aapecoB Ha IP-ampeca: mporokonsr ARP u
RARP.
1.4. Mapmipytusanuss U aBTOHOMHBIE cucTeMbl. [IpuHiunel Mapmpyruzauuud. CraTuueckas U
JUHaAMHU4YecKast MapipyTtuszamus. [[poTokonbl AMHAMUYEeCKOW MapIIpyTU3aIiH.
1.5. OcHOBHBIE OHATHS U OIIPEIEeTICHHs, CTPYKTYpa U 000pyAoBaHue riiodansHoi cetn. Kommy-
TaTOPBl K MapLIPYTU3ATOPHI I100AJIBHBIX CETEH, y1aJIeHHbIE MOCThI, MYJIbTUIIIIEKCOPBI.
1.6. Tunsl 1 TexHoMOrMMU rN0OaNbHBIX ceTell. CeTH C BbIIEICHHBIMU KaHajamu cBsa3u. Cetu ¢
KoMMmyTaned kaHanoB. CeTu ¢ kommyTanuei naketoB. [lnesnoxponHas uudpoBas uepapxus
PDH. Cunxponnas uudposas uepapxus SDH. Crpykrypa u texnomoruu cetu X.25. Cern
Frame Relay. Texuonorus ATM. IP-cern.
1.7. CeaHcCOBBIH, peNCTaBUTENbCKUM U mpukiIagHoid ypoBHu moxenu OSl. IlpuxmagHoii ypo-
BeHb Mojienu TCP/IP. CeteBbie ciiyObl U CEPBHUCHI.
1.8. OToOpakenne cUMBOJIBHBIX anpecoB Ha [P-agpeca: ciayx06a DNS. ABromaru3zamnusi KoHpU-
TrypupoBaHus ceTeBblx HHTEpQelicoB, mporokos DHCP.
1.9. CereBblie npunoxxenus. OqHopanrosas, (aiin cepBepHas U KJIUEHT - CEpBEpPHAsi apXUTEKTY-
PBI CETEBBIX MPUIIOKEHUH. TUMOBBIE CTPYKTYPHI KIIMEHTCKUX MPHIOKESHUH.
1.10. BecmpoBoanbie cpenbl nepenayn gaHHbIX. CUTHAIBI A1 nepegaun uHdopmamnuu. Moay-
nsuus curianos. [IpomyckHas criocoOHOCTh KaHana. MeToabl JocTyna K cpeie B 0eCpOBOAHBIX
cerax. TexHonorus pacmupenHoro cnektpa. becripoBonusie cetn WiFi.
1.11. TIpoekTrpoBaHnue cereit cemerictea Ethernet.
1.12. Knaccudukanusi cpecTB MOHUTOPHHIA M aHAJIM3a. AHAIU3aTOPbl CETEBBIX MPOTOKOJIOB.
CereBble aHanu3aTopbl. KaOenbHble CKaHEPHI 1 TECTEPHI.
1.13. Tlonarue m obnactu mpuMeHeHUs cucteM peaybHoro BpemeHu (CPB). IIpomebinuieHHBIE
cetu. CAN, PROFIBUS, MODBUS, MODBUS TCP. CereBas undpacTpykTypa MpOMBIIIICH-
Horo npeanpusatus. Mugycrpus 4.0, MHTENIEKTyalbHOE IPOU3BOICTBO.
1.14. Unrepner Beweii (10T). bazoBble npuHIMIBL. ApXUTEKTYpa.
1.15. Ceru nocnenyronux nokoneHuii (NGN). OcobeHHOCTH (YHKIITMOHUPOBAHUS M apXUTEK-
typa cereit NGN. MynbTHIIPOTOKOJIbHASL TpaHCTIOpTHAs ceTh. byaymue cetu (Future Networks).
2 JlaboparopHbie paboThl 7 mT. 10 4 yaca u 1 mrT. o 2 vaca:
2.1. CerMeHTalMs CETH U pa3rpaHUYEHUE JJOCTYyNa K CETEBBIM pecypcam.
2.2. Hactpoiika cTaTH4eCKOM MapLIpyTU3alnH.
2.3. Jlunamuueckasi MapIpyTH3alHH.
2.4. KoH(puUTypHpOBaHUE CETEBBIX CEPBHCOB.
2.5. Pa3paboTKa KIMEHT-CEPBEPHBIX CETEBBIX MPIIIOKECHHIA.
2.6. Kongurypuposanue 6ecripoBoaHoit cetn Wi-Fi.
2.7. MOHUTOPHHT CETeBOTO TpaduKa.
2.8. Kondurypuponanue cereBoit nuHppactpyktypsl loT («yMHOTo 1omay).
3 | CamocrosiTenpHast paboTa CTYACHTOB:
3.1. IloaroroBka K 3ammre J1a60paTOPHBIX PadoT.
3.2. CaMOCTOSTENBHOE N3yYEHNE TEOPETUUECKUX MAaTEPUAJIOB I10 CIEAYIOIIUM BOIIPOCAM.
IP-nefitarpamma. IIpotokon NDP.
JIMCTaHIIMOHHO-BEKTOPHBIE MTPOTOKOJIBI MapIIPyTU3alUU. TEXHOJIOINH YIUIOTHEHUS! ONTHYECKUX
ka"agoB CWDM, DWDM u HDWDM.
Pacnipenenennsle ceteBble npuiokeHus. CeMeicTBO CTaHIapTOB OECHpPOBOIHBIX JIOKAJIbHBIX
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cereit IEEE 802.11x.

Br160op ceteBoro 060pymoBaHus 10 SKOHOMUYECKUM M TEXHUYECKUM KPHUTEPHSIM.
Pacnpenenennbsie cucremsl ympasienus, SCADA-cucremsl, npomsiiuicHabiii Ethernet. IMoa-
nepxka kauectBa ycayr B cetax NGN. Texnonoruss MPLS. Bupryanuszanus B Oynymux cersx,
BUpTyanbHas ceTb LINP.

3.3. [ToaroToBka K sK3aMeHy MO AUCHUILIMHE (OLIEHOYHBIE MaTepUaIbl IPUBEICHBI B paszerne 6
Hacrosiieit PIT).

Texkymuii KOHTPOJIb:
- MPOBEpKa KOHCTIEKTOB JICKIIUH U JIONMOJHUTEIBHBIX TEOPETUICCKUX MATEPUAIIOB;
- IPOBEPKa OTYETOB IO JTA0OPATOPHBIM paboTam;
- 3aIUTa JJabOpaTOPHBIX padoT.

PesynbraTel TeKymero KOHTPOJS (UKCHPYIOTCS C HMCIOIB30BAaHHEM TpPEXOaJTbHON CHCTEMBI
(0, 1, 2) pu mpoBeaeHUN KOHTPOJIBHBIX HENIENb M0 rpaduKy (puinana B TCUCHHE CEMECTPa, a TaKKe
YUUTBIBAIOTCS TIPETIOAABATENIEM IPU OCYHIECTBICHUM TPOMEXYTOYHON aTTECTAllMU IO HACTOSIICH
JMCLUTUINHE.

5. OBPA3OBATEJIBHBIE TEXHOJIOT A

Tabmuia - O6pazoBaTeIbHBIC TEXHOJIOTHUH, HCIIOIB3yEeMBIE TPU PeaT3allii Pa3InNIHBIX BUIOB y4ueO-
HBIX 3aHATHUH 10 TUCIMILIMHE

Ne | Bunsl yueOHBIX 3aHATHN OO0pa3oBarenbHble TEXHOJIOTUN
n/n
1 Jlexunn Knaccuueckas (TpaauuuoHHas, WHGOpPMAlMOHHAsA) JIEKLIUS B

dbopmare MyIbTUMEANUHBIX MPE3EHTALNH.

2 JlaGopatopHble paboThI TexHoOrHsl BBINOJIHEHHs J1a0OpPaTOPHBIX 3a/JaHUM WHIUBUAY-
aJbHO.

TexHomorus mpo6JeMHOro 00y4eHus: Ha OCHOBE aHAJIN3a PE3YIlb-
TaTOB JJAOOPATOPHOM pabOTHI: MHAWBUIYAIbHBIA ONPOC, MPEA-
CTaBJIEHHE CTYJAEHTOM Pe3yJbTaTOB Ja0OpaTOPHOM paboOTHI B
dbopme oTyera.

3 CamocTtosTenpHas paboTta HNupopMalinoHHO-KOMMYHHUKAIIHOHHBIE TEXHOJOTHH (JOCTYN K
crynentoB (BHeayauTopHas) | DUOC ¢unmana, k ObC dunmana, noctyn Kk MHPOPMAIIMOHHO-
METOJAMYECKUM MaTepHaaM 1o JUCHUILIHE).

4 Kontponb (mpomexxyrouHasi | TeXHOJOTHs yCTHOTO OMpoca.
aTTecTalus: SK3aMeH)
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6. OLEHOYHBIE MATEPUAJIBI 11 TEKYLIETO KOHTPOJIS U
IMMPOMEKYTOYHOM ATTECTALIAY — JIUIA OLIEHKU KAYECTBA OCBOEHUSA
TACIHATITAHBI

K npomexxyTo4HOH aTTecTaliuy CTYIEHTOB MO JUCHUIUIMHE MOTYT IPUBIIEKATHCA MPEACTaBU-
Tenu paboTonaTene, mpenoaBaTesy MoCcIeAYIMNX TUCIUIUINH, 3aBeIyIoIne Kadeapamu.

OrneHka KayecTBa OCBOEHUS JTMCUUIUIMHBI BKIIIOUAET KaK TEKYIIMH KOHTPOJIb yCIIEBA€MOCTH,
TaK ¥ MPOMEXYTOYHYIO aTTECTAIUIO.

O1eHOYHEIC CpcAcCTBa TCKYILICTO KOHTPOJIA YCIICBACMOCTHU:

Bomnpocs! 1t 3anuTel 1ab0paTopHOi paboTh
«CermeHTanus CeTy U pa3rpaHUYeHUe 10CTYIA K CETEBBIM pPecypcam»

1. Yto Takoe cerMeHT ceru, nojacers? Ilo kakuM npuunHaM 1e1ecoo0pa3Ho MPOU3BOANUTE pa3doUeHUE
CeTH Ha nojaceTu?
Kaxue metospl cerMmeHTaIu ceTu Bbl 3HaeTe?
Kakum o0pa3om ocyuiecTBisercs pa3OueHre CeT Ha MOJICETH ¢ IOMOLIbI0 MacKu?
Kaxk onpenenuts HeoOxoauMoe 4uciio pa3psaaoB Ha aapec noaceru? Ha agpec xocra?
Jaiite onpeneneHre Mmapuipytuzaropa. Yto takoe 1nuio3?
KaxoBa Tonosnorust coequHeHMsI MOACETEN ¢ MOMOILBIO MaplIpyTHU3aTopa?
. Kakue HacTpoiiku HEOOXOJMMO BBINOJHHUTH, YTOOBI XOCTHI JIBYX IOJCETEH, COEIMHEHHBIX Yepes3
MapLIpyTU3aTop, CTAJIM BUAETH YT Apyra?
8. JlaiiTe onpeneneHue cnucka ynpasieHus goctynom (ACL). s kakux neneit oH Ucroyb3yercs?
9. Kakwue cymecTByrOT THITBI B crtoco0bl co3nanust ACL-cruckoB?
10. KaxoB cuHTaKcHC UMEHOBaHHOTO PaCIIUPEHHOIO CIHCKa?
11. Kakum oOpa3oM Co37aHHBIN CIIMCOK MPUKPEIUISIETCS K HHTepdency Mapuipytuzatopa?
12. Kaxk npocMOTpeTh CIUCKH JocTyma Mapiipytu3atopa? Kak ynanute cnucok nocrymna’?
13. Yro u3 cebs mpenacTaBisieT MadJI0H MAacKu mpaBwiia crucka? J[imst kakux 1eneil OH HCIob3yeT-
cs1? B ueM ero oTauM4ue OT MacKu ceTu?
14. Yto Takoe oOpatHas macka? Kakum o0pa3zom €€ MOXKHO HUCIOJIB30BaTh I (HDOPMUPOBAHUS
111abJI0Ha MacKH MpaBuiia CUcKa?
15. KakoBo aeiicTBue ma6ioHoB host 1 any B ipaBuiie criucka goctymna’?

Bomnpocs! 11 3anuThl 1a00paTopHOI paboThI

«HacTtpolika cTaTH4eCKOW MapIpyTHU3aLuN»
JaiiTe onpeieneHre MapuIpyTU3alui, MapIIpyTa, TAOIULbI MAapLIPyTOB, MAPLIPYTU3ATOPA.
Kak coeauHuTh MapupyTu3aTopsl 0 MOCIEA0BATEIbHOMY UHTEpdEIicy?
Kak HactpauBaercst uHTEepdeiic MapIpyTu3aTopa, MOJKIOYEHHBIH K BHEIIHEH ceTn?
Kak nHactpauBaetcst unTepdeiic MapmpyTusaTopa, MoAKIIOUEHHBIH K BHYTPEHHEH ceTH?
Kakum criocoOsl 3a71aHUs MapIIpyTOB BBl 3HaeTe?
Kak 3amaTh craTHUeCKHit MapIIpyT K OTPEICICHHON CeTH?
K kakum uHTEpdeiicam MapipyTH3aTopa MOKHO MOJKIIOUYUTE KOHEYHOE 000py10BaHne?

Bompocsr 1u1st 3amutel 1a60paTopHOi paboThI

«/luHaMuyeckas MapIpyTHU3aLTN»

HazoBuTe HazHaueHUsl, JOCTOMHCTBA U HEJOCTATKU MPOTOKOJIa MapIpyTHOH nHpopmarmu RIP.
OcobeHHOCTH POTOKOJIOB JuHaMu4eckoi mapipytuzanuu EIGRP, OSPF? BGP.
Onumure cxemy padbotsl npotokona RIP.
Onumure cxemy pabotsl mpotokoia OSPF.
Kakwne neicTBUS HEOOXOAMMO BBITIOJIHHUTH, YTOOBI HACTPOUTH MPOTOKOI RIP Ha MapmpyTu3aTopax?
Kak mpoBeputh npaBMIIbHOCTH paboThI IpoToKona RIP?
Kak coxpanuth KOHPUTYpAIHIO MapIIPyTH3aTOPOB?

NoURwN

NogakrowhE

NogakownE
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Bompocsr qu1st 3amutel 1a60paTtopHOit paboThI
«KoHpurypupoBaHue CETEBBIX CEPBUCOBY

1. Yto Takoe cereBas Ciiyx0a, B 4eM COCTOUT OTJIMYHE CETEBOU CIyKObI U ceTeBoro ceppuca? Jlaiite
OIIpe/IeJIeHUE MOHSTUS TOPT.
2. Hanite onpenenenrie DHCP cepsepa? Kakoii ceTeBoit cepBuc obecneunBaeT? Ha ocHOBE Kakoro
MPOTOKOJIAa paboTaeT, Kakue PyHKIUH BHIIOMHIET? Kakue mopTel HCHONB3YIOTCS?
3. Kakum obpazom Ha mapuipytuzarope KoHpurypupyercs nya [P-agpecoB s KOMIIBIOTEPOB MOJIb-
3oBarens?
4. Kakum o0pa3om Ha cepBepe KoHpuUrypupyercs myi [P-agpecoB A KOMIBIOTEPOB MOJIb30BATENs?
5. Haiite onpenenenue FTP cepepa? Kakoii cereBoii cepBuc obecnieunBaer? Ha ocHOBe Kakux mpo-
TOKOJIOB paboTaeT, Kakue (yHKIUHU BoInoiHseT? Kakue mopTel HCIONb3YIOTCS?
6. Kakwue cymectByroT cioco0s! nocryna k FTP cepeepy?
7. Kakue npoTOKOJIBI HCTIONB3YIOTCS ISl oOecreueHus: 6e30macHoil nepenayu ¢aition?
8. Kak macrpourts ciyx0y FTP nHa cepsepe?
9. Kakum 006pa3oM ¢ Moap30BaTeNbCKOr0 KOMIIBIOTEpA 3arpy3uTh (aiisl Ha cepBep Uiu ¢ Hero?
10. [aiire onpeneneane HTTP (WEB) cepepa? Kaxoii cereBoii cepBrc obecrieunBaer? Ha ocHOBe
KaKoro MpoToKoJia padoTaer, Kakue (pyHKuuU BbinoiaHsaeT? Kakue mopThl HCHOIB3YIOTCS ?
11. Yro o3nauatot ab6pesuarypst HTML, URL, HTTPS?
12. Kaxk nactpouts Web-cepBuc Ha cepBepe? Kakum 00pa3oM MOKHO MPOBEPUTH €ro pabOTOCIIO-
COOHOCTB?
13. [Haiite onpenenenue DNS cepBepa? Kakoii cereBoit cepBuc obecneunBaet? Ha ocHOBe kKakoro
MIPOTOKOJIAa paboTaeT, Kakue QYHKIUHU BeIMONHICT? Kakue mopThl UCTIOIB3YOTCS ?
14. Yto Takoe IOMEHHOE MM, KAKOBBI ITpaBUiia €ro (GOPMUPOBAHKS?
15. Kak nactpouts DNS-cepBuc Ha cepBepe? Kakum 006pazom MOXHO HPOBEPUTH €ro paboToCHO-
COOHOCTB?
16. aiite onpeneneane EMAIL cepepa? Kakoii ceTeBoii cepBuc obecnieunBaer? Ha ocHOBE Kakmx
IIPOTOKOJIOB paboTaeT, Kakue pyHKIUH BbINOIHIeT? Kakue mopThl HCHOIb3YIOTCS ?
17. Kak HacTpouTh MOYTOBYIO ciyk0y Ha cepepe? Kakum o0pazom MOKHO NMPOBEpUTH €€ paboTo-
CIIOCOOHOCTH?

Bonpocs! 1u1st 3amuTel 1a60paTopHOi paboThl

«Pa3paboTka KINEHT-CepPBEPHBIX CETEBBIX MPUIIOKEHUI
1. Kakum 00pa3oM MpOUCXOAUT KOMMYHHUKALUS MEXAY KIUEHTOM U cepBepoM 1o npotokory TCP?
Yro Takoe coket?
Kakne KOMITOHEHTBI HCTIOIB3YIOTCS JIJISl CO3JIaHNS KIIMEHT-CEPBEPHBIX PUIIOKEHUH?
Ha3zoBuTte 0ocHOBHBIE CBOICTBa KOMIIOHEHTA CEpBeEpa.
Ha3oBuTe 0OCHOBHBIE CBOMCTBA KOMIIOHEHTA KJIIMEHTA.
Kakue nelicTBUS BBIIOIHIIOTCS MIPU 3aITyCKE CEPBEPHON YAaCTH MPUIIOKEHUSA?
UYro Takoe kpuTHUecKas ceknus? Kak 3armporpaMMHpOBaTh KPUTHIECKYIO CEKITHIO?
[TosicHuTe TUCTUHT MPOLEyphl 0OOCITYKUBaHUS ITOTOKA 3aIIpoca Ha cepBepe.
[osicHUTE TUCTUHT MPOIETypPHI OTIPABKH 3a1poca ¢ KIIMeHTa Ha CEpBep.
Kakum 00pa3oM MOXKHO OpraHM30BaTh Mepeiady COOOIIeHNH MEeXAy KINEHTaMu?
Bompocsr 1u1st 3amutel 1a60paTopHOi paboThI
«Kondurypuposanue 6ecripoognoii cetn Wi-Fi»
JaiiTe onpenenenre 0eCrpoBOTHON ceTH?
Kakue ocnoBnble crannaptel WLAN omnpenenser IEEE? Uem onu otnuvarorcs?
Yro o3navaet abbpesuarypa Wi-Fi?
Kakue crangaptel WLAN obecnieunBatoT ckopocTH nepegauu oospiie 1 I'out/c?
Kakne pekomeHIauu mpucyTCcTBYIOT B Habope nmpotokosoB 802.11x?
Kakue ycTpoiicTBa 1 KaHaJIbl CBSI3U UCIIOJIB3YIOTCS MIPH MOCTPOEHUH OECIIPOBOIHBIX CeTei?
Ha3oBuTe OCHOBHBIX Pa3HOBHIHOCTH UCTOIb30BaHus Wi-Fi pu HOCTpOEHHUH JIOKATbHBIX CETEH.
Kak HacTpouTh KOMIIBbIOTEP Ha MOAKIIOYEHHE B CETh Yepe3 OeCpoBOAHBIN poyTep?
11
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9. Kak HactpouTh HOYTOYK Ha IOJKIIFOUEHHE B CETh Uepe3 OecrpoBOIHBIN poyTep?
10. Kak Hactpouth cMapT(oOH Ha MOJAKIIOYCHHUE B CETh Yepe3 OeCcIpoBOIHBIN poyTep?
11. Kakwue HacTpOHKH HEOOXOIMUMO BBITOJIHUTH B «CETH MPOBanIepa?
12.  Yro coboii npeacrasmisier TexHonorust NAT u a1 Kakux 1enei OHa UCIOoIb3yeTcs?

Bompocsr qu1st 3amutel 1a60paTtopHOit paboThI

«MOHHUTOPHUHT CETEBOr0 Tpadukar»

Jiig Kakux 1esnei mpoBOAUTCSI MOHUTOPHUHT Tpaduka cetu?
Kak BBINOHUTE 3aXBaT ceTeBOro Tpaduka padbodeit craHun?
Kak MoxHO onpenenuTh NpUHAJIeKHOCTD MaKeTa y3JIy CETU U IPOTOKOIy?
Kak momyyuts 00IIyI0 CTATUCTHKY 1O 3aXBary?
Kak nonyuuts nundopmanuio o pacrnpeaeacHiuu Tpapuka no nporokosam?
Kakoit Tpaduk moTeHumanbsHo onaceH?
Ha3znauenue u cTpykrypa cooOuienus nporokosa ICMP.
C6op u ananu3 nanHbix mpotokoia ICMP no nokanbubiM y3nam B iporpamme Wireshark.
Hasnauenue u ctpykrypa geirarpammsl mpotokona UDP.
0. CoOop u aHanu3 ganHbIx npotokosa UDP B nporpamme Wireshark npu oOpamieHun K cepBepy
DNS.
11. Kak ucnoassyercst nporokos UDP npu onpenenenunn IP-agpeca xocta no ero JOMEHHOMY MMe-
Hu?
12. Kakum o6pa3zom B criucke nakeroB UDP MOkHO HailTH 3amuch CTaHIAPTHOTO 3aIpoca, K KaKOMY
60 xocty? Kakue cBeieHust Coep>KaThCsl B 3TON CTPOKE.
13. Kakum 00pa3zom 1o CBEICHUSM O CTaHIAPTHOM 3ampoce MOXHO omnpenenutsh [P u MAC-anpeca
KOMITBIOTE€pa-UCTOUYHUKA 3aMpoca, OCHOBHOTO 1LTI03a?
14. Kakwue cBenenus o ctangaptHom DNS-3anpoce comeprxkarcs B okHe User Datagram Protocol? B
okae Doman Name System (query)?
15. Kak u3MeHsIoTCcs poiiu UCTOYHUKA U HazHaueHust B DNS-3anpoce u DNS-oTBete?
16. Ha3nayenue u npuHUMNO padoTs! npotokona TCP.
17. Co6op u ananu3 naHHbix nporokosna TCP B mporpamme Wireshark.
18. Kak Ha3bIBaercs npouecc ycraHoBieHHs ceanca TCP mexny kineHToM U cepBepom? M3 kakux
3TaroB OH COCTOUT?
19. Kaxum 06pa3oM B CHIUCKE NMaKETOB HAWTH CEIrMEHT MEPBOIr0 ATAIa TPEXITAHOTO KBUTUPOBAHUSA?
Kak nepeiiTu Ha cieyromuii CerMeHT TPEXITAHOIO0 KBUTUPOBAHUS?
20. Kakue cBeaenus o cermerte TCP conepskatcs B okue Transmission Control Protocol?
21. Ha ocHoBaHuU Kakoi mH(popMmarmu u3 3arojoBka cermernTa TCP MOXHO cienaTh BBIBOJ O TOM,
yto coeauHenue TCP nactpoeno?
22. Kakum o6pazom B Wireshark Mo>xHO OTGHIBTPOBATh MAKEThI COSAUHEHUS MEXKIY JABYMS COKE-
Tamu?
23. Kax nHaiitu 3akmrountensHbid maker TCP-ceanca?

RO ~NoO LN E

Bonpocs! 1uist 3amuTel 1a60paTopHOi paboThl

«Kongurypuposanue cereBoit uHppacTpykrypsl IoT («ymHOrO 1omMa»)»
1. Jlaiite onpenenenue TakuM nouatusM kak «uayctpus 4.0», «IIpombinuiennsiii Uatepuer», «H-
TEpPHET BELIEN», «YMHOE IIPEANPUATHEY, «Y MHBIU JJOM.
2. Kakue QpyHKIIMOHATBHBIC YPOBHH UMeeT apxuTektypa [0T?
3. UTo BBI OTHECeTE K ceTeBoil nHppactpykrype 10T?
4. V3 xakuxX yCTPOHCTB COCTOUT WHTEIUICKTYalIbHAs TOMAIIHSS CETh?
5. Uto HeoOX0uMO cienaTh, YTOObI MOAKIIOYUTh HOBOE CETEBOE YCTPOWCTBO B MHTEIIEKTYAIbHYIO
JIOMAIIHIO0 ceTh? Kakue crmocoOb! MOAKIFOYEHNS BBl 3HAaeTe?
6. Kakum o6pazom nobaBisercsi IpOBOJAHOE YCTPOHCTBO BBO/Ia-BbIBOIA?
7. Kak mo6aBuTh O€CIpOBOAHOE YCTPOHCTBO BBOIa-BhIBOAA?
8. Kakum 00pa3om HacCTauBaeTCsl UHTEIJIEKTYAJIbHOE CETEBOE YCTPOUCTBO?

12



. .
Hanpasnenue noozcomosxu 09.03.01 «ngopmamuxa u 8b1uuciumenbHas mexHuKa» ( SUARAS

{ 5
HpOd)u/lb noozomosxu « Buruuciumenvuoie MAWUHBL, KOMNJIEKCbl, cucmemsl u cemur» AW |
PIIJ] 51.B.08 «Cemesvie mexnono2uu» N>3WN_

O1neHouHBIE CPENICTBA AJIs IPOMEKYTOUHOM aTTeCTaluu:

[Tpumepsl BOIIPOCOB K AK3aMeHy 1O AUCHUTUINHE

CeteBoli U TpaHCHOPTHBINA ypoBHU Mojenu OSI.

Creku cereBbix mpoTokonoB [PX/SPX, NetBIOS/SMB, DECnet, SNA, OSL

Ha6op npotokonoB TCP/IP. Mukancysiusi.

Mexceresoi nporokon [P. IP-gentarpamma.

[IpoTokon odmena ynpasistomumu coodmenusmu [CMP.

[Ipotokon TpancnoptHoro ypoBHsi TCP. ®opmat cermenta. TCP-niopThI.

[Iporokon TpancnoptHoro ypoBHsi TCP. ¥Ycranosinenue coequnenus TCP. Ilepenaya nanubIx mo

METOAY C MPUMEHEHHEM OKOH.

[Iporokon TtpancnoprHoro yposus UDP.

9. ®opwmar anpecos IPvo.

10. Tuns! agpecos IPv6: rinobanbHbIN IOHUKACT, YHUKAJIbHBIE JIOKAIbHbIE ajpeca, JJIOKalIbHbIE ajpeca.

11. Tuner agpecoB [Pv6: My TbTHKACTOBBIE aJipeca, HeOpeAeIEHHBIN anpec, loopback , agpeca IPv4,
otoOpakeHHbIe B [Pv6, anpTepHaTHBHBIE ajipeca.

12. ITnanupoBanue noacereit [Pvo.

13. OTobpaxkenue puszndeckux aapecoB Ha IP-anpeca: mporokonast ARP u RARP.

14. TIporokon NDP.

15. MapmipyTtu3zanus ¥ aBTOHOMHbIE CUCTEMBI.

16. [TpuHIUIBI MAPIIPYTH3AIHH.

17. CraTuueckas 1 JUHAMUYeCKas MapIIpyTU3aLUs.

18. IIpoTOKOIIBI TMHAMUYESCKOW MapIIPYTU3ALINH.

19. JIucTaHIIMOHHO-BEKTOPHBIE TPOTOKOJIBI MAPIIPYTU3ALIH.

20. I'moGanbHbIE CETH: OCHOBHBIE TIOHSTHS U ONIpeIesIeHus, (QYHKIIMH U CEPBHUCHI, POCCHIICKHE TII0-
OaJbHBIE CETH.

21. Ctpykrypa u 000pyI0BaHHE TII00ATEHON CETH.

22. KoMMyTaToOphl 1 MapuIpyTU3aTOPhI ITI00ATBHBIX CETeH, y1alleHHbIE MOCTBHI.

23. MynbTHITIIEKCOPHI.

24. Cetu c BbIIEJICHHBIMU KaHaJIaMU cBs3HM. DuU3nuecKkas BblJeNICHHAs JIMHUSA CBA3U. Pannoperneiinas
CBSI3b.

25. Cetu C BbIIEJICHHBIMU KaHaJIaMU cBs3H. L{udpoBas BblAeIeHHAS JIUHUS.

26. Cetn c KOMMYyTAIHEel KaHAJIOB.

27. Cetu c KOMMYyTAaIlMel TaKeTOB.

28. [Ine3noxponnas mudposas uepapxust PDH.

29. CunxponHas 1udposas nepapxus SDH.

30. Mynbruruiekcopsl u Tonojoruu cereid SDH.

31. TexHonorum yriaoTHeHHs ontudeckux kanaitoB CWDM, DWDM u HDWDM.

32. CtpyKTypa i TEXHOJIOTHH ceTH X.25.

33. Ceru Frame Relay: o0miue cBeeHus1, apXuTeKTypa.

34. Ceru Frame Relay: cTtpykTypa n o6opynoBanue, moaiaepxka mapamerpon QoS.

35. Texunomnorust ATM: obume cBeeHus], apxuTektypa cereir ATM.

36. Texnomnorus ATM: moxens ATM, xauectBo oOcmyxuBanust QoS.

37. IP-cetn.

38. CeaHCOBBIi, IPECTaBUTEILCKUAN U TpUKIaAHOHN ypoBHH Mojenu OSI. [lpuknamHoii ypoBeHb MO-
nenmu TCP/IP.

39. CereBbIe CITy>KOBI M CEPBHCHI.

40. Ciiy>x6a DNS: o6mmue cBenenust, uepapxust umeH DNS.

41. ®opmar DNS coobmienwnit u Tumbl 3amuceit DNS.

42. ABromaruzanusi KOH(QUTypUpOBaHUs ceTeBbIX nHTepdeticoB, mporoxkon DHCP.
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43. CeteBsie npuioxxkenus: ogqnopanrosas (P2P) u daiin cepBepHas apXUTEKTYpBHI.

44. CeteBble NPUIIOKEHUS: KJIUEHT - CEpBEpHAst apXUTEKTYypa.

45. Tpex3BeHHasi apXUTEKTYpa C CEPBEPOM MPUIIOKEHHH.

46. TunoBble CTPYKTYPHI KITMEHTCKUX MPUII0KECHUH.

47. PactipenenieHHbIE CeTEBbIE IPUIIOKEHNUS. JIpeBOBUIHAS apXUTEKTypa paclpeielnEHHbIX CUCTEM

48. PactipeneneHuble ceTeBbie MpuiiokeHus. Crucrema npsiMoro oOMeHa JJaHHBIMHU.

49. becripoBosiHbIE Cpebl Tepenadun JaHHbIX. CUrHab! Ui nepeaaun uadopmanuu. Moaymnauus
curHayoB. [IponmyckHas CHOCOOHOCTh KaHaa.

50. MeTtoap! 1ocTymna K cpefie B 0eclipOBOIHBIX CETAX. TeXHOJIOrHs pacIIMPEHHOI0 CIIEKTpa.

51. BecipoBonusbie cetn WiFi. CemelicTBO cTaHIapTOB OecTIpOBOAHBIX JIOKAIbHBIX ceTeil IEEE
802.11x.

52. TlpoekTupoBanue cereii cemeiictBa Ethernet.

53. Bre16op ceteBoro 060pyA0BaHMs 110 SKOHOMUYECKUM M TEXHUYECKUM KPUTEPUSIM.

54. Knaccuukanus cpecTB MOHUTOPUHIA U aHATIU3A.

55. AHaJIN3aTOPBI CETEBBIX POTOKOJIOB.

56. CereBbie ananmm3aTopbl. KaGenbHbIE CKaHEPHI U TECTEPHI.

57. Ilonsatue n obiactTu mpuMeHeHus cucteM peansHoro Bpemenu (CPB).

58. IIpomemuiennsie cetu. CAN, PROFIBUS, MODBUS, MODBUS TCP.

59. CereBas MH(}pacCTPYKTypa MPOMBILUIEHHOTO MPEIIPUATHSL.

60. Pacnpenenennsie cucremsl ynpasienus, SCADA-cuctemsl, npombiiieHHbi Ethernet.

61. Unayctpus 4.0, MHTEIIEKTyalbHOE IPOU3BOJACTBO.

62. Uuarepuer Bemei (I0T): moHsTHe 1 6a30BbIC IPUHIIUIIEI.

63. Apxurekrypa loT: ypoBHU CEHCOPOB U CEHCOPHBIX CETEH, IIF030B U CETEH.

64. Apxurekrypa loT: cepBUCHBIN YpOBEHb H YPOBEHb MIPUIIOKECHUH.

65. [lonstue u HopmaTuBHas 6a3a cereit NGN.

66. OcobeHHOCTH (DYHKIITMOHHPOBAHUS M apxXuTeKkTypa cereidr NGN.

67. MyabTUIIPOTOKOJIbHAS TPAHCIIOPTHAS CETh

68. ITognepxka kagectBa ycuryr B ceTsix NGN. Texnomorust MPLS.

69. Ceru Future Networks.

70. Bupryanmzanus B OyIymux ceTsx, BUpTyaibHas cetb LINP.

[IpuMep nmpakTUYECKUX 3aJJaHU, BEIHOCUMBIX Ha K3aMEH, JJIsi TPOBEPKHU MPAKTUUECKUX YMEHUHN U
HABBIKOB CTYICHTOB IO JUCIUILTHHE

s 3amaHHBIX MCXOJHBIX JAHHBIX ceTH paccuutarh mojacetu IPv4. Aapec ceru: 172.21.0.0.
KonunuectBo noncereii: 3. KonnuectBo xoctoB B nepBoit noacetu: 490. KonnuecTBo X0CTOB BO BTO-
poit moxceru: 210. KonmnyectBo xocToB B Tperbel moncetu: 40. B cetn, moctpoeHHo#l B (paiine
zadachal, mpoBepHUTh MPaBUIBHOCTH BBIMOJTHEHHBIX PACUETOB.

B certu, noctpoenHoii B ¢aiine zadacha2 coequnuts noacetu 1 u 3 Takum o6pa3om, 4YTOOBI XO-
CTBI IOJCETH 1 BUACIN XOCTHI IIOJICETH 3.

B cetn, moctpoenHoii B daiine zadacha4, nuameHUB Macky, TOOUTHCS, YTOOBI BCE XOCTHI BUIETH
apyr apyra. Hactpouts Web-cepBuc Ha cepBepe moacetu 0. Hactpouts cinyx0y DNS Ha cepsepe
MOJICETH 3 ¥ IPOBEPUTH BO3MOKHOCTh ITPOCMOTpPA BEO-CTPaHHUII 110 JOMEHHOMY UMEHH.

B dunumane ucnonp3yercs cucteMa ¢ TpaJAUIIMOHHOW MIKAJION OIeHOK — "oTimaHo", "xoporo",

"yIOBIETBOPUTENLHO", "HEYAOBIETBOPUTENBHO", "3auTeH0", "HEe 3auTeHO" (nanee - MATHOATUIbHAS CH-
cTema).
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(DOpMa HpOMe)ICYTOqHOﬁ arrecraguu 110 HaCTOHH_Ief/'I JUCHHUIIIINHE — 9K3AMEH.

[TpuMeHsieMbIe KPUTEPUU OLIEHUBAHHS 110 AUCHUIUIMHAM (B COOTBETCTBHH C MHCTPYKTHBHBIM
nucemom HIIY MDU ot 14 mas 2012 roga Ne 1-23):

OneHka
10 JUCLH-
ILTHHE

Kputepuu orieHKH pe3ynbTaToB
0o0ydeHUs IO TUCITUILTNHE

«OTIIMYHOY/
«3a4TEHO
(oTIIM4HO)»/
«3aYTEHOY

BricraBnsercs oOyuaroniemycs, 0OHapyKMBILIEMY BCECTOPOHHEE, CUCTEMAaTHUECKOE U
r1y0OKOe 3HaHUE MaTepUaIOB U3YYEHHOMN NUCHUIUIMHBI, YMEHUE CBOOOIHO BBIMIOJIHATD
3a/1aHKs, IIPELYCMOTPEHHBIE IIPOTPAMMOM, YCBOMBIIUN OCHOBHYIO U 3HAKOMBIN C J10-
MTOJIHUTEJILHON JIMTEPATypOr, PEKOMEHIOBAaHHON paboyveil mporpaMMoi JUCITUTIIINHBI,
NPOSIBUBIIEMY TBOPUYECKUE CIIOCOOHOCTH B MOHUMAHHH, U3JI0KEHUH U UCTIOIb30BaHUU
MaTepuaioB U3yYEHHOW AUCIMILIMHBI, OE3ylpeyHO OTBETUBIIEMY HE TOJHKO Ha BO-
pockl Omiera, HO M Ha JIONOJHUTEIbHBIE BOIPOCHl B paMKax pabodeil mporpaMmbl
JUCUUILIMHBI, TPaBUIBHO BBIOJHUBIIEMY MpakTUUYeCKOe 3a1anue. OLeHKa M0 TUCLH-
IUTMHE BBICTABIISIOTCS 00YJaIOMIEMYCsl C YUETOM PE3yJIbTaTOB TEKYIIETO KOHTPOJIS.
Komnerenmuu, 3akperi€HHble 3a TUCHUIUIMHOMN, c(hOpMUPOBAHBI Ha YPOBHE — «3Ta-
JIOHHBIN.

«xXopouIoy/
«3a4TEHO
(xoporo)y»/
«3a4TEHOY

BrictaBnsercs oOyuaroniemycs, oOHapyKUBIIEMY IOJHOE 3HAHUE MaTepuana U3y4eH-
HOW JMCUUIUIMHBI, YCIICIIHO BBITOJIHAIONIIEMY MPETYCMOTPEHHbBIC 33/IaHUS, YCBOUBIIE-
My OCHOBHYIO JIUTEPATypy, PEKOMEHJOBAHHYIO padouell MporpaMMoOil JAUCUHUIIINHBL;
MOKAa3aBUIEMY CUCTEMATUUYECKUN XapaKkTep 3HAHWM MO AUCUUIUIMHE, OTBETUBIIEMY Ha
BCE BOMNPOCHI OWJIETa, MPAaBUIBHO BBHIMOJIHMUBIIUN MPAKTUYECKOE 3a/JaHue, HO JAOIY-
CTUBIIWN MPU 3TOM HENPUHIUIHATbHBIE OMKUOKH. OlLIEHKA M0 TUCIUIUIMHE BHICTABIIS-
10TCs1 O0ydarolemMycs ¢ yu€ToM pe3ylbTaTOB TEKYIEro KOHTPOJIA.

Kommnerennun, 3akperui€éHHble 3a NUCHUILUIMHON, cOOPMUPOBAHBI HA YPOBHE — «IIPO-
JIBUHYTBIIN).

«yJIOBIIETBO-
pUTEIIEHOY/
«3a4TEHO
(ynoBnerBo-
PHUTENBHO)»/
«3a4TEHO»

BricTaBnsierca oOydaronieMycsi, 0OHapyKUBILIEMY 3HaHHWE MaTepualla U3y4eHHOU Juc-
LUIUIMHBL B 00beMe, He0OX0IMMOM ISl JaibHeHel yueosl u npeacrosimeil paboTsl
10 NMpoQeccuu, CIPaBIISIOMIEMYCs] C BBIMOIHEHUEM 331aHUN, 3HAKOMOMY C OCHOBHOM
JUTEPATypOl, pEKOMEHI0BaHHOH paboyell mporpaMMoi JUCHUIUIMHBL, TOMYCTUBIIEMY
MOTPEIIHOCTh B OTBETE Ha TEOPETUYECKUE BOMPOCH! W/WIIM MPH BBHINOJIHEHUU HPAKTHU-
YeCKUX 33/1aHuil, HO 00JajarolieMy HEOOXOIUMBIMU 3HAHHMSIMU Ui UX YCTPaHEHUS
M0Jl PYKOBOJCTBOM IIperojaaBaressi, 100 HENpPaBWJIbHO BbINOJHUBIIEMY IMpaKTHYe-
CKO€ 3aJJaHK€, HO 110 YKAa3aHUIO IIPENOAABATENS BBIIIOIHUBIIEMY IPYrHe IPAKTUYECKUE
3a/laHus U3 TOTO K€ pa3Jiena JUCIUIUINHBI.

Komnerennuu, 3akpeni€HHble 3a TUCLUILTNHON, c(hOPMUPOBAHBI HA YPOBHE — «I10PO-
TOBBINY.

«HEYHOBIIE-
TBOPUTEIIb-
HOY/ HE 3a-
YTEHO

BricTaBisiercs obydaromemMycsi, 0OHapyKUBIIEMY Cephe3HbIE MPOOENBI B 3HAHUSIX OC-
HOBHOI'O MaTcpualia PISy‘ICHHOfI AUCHUIIIMHBI, IOOMYCTHBUHIEMY IIPHUHIOUIIMAJIBHBIC
OIIMOKY B BBIIIOJIHEHUH 33/IaHUI, HE OTBETHUBILIEMY Ha BCE BOIMPOCHI OHIIeTa U JOIOJ-
HUTCJIBHBIC BOIIPOCHI U HEIMIPABUJIIBHO BBIITOJTHUBHIEMY MPAKTHYCCKOC 3aJaHUC (Henpa-
BUJIbHOE BBINIOJIHEHUE TOJIBKO MPAKTUUECKOrO 3aJlaHUs HE SBISIETCS OAHO3HAYHOU
MIPUYHHON JIJIs1 BBICTABIICHUSI OLICHKU «HEYIOBJIETBOPHUTEIHHOY). Kak mpaBuio, oreHka
«HEYIOBIETBOPUTEILHO CTABUTCS CTYACHTaM, KOTOPbIE HE MOTYT MPOJOJLKUTE 00yde-
HUE TI0 00pa3oBaTebHON MporpaMMe Oe3 JOTOTHUTENBHBIX 3aHATHNA IO COOTBETCTBY-
foreit nucnuruinae. OLeHKa Mo TUCIUIUIMHE BBICTABIISIOTCS 00YJaroIeMycs ¢ y4ETOM
PE3yJbTaTOB TEKYLIET0 KOHTPOJIS.

KomneTeHnin Ha ypOBHE «IIOPOTOBBINY, 3aKPEIUIEHHBIE 32 TUCIUIUIMHON, HEe cHopMHU-
POBAaHBI.
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7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJINHBI
YyeOHoe 1 yueOHO-1a00paTOpHOE 000PYyI0BaAHNE

Jl1s1 mpoBeieH sl JIEKIMOHHBIX 3aHATHI UCIIOJIb3YeTCs YUeOHast ayTUTOPHS IS IPOBEICHUS
3aHSATHHA CEMHHAPCKOTO THIIA, TPYIIIOBLIX ¥ WHIWBUIYaTbHBIX KOHCYJIBTAIIUN, TEKYIIETO KOHTPOJIS U
MIPOMEKYTOUYHOM aTTECTAIllM, OCHAICHHAs CICIHATH3MPOBAHHOW MeEOEIbI0; JOCKOW ayIuTOPHOM;
JEMOHCTPAIIMOHHBIM O00OPYJIOBAaHUEM: TEPCOHAIBHBIM KOMIBIOTEPOM (HOYTOYKOM); TEPEHOCHBIM
(cTaroHApHBIM) TIPOEKTOPOM.

Jlist mpoBeeHNsl 3aHATHI JTAa00PATOPHOr0 THNA UCTIONIb3YyeTCsS yueOHass ayTUTOPUS IS Jia-
00paTOpHBIX pabOT, BBHIMOIHICMBIX B KOMIIBIOTEPHOM KJlacce, OCHAIIEHHAs! CIICUAIM3UPOBAHHON Me-
0eIbI0; JIOCKOM ayTUTOPHOM; MEPCOHATLHBIMH KOMITBIOTCPAMU, CBS3aHHBIMU JIOKAJIBHON BBIYHCITH-
TEIBHOU CEeThIO ¢ MoAKIoueHneM K cetu Mutepuet u nocrynom B DUOC dunmana, yKOMILUIEKTOBaH-
Hasi CTOWKOW C aKTUBHBIM CETEBBIM 000pYI0BaHHEM (KOMMYTAaTOPAMU U MapIIpPyTH3aTOPAMHU).

JJ1s1 caMOCTOATEIbHOI PadoTHI 00YYAKIIMXCS 110 JAUCIUILUIMHE HCIIOJB3YEeTCs MOMEIICHHUE
IUIS CAMOCTOSITENTFHON paboThl 00YYaOMINXCsl, OCHAIEHHOE CIEIHATN3NPOBAaHHON MEOEIbIO; TOCKON
ayJMTOPHOM; TEPCOHATIBHBIM KOMITBIOTEPAMH C TOJKIFOYECHHEM K ceTH VHTepHeT W JIOCTyIoM B
SUOC ¢punmana.

IIporpammuoe odecnevyenue

[Tpu mpoBeeHNY JICKIIMOHHBIX 3aHITHH MTPEIyCMAaTPUBACTCS UCIIOIb30BaHUE MakeTa Microsoft
Office (cuctema 11 TOATOTOBKY W ITPOBEICHKS Mpe3eHTauii Microsoft Power Point).

[Tpu mpoBeneHnn 1a00PATOPHBIX PabOT CTYACHTAMHU MPEIyCMATPUBACTCS UCIOJIB30BAHUE CHU-
MYJISTOPOB CETH Mepeladyd JaHHBIX, aHaIH3aTopa CETEeBBIX MPOTOKOIOB, CpeIbl pa3paboTKU Mpo-
IpaMM ¥ TEKCTOBOTO PEIaKTOpa I OPOPMIICHHS OTIETOB.

8. OBECIIEYEHHUE OBPA30OBATEJIBHOI'O TPOLECCA JJIs JINL]
C O'PAHUYEHHBIMH BO3MOKHOCTAMMU 3/1I0POBbSA U HHBAJINIOB

B Xo[4€ pealindai TUCHUILUTMHBI HUCITOJIB3YIOTCA CICAYIOIINUE NOMOJIHUTCIBHBIC METOAbL O6y—
YCHU, TCKYHIECTO KOHTPOJIA YCIICBACMOCTH U HpOMG)KyTO'—IHOfI arTecranuun O6yan-OHII/IXC$I B 3aBUCH-
MOCTHU OT UX UHAUBUAYAJIbHBIX 0COOEHHOCTEH:

JJIS CJIeNbIX U CJIA00BHASIINX:

- JIEKIIUU O0(OPMIISIFOTCS B BUJE AJNIEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C TTOMOIIBIO KOMITbIO-
Tepa co CIEeNHUATN3NPOBAHHBIM POTPAMMHBIM 00eCTICUCHUEM;

- MUCbMEHHBIE 33J]JaHUS BBIMOIHIIOTCS HA KOMIBIOTEPE CO CHEIUAIU3UPOBAHHBIM MPOTPAMM-
HBIM 00€CIIEYCHUEM, WJIH MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

- obecrieunBaeTCsl MHIMBUIyalbHOE paBHOMEpHOE ocBelieHue He MeHee 300 mrokc;

- JUIS BBIIOJTHCHUS 3aJIaHUS TTPH HEOOXOJIMMOCTH TPEOCTABIISETCS YBEIMIHBAIOIICE YCTPOH-
CTBO; BO3MOXHO TaK)Ke MCIIOIh30BaHNE COOCTBEHHBIX YBEITMYMBAIOIINX YCTPOUCTB;

- MIACbMEHHBIC 3aJITaHUs 0(POPMIIIIOTCS YBEIIMYECHHBIM MIPU(TOM;

- 32U€T MPOBOJUTCS B YCTHOUM (pOpME HITH BBIMOTHSIETCS B MUCEMEHHOM (popMe Ha KOMIIBIOTEpE.

JJIA TJIYXHX M CJIa00C/IbIIIALIMX:

- IeKIUU 0POPMIISIOTCS B BUJIE DJIEKTPOHHOTO JOKYMEHTA,

- MIACbMEHHBIC 3aJIaHUs BHITOTHIIOTCS HA KOMITBIOTEpPE B MUCBMEHHOH (hopMe;

- 3a4éT POBOAUTCS B MUCHMEHHOW (popMe Ha KOMIBIOTEpE; BO3MOXKHO IMpOBeneHUE B hopMme
TECTUPOBAHUS.
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JJIS1 JIML ¢ HAPpYLIEHUsIMHM ONIOPHO-ABUIaTeIbHOI0 aNNapara:

- JIGKIUU O(OPMIISIOTCS B BUJI€ 3JIEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C IIOMOIIbI0 KOMIIBIO-
Tepa CO CIEeLUAIN3UPOBAHHBIM IPOrPAMMHBIM 00ECIIEUEHUEM;

- MCbMEHHBIE 3aJ]aHUsl BBIINOJHIIOTCS HA KOMIBIOTEPE CO CHELUAIN3UPOBAHHBIM IIPOTrPaAMM-
HBIM O0€CIIeYeHUEM;

- 3a4€T MPOBOAMTCS B YCTHOM (hOpME MIIM BBIMIOJHSAETCS B MUCbMEHHON (popMe Ha KOMITbIOTE-
pe;

- UCTIONIb3YETCs crenualibHasd yueoHas ayautopus A aun ¢ JIOB3 — ayn. 106 rinaBHoro yueo-
Horo kopiryca no agapecy 214013, r. CMoneHck, DHepreTuyeckui np-a, A.1, 371aHue SHepreTudecKoro
MHCTUTYTa (OCHOBHOM KOPITYC).

[Tpy HEOOXOIUMOCTH MpeyCMaTpUBAETCsl YBEIMUEHNE BPEMEHU /7Sl TOITOTOBKU OTBETA.

[Tponienypa npoBeeHUs MPOMEKYTOYHON aTTECTAIMK JUIsl OOy4YarOIIUXCs YCTaHABIUBACTCS C
y4€TOM UX MHAMBUIYAIbHBIX NCUXO(PU3NUYECKUX ocoOeHHOCTeH. [IpoMexyTouHas arrecTanust MOXKeT
IIPOBOJIUTHCS B HECKOJIBKO ITAIOB.

[Ipu mnpoBeneHUM MpoLEAypbl OLICHUBAHUS PE3yIbTaTOB OOy4EHHUS MpeayCMaTpUBacTCs
HCIOJIb30BaHUE TEXHUYECKUX CPENICTB, HEOOXOAUMBIX B CBSI3M C MHIUBUIYaJIbHBIMU OCOOCHHOCTSMU
o0ydaroluxcsi. ITU CpPelICTBA MOTYT OBbITh MPEAOCTaBIEHbI (DUIMATIOM, UM MOTYT HMCIIOJIB30BaThCS
COOCTBEHHBIE TEXHHUYECKUE CPEICTBA.

[TpoBeneHue npoueaypbl OLCHUBAHUS PE3YIbTaTOB 00YUEHMS TOIMYCKACTCs C UCIOIb30BaHUEM
IMCTAaHIIMOHHBIX 00Pa30BaTeIbHBIX TEXHOJIOTHH.

ObecneunBaeTcs A0CTYN K MH(GOPMANMOHHBIM U OMOaHOrpaduYecKUM pecypcaMm B CeTH
HuTepHer 1715 Kaxaoro odyyaromerocs B popMax, alaiTUPOBAHHBIX K OTPAaHUYEHUSM UX 3/10pOBbS U
BOCIIPUATHUS HHPOPMALIUU:

JJISL CJIeNbIX M CJIa00BHASIIINX !

- B IEYaTHON (pOopMe yBETMUEHHBIM HIPUPTOM;

- B (hopme 31eKTPOHHOTO TOKYMEHTA;

- B hopme aynuodaiina.

AJISl TJIYXHX U ¢J1200CbIIIALUX!

- B IeyaTHOH popme;

- B (hopme 371eKTPOHHOTO TOKYMEHTA.

A1 00Y4AIOLIUXCS ¢ HAPYLIEHUSIMHU OTIOPHO-IBUIATEIbHOI0 aNNapaTa:

- B Ie4aTHou (opwme;

- B (hOpMe 3IEKTPOHHOTO JOKYMEHTA;

- B (popme ayauodaiina.

9. YYEBHO-METOJMYECKOE U UTH®OPMAILIMOHHOE OBECIIEYEHUE
TV CHUTIIMHBI

OcHoBHasi iuTEpaTypa.

1. Kyry3oB O. 1. UHpOKOMMYHHUKAIIMOHHBIE CUCTEMBI U CETH [3JIEKTPOHHBIN pecypc]: yueOHuK /
O. U. Kyry3zos, T. M. TarapuukoBa, B. B. llexanosckuii. — Cankt-IlerepOypr: Jlanb, 2020. — 244 c.
Pexxum noctyma: https://e.lanbook.com/book/136177.

2. Kosran H.M. KomnstotepHbie ceTr [37eKTpOHHBIN pecypc]: yuedHnoe nocobue / H.M. Kosran.
— MuHck: PUIIO, 2019. - 180 C. Pexum JIOCTyMa:
https://biblioclub.ru/index.php?page=book&id=599948.

3. I'ensOyx C.C. Cetu DBM u TeneKOMMyHUKALUU. APXUTEKTypa U OpraHu3alus [3JIEKTPOH-
HbI pecypc]: yaeOHoe mocobue / C.C. I'enpOyx. — Cankr-IlerepOypr: Jlans, 2019. — 208 c. Pexxum
nocryma: https://e.lanbook.com/book/118646.

4. OCHOBBI JKCIUTyaTallUM KOMITBIOTEPHBIX CETel [3JeKTpOHHBIM pecypc]: yuyeOHHK ans Oaka-
naBpoB: / JLH.lemumoB. — MockBa: IIpomereit, 2019. — 799 c¢. Pexum pocryna:
http://biblioclub.ru/index.php?page=book&id=576033.
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5. baceiaa E.A. CucremHOe agMUHUCTPUPOBaHWE M WH(OpMaNMOHHAs OE30IaCHOCTh [3JICK-
TPOHHEIN pecypc]: yaeOHoe mocodue/ E.A. bacwias; HoBocuOMpCKHil TOCYIapCTBEHHBIN TEXHUYECKUHT
yHuBepcuteT. — HoBocubupck: HoBocuOupckuit rocy1apcTBEHHBIN TeXHUYEeCKui yHuBepcutet, 2018.
— 79 c. Pexxum pocryna: URL: https://biblioclub.ru/index.php?page=book&id=575325.

JlonoIHUTeILHAS JTUTepaTypa.

1. BbluncnuTenbHbIe CUCTEMBI, CETH M TEJICKOMMYHUKALUU [3JEKTPOHHBIM pecypc]: yueOHoe
nocobue / aBT.-cocT. C.B. by1sik, A.C. Kpectaukos, A.A. Py3akos; nmog oomr. pea. C.B. byisik u ap.
— UensOuHCK: UI'UK, 2016. — 116 c. Pexum JOCTYyTIA:
http://biblioclub.ru/index.php?page=book&id=4927309.

2. Komkep A.b. TexHONOrMH CETEBBIX KOMMYHHUKAIUW [IIEKTPOHHBIA pecypc]: ydeOHo-
Meroaudeckoe rocodbue: / A.b. Konkep; HoBocubupckuii rocy1apcTBEeHHBI TEXHHYECKUI YHUBEPCH-
teT. — HoBocuOupck: HoBocuOUpCKmii rocyiapcTBeHHBIH TeXHUYEeCKHid yHuBepcurteT, 2016. — 92 c.
Pexxum noctyna: https://biblioclub.ru/index.php?page=book&id=576690.

3. Huxudopor C. H. Metoas! 3amuTel HHGOpMANUU. 3aIIUIICHHBIE CETH [AJIEKTPOHHBIN pe-
cypc]: yuebHoe mocobue / C. H. Hukudopos. — Cankr-Ilerepoypr: Jlanb, 2018. — 96 c. Pexxum no-
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CnHcoK aBTOPCKHMX METOAMYECKHX Pa3padboToK.

Metoanyeckoe obecrieuenue no JuctumianHe «CeTeBble TEXHOJOTUMY BKIIIOYAET CIeIyIoIue
aBTOPCKHE Pa3pabOTKH:

— KOMIUIEKT JIeKIM B hopmMaTe MyIbTUMEANHHBIX MPE3eHTALNMH;

— METOJMYECKHE YKa3aHUs K JJaOOpaTOPHBIM paboTaM.

Y4eOHO-MeToInYeCcKre MaTepHalibl pa3MELIeHbl Ha pecypcax Kadeapsl.
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