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1. HEJIN 1 3AJAYU OCBOEHUSA JUCHUIIJIMHBI

Leabio ocBoenusi AucuMIMHbI « TexHomoruu obecnedyeHrs HHPOPMALMOHHON 0€301acHOCTH»
ABJIETCS MMOATOTOBKA 00ydYaromuXxcsl K Npo(ecCUOHATBHON NIeATENbHOCTH MyTeM (OPMUPOBAHHS KOM-
IUIEKCa 3HAaHUM, HABBIKOB U KOMITETEHIMH B 00JacTH MHPOPMAIIMOHHOMN 6€30MacHOCTH U IPUMEHEHUS Ha
IPAaKTUKE METOJIOB M CPEJICTB 3aIUTHl HHPOPMALMU HAa OCHOBE COBPEMEHHBIX MHTEJUIEKTYalbHBIX TEX-
HOJIOTUH, CPEJICTB U SI3bIKOB IPOrpaMMHUPOBAHUS.

3agayamMu JUCHMIIMHBI SIBJISIOTCS:

U3y4YeHHE OCHOBHBIX MOHSATUH W OINpeAeneHui, Kiaccu(uKaluuii COBPEMEHHBIX TEHICHIUN U
yIrpo3 UHPOPMAIIMOHHOM 6€30MacHOCTH; MOTyYeHHe 3HaHUNH 00 0 HOPMATHUBHBIX IPABOBBIX JOKYMEHTaX
0 3a1KTe HH(POPMALIUH; TT0TYyYEHHE HAaBBIKOB pPa3pab0TKN OPUTMHAIBHBIX AJITOPUTMOB M IPOrPaMMHBIX
CPEJCTB, B TOM YHUCJIE C MCIOJb30BAHUEM COBPEMEHHBIX MHTEJUIEKTYyaIbHbIX TEXHOJOTUH; (GOpMHUpOBa-
HUE y CTYJCHTOB yCTOWYMBOTO MOHHMMAHUS POJU M 3HAUEHUS MH(POPMALMOHHOM 0€30acHOCTH JIMYHO-
CTH, o0lIecTBa, rocyapcTBa U MHGOPMALMOHHON HHPPACTPYKTYpHI 00IIECTBA M rOCYJapCcTBa; MOyye-
HUE HABBIKOB pa3pabOTKH KOMIIOHEHTOB MPOTPaMMHO-ANMapaTHBIX KOMILIEKCOB 00paboTku uH(OpMa-
MU U aBTOMATHU3MPOBAHHOTO MPOEKTHPOBAHUS; BHIPAOOTKA MPAKTHYECKUX HABBHIKOB MPUMEHEHHS CO-
BPEMEHHBIX METOJIOB U CPEJICTB 3aIIUTHl HH(OPMALIUH .

2. MECTO JUCIUIIJIMHbI B CTPYKTYPE OII BO

Juctummna «TexHonoruu oOecreueHus MH(QOPMAaIMOHHON 0€301aCHOCTH» OTHOCHTCS K 00s13a-
TEJILHOM YaCTH OCHOBHOW 00pa3oBaTesIbHOW mporpammsel no HampasiieHnto 10.04.01 «MapopmanmonHas
0€30MacCHOCTDY.

Jnst u3y4yeHusi NaHHOW TUCUUIUIMHBI HEOOXOJMMBl 3HAHUS, YMEHUS U HABBIKH, (OPMUPYEMBIC
MPEANICCTBYFOIIMMH TACIUIUTMHAMH ;
b1.0.03 Ynpasnenue napopMamoHHOH O0€30MaCHOCTBIO.

[lepeyenp mocieayomuX AUCHMUIUIMH, JUISI KOTOPBIX HEOOXOAMMBI 3HAHUS, YMEHHS U HaBBIKH,
(dopMupyemMble JTaHHON AUCLUILIIMHOMN:
b1.0.07 3ammimeHnHbie HHGOPMAITMOHHBIC CUCTEMBI.
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3. TPEBOBAHMS K PE3YJIBTATAM OCBOEHUS JUCIHHUIIJIMHBI

OCBOCHME TUCHUILUIMHBI HAIIPaBJIECHO HA (POPMUPOBAHKE IEMEHTOB CIICIYIOIINX KOMIIETCHIIUN B
cootBetcTBUU ¢ ®I'OC BO u OIl BO no ganHOMY HanpaBieHHUIO OATOTOBKH:

IlepeyeHb MIIaHNPYEMBbIX Pe3yJIbTATOB 00Y4EeHHUS MO AUCHUILINHE (MOYJ/II0), COOTHECEHHBIX
¢ HHAUKATOPAMHM JOCTHKEHUS KOMIeTeHIIH

KomnereHnuus NHauKaToOpbI 10CTHKEHUS KOM- Pe3yabTaThl 00yueHus
neTeHI it

OIIK-1.  Cnocoben | OIIK-1.1 O6ocHoBBIBaeT TpeboBa- | 3HAET: MPUHIIMIIBI U CPEACTBA UCTIONb-
00OCHOBBIBAaTh  Tpe- | HUS K CUCTEME 00ecTeyeHHsI NH- 30BaHUS TEXHOJIOTUH 00ecrieueH s HH-
O0oBaHMsI K cucteme | (opMalOHHON O0€301acHOCTH (dopMalmOHHOM 0€3011aCHOCTH.
obecnieuenust uHoOP- Ymeer: 000CHOBBIBATh TPEOOBAHUS K
MalMOHHOHI Oe3omnac- TEXHOJIOTUAM obecredeHus: uHpopMma-
HOCTH M pa3pabarbl- IIMOHHOM 6€30I1aCHOCTH.
BaTb IPOEKT TEXHMU- Brnaneer: cnoco6amu u cpencTBamMu
YEeCKOro 3aJaHus Ha 3alMTHl THPOPMALIUU OT HECAHKINO-
€€ CO3/aHue; HUPOBAHHOTO JIOCTYTIA; OT BPEJOHOCHO-

r'0 KOJa; 3aIluThl HH()OPMALIUU OT MEK-
CETEBOr0 BO3JCHCTBUS; KpUITOrpadu-
YECKOM 3aIUThl HHPOPMAIIUH.

OIIK-1.2 Pa3pabaTbiBaeT NpoeKT 3HaeT: NpUHIUIBI U IpaBUiIa pa3pa-
TEXHMYECKOTO 3aJ]aHMs Ha CO3JaHue | OOTKU 3aJaHUil Ha TPOCKTUPOBAHHE
CUCTEeMBI 00ecrieueHust nHpopma- cuctem obecrieueHnss HHPOpMAaIHOH-
IIUOHHON 6€30M1acCHOCTH HOI 6e30macHOCTH

YmMeer: pazpabaTeiBaTh TPEOOBAHUS K
cuctemMaM obecrieueHust nHGopmau-
OHHOM 0€30MacHOCTH.

Brnaneet: cioco6aMu 3amyThl Mpo-
rpaMM OT HECAaHKIIHOHUPOBAHHOTO KO-

UPOBAHMUS.

OIIK-2.  Cnocoben | OIIK-2.1. Beibupaer meTo0/10THI0 | 3HAET: IepeueHb (PaKTOPOB, BO3ACH-
pa3pabaTbiBaTh T€X- | U TEXHOJOTHIO IPOEKTUPOBAHUS CTBYIOLIMX Ha HHPOPMALIUIO.

HUYECKUH MPOEKT CH- | CUCTeM (ITOJCUCTEM JINOO KOMIIO- VYmeer:

CTeMbl (TIOJICHCTEMBI, | HCHTOB CUCTEMbI) 00ecreueHus pa3pabaTbIBaTh KOMIIOHEHTBHI, 00ecte-
KOMIIOHEHTa  CHCTe- | HH()OPMAaLIMOHHON O€30acHOCTH YUBAIOLIHE 3alUTY UHPOPMALIUU; TEX-
MBI) obecrnieueHus HOJIOTUH 3alIUTHl KOH (PHUICHIINAIBHON
MH(POPMALIMOHHON nH(pOpMaIIUU MIPHU €€ TIepeiade 1Mo CeTH.
0€30I1aCHOCTH Biageer:

METO/I0JIOTUEHN TPOESKTUPOBAHHUS 1101~
CHUCTEM 3alIUThl HHPOPMAILIMK HA OCHO-
BE€ JICHCTBYIOIIMX HOPMATUBHBIX JOKY-

MEHTOB.

OIIK-2.2. Pa3pabaTbiBaeT TeXHUYE- | 3HAET: MPUHIIUIIBI TPOECKTUPOBAHUS
CKUI IPOEKT CUCTEMBI (ITOICUCTE- TEXHOJIOruil obecrieueHus HHpopMaIu-
MBI TU0O KOMIIOHEHTA CHCTEMBbI) OHHOW 0€30MacHOCTH

obecnieueHHst ”HPOPMALIMOHHOM Ymeet: @opmynupoBaTh TpeOOBaHUSA K
0€30MacHOCTH pa3pabaTbIBaeMbIM KOMIIOHEHTAM,

o0ecTeunBaloInM 3aIUTy HHQOopMa-
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Komnerenuus NHauKkaTopbl J0CTHKEHUSI KOM- Pe3yabTaThl 00y4eHus

NmeTeHI i

ouu.

Bnaneer: [Ipuemamu cornacoBaHus
TpeOoBaHuil obecrieueHus: HHPoOpMaIu-
OHHOH 0€30MaCHOCTH KOMIIOHEHTOB H
IIOACHUCTEM aBTOMaTI/BI/IpOBaHHOﬁ CH-
CTCMHI.
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4. CTPYKTYPA U COAEP) KXAHUE NUCIHUIIJINHBI
Cemectp 1 Cemectp 2 WToro 3a kypc
AKB,CLSMMHGCKMXHBCOE AKaAeMqucquacos AKH,QSMI/NECKMXHBCOB 3.e.
Ne [Mnpekc HanmeHoBaHne KoHT Kont KoHT Kad.| Cemectp
Kormeon: Bcero Ko Nek [Na6 | Mp |KPM| CP | pon 3. | Henen | Kourpon. Bcero Kon Nek [Na6 | Mp |KPM| CP | pon 3.6. | Henene | Kourpon. Bcero Kon Nek [Na6 | Np [KPM | CP | pon |Bcero Henen=
TakT. N TakT. b TakT. N
TexHonorn obecneyenus
5 [61.0.05 WHBOPMALMOHHORN BE30MACHOCTH | | | | | | | | | | :-)KPI'P| 144| 68 | 34 | 34 | | | 40 | 36 | 4 | | :-)KPI'P| 144| 68 | 34 | 34 | | | 40 | 36 | 4 | |'15 [ 2

OBO3HAYEHMUA:

Buabl npomMe:kyTouHOM aTTecTAUMH (BUABI KOHTPOJISA):

OK3 - DK3aMEH;
3a0 - 3a4eT Cc OICHKOM;
3a — 3a4erT;

Buabi pa6or:

KoHTakT. — KOHTaKkTHas paboTa 00YyJArOMIUXCS C MPEINoaaBaTesem;
JIex. — NeKIIMOHHBIE 3aHSTHUS;
JIa6.— maGopaTopHbie pabOTHI;
[Ip. — npakTHYeCKHEe 3aHATHS;
KPII — kypcoBas paboTta (KypCOBOii IPOEKT);
PI'P — pacuetHo-rpaduueckas padora (pedepar);
CP — camocTosTenbHas paboTa CTy/I€HTOB;

3.e. — 00BEM TUCHUIUIMHBI B 3aYETHBIX SIUHUIAX.
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Coaep:kanue QMCHUNINHBI:

Ne

HaumeHoBaHue BUI0B 3aHATHI M TEMATHK, CO/IEPKAHUE

1

Jlexnnonusle 3anaTus 17 mr. mo 2 yaca:

1.1. OcHnogvl ungpopmayuonnou 6ezonachocmu (UB).

Omnpenenenue neneil U NPUHIUIOB 3allUTHl HH()OPMALINK; yCTaHOBIIEHHE, ()aKTOPOB, BIUSIONIUX
Ha 3alMTy WHGOpPMAlMU; OCHOBHBIE OMACHOCTH M YIpO3bl B 00jacTd MHGOpPMAIMOHHON Oe3-
OTIACHOCTH.

1.2. Knaccugpurayus memooos u cpedcma 3auumsol UHGOpMayuu.

['mybuna knaccuduranuu U pekBu3UT. Kiaccupukanuu BUIOB, METOJIOB H CPEJICTB 3aIIUTHI MH-
¢dopmanuu. Opranu3anMoHHas 3ammra HHpopManuu. HxkeHepHO-TeXHUYecKas 3aluTa UHdop-
manuu. Kpunrorpaduyeckas 3ammra undopmanuu. [IpeacraBnenue nnpopmanuu B uudpoBom
BUJIE.

1.3. 3adauu ungopmayuonnot 6ezonacHocmu.

3anaya obecrnieueHus: KOHPUIEHINATBHOCTH. 3a1aya o0ecneueHus A0CTyna. 3agada o0ecneyeHus
ayreHTuuKanuu. O0ecnedeHne uaeHTUPUKAUK. 3a1a4a oOecrieyeHus [eTOCTHOCTH.

1.4. Veposwi ungpopmayuonnou 6ezonacHocmu.

Knaccudukanus yrpo3 nHGOpMamoHHONH 0€30MacHOCTH. YTPO3bl HECAHKIIMOHUPOBAHHOTO J10-
CTyIa K JaHHBIM. YTPO3bl HAPYIICHHS IIEJIOCTHOCTU AAHHBIX. YTPO3bl HAPYIICHHUS KOH(PHUACHIIH-
ATBHOCTH JIaHHBIX.

1.5. OcHosvl 2ocy0apcmeennoti noiumuky u yepo3svl bezonachocmu Poccutickoii @edepayuu 6
uHghopmayuounoii cghepe.

OCHOBBI 3aKOHOJIATETBCTBA B 00OmacT obecreueHus: nHGpopmanmoHHoi 6e3omacHocTu. [IpaBoBoe
obecrnieueHre MHPOPMAIIMOHHOK Oe3omacHOCTH. Poccuiickoe 3aKOHOJATENbCTBO B 00JaCTH WH-
dopmarmonHo# 6e3omacHocTr. 3akoH «O0 nHbopManuu, HHPOPMATH3AINH U 3aIIUTe HH(HOPM a-
[UW. 3aIIUTa MePCOHANBHBIX JaHHBIX. J[pyrue 3aKOHbI 1 HOPMATHBHBIC AKTHI.

1.6. Ionamue u 6uovl 3auuujaemon uHpopmayuu.

[TyTs KOH(UIEHUINATBLHOTO JOKYMEHTa OT CO3JaHUsl O YHUYTOXKEHHS: pelleHHe, pa3pabdoTka
MPOEKTa, MOATOTOBKA COJEpKaHMs, pEKBU3UTOB, Mepeaya, MoJlyueHrne, UCIIOJHEHNEe U apXUBa-
. O0bexT nHpopMaTuzanuu. PaxkTopsl, Bo3aeicTByonMe Ha nHGopManuoo. O6Imue moIox e-
Hus. 3amuTa KOH(puaeHuanbHol nHpopMaluK Npu ee nepeaaue no cetd. CucteMma 3alluIne H-
HOTO 3JIEKTPOHHOT0 I0OKyMEHTOO00pOTA.

1.7. 3awuma ungopmayuu. Obwas xapakmepucmuka cnoco6o8 u cpeocme 3auumol UHpopma-
yuu.

CnocoObl U cpencTBa 3aIIUThl HHGOPMAIMU OT HECAHKIIMOHMPOBAHHOTO NocTymna. CrnocoObl u
CpencTBa 3alUThl HHOPMALUU OT BpPEeIOHOCHOTO Koja. CriocoObl M cpeacTBa 3aliuThl UHOO p-
Maluu OT MexceTeBoro BozaeiicTBus. CrnocoObl M cpencTBa KpUnTorpadguueckon 3aliuThl U H-
dbopmarum.

1.8. Kpunmoepagpuueckue memooul 3auyumuol uHpopmayuu.

OcHOBHBIC MOHATUA U TePMUHBI Kpunitorpaduu. Kparkas ucropust pazsutus mmdpos. [Ipumeps.
OcHoBHbIe npoOnembl kpuntorpaduu. [lapamokcel. OneHka cekpeTHbIX cucTeMm. Kpumroctoii-
KOCTb. MeTo/Ibl KpUIITOAHAJIN3a U B3JIOMA.

1.9. Kpunmoepagpuueckue memoowl 3awyumol ungopmayuu. OOHocmoponHee wugposanue.
Buael anropuTMoB X3UIMpOBaHUSA. ANTOPUTMBI BbIPaOOTKM HMHUTOBCTAaBKHU. ['aMMupoBaHUE.
Xomr- ¢pynkun. CemeiictBo anroputMoB SHA.

1.10. Kpunmoepaguueckue memoowl sawumol ungopmayuu. CummempuyHou wugdposatue.
Buael anropuTMOB XdJIIHPOBAHUSA. ANTOPUTMBI BBIPAaOOTKH HMHUTOBCTAaBKH. | aMMupoBaHHE.
Xom- ¢pynkuuu. Anroput™ SHA. Cummerpuunsie mudpsl. Kpuntorpadus ¢ OTKpBITBIM KO-
yoM. biiounsle u motokossle mudpsl. Anroputmel DES, AES.
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1.11. Kpunmoepaguueckue memoowi 3auumol ungpopmayuu. Acummempuunou wugposanue.
AccuMerpuuHoe mudpoBaHue, IPEUMYILECTBAa U HEAOCTaTKU. [IOHATHE OTKPBITOrO U 3aKPHITOrO
kioda. Anroput™ Juddu — Xennmmana. Cxema anroputma RSA.

1.12. Dnexmponnas yughposas noonucs u yugposwvie cepmuguramaol.

OnektpoHHas uudposas noxanuck. [lonstue o mudporort moamucu. [Moamuce RSA. IMoamwuch
ElGamal. [Toamics DSA.JILIT I'OCT P 34.10-94 u TOCT P 34.10-01. MadpactpykTypa OTKpHI-
ThIX KiItouei. CepTudukaThl OTKPHITBIX KIIIOUEH.

1.13. Obecneuenue 8biCOKOU OOCMYNHOCIU, MYHHEAUPOBAHHBIE U YNPAGIEHUE.

MeToasl 1 cpeacTBa obecrieueHus BBICOKOM AocTynmHOCTH. [IpoakTuBHOE ynpaBieHue, 3aJaHue
peakuuii, pesepBHOe KonupoBaHue. CHHXpOHHOE U aCHHXPOHHOE THUpaKupoBaHue. TyHHEIUpo-
BaHHE TaHHBIX. MOHUTOPUHT U KOHTPOJb.

1.14. [Ipakmuueckue acnekmol Kpunmozpaguu.

CriocoOsI B37I0Ma U KpaKd JIaHHBIX B ceTsx. 3ammTta npotokona WiFi. IIporokon HTTPs. Bupty-
aJbHBIE NepcoHalbHBIe ceTeBble kaHalbl VPS. Cxema pabotsl mpotokona TOR. CerteBoii mpoto-
KOJI IPUKJIAHOTO YPOBHSI, [TO3BOJISIFOIIMM MPOU3BOAUTE yIal€HHOE ynpasieHue SSH.

1.15. Memoowt opeanuzayuu 6e3onachozo oocmyna.

Cxembl uaeHTuukanuu u ayrenTudukanuu. OnHo- 1 MHOrogaxkTopHas ayreHTuguKanus. Cu-
cTeMa pasrpaHMUYEHUs 10CTyIa K MHGOpMaluu B KOMIbIOTEpHOM cucteme. Konnenmus nocrpoe-
HUS CUCTEM pa3rpaHnyeHust qoctyna. CpencTBa 1 METO/IbI OIpaHUYEHHs JOoCTyna K (aiinaM.

1.16. Ilpocpammmno-annapammusie cpedcmsea 3auumol UHGOPMAYULL.

AnmnapatHble ¥ IPOrpaMMHO-ANMNAPaTHBIE CPEJICTBA KPUNTO3AIINTHI JaHHbIX. Vcrnonb30BaHue
JIOTIOJIHUTEIBHBIX IJIAT pacluupeHusi. MeToabl «BOJSHBIX 3HAKOB» U METO/Ibl «OTIEYATKOB IMajlb-
1eB». 3alyTa NporpaMM OT HECAaHKIIMOHUPOBAHHOTO KOMPOBAHUSI.

1.17. Knaccugpuxayus eupycos. [Ipumenenue anmueupycHulx npocpamm.

Knaccudukanus BupycHbix nporpamm. OCHOBHBIE MPU3HAKU 3apa)XeHHsI OT BPEIOHOCHBIX MPO-
rpamm. MeTossl 3apaxenus. cTopusi aHTUBUPYCHBIX MPOrpamMM, CBEEHUS O HAJEKHOCTH U Me-
XaHu3Max paboThl COBPEMEHHBIX aHTHUBUPYCHBIX MporpaMm. OCHOBHBIE MOMEHTHI HCIIOJb30Ba-
HUS COBPEMEHHBIX aHTUBUPYCHBIX MPOTPAMM.

2 | JJaBoparopHsie paboTsl 9 mT. 110 4 (2) yaca:

2.1. Ilepexsam u ananuz cemesvix naKemoa.

N3yunts Bo3moxHocTu Oubanorekn WinPcap, M3yunts Bo3moxxnoctu 6ubnmorexkn SharpPcap; ocy-
IIECTBUTH MEPEXBAT M aHAJIU3 CETEBBIX MAKETOB HA CETEBOM TPAHCIOPTHOM U MPHKJIATHOM YPOBHSIX
mogaenu OSI.

2.2. Cospemennvle cuMMeMpUyHble KpUNMOCUCHEMDbI.

N3yuenne npuHIUIIOB pabOThl CUMMETPUYHBIX KPUIITOCUCTEM, MHOTHE U3 KOTOPBIX SIBISIOTCA
HAallUOHAJIbHBIMM WJIM BEJOMCTBEHHBIMHM CTaHJApTaMH; U3yUYECHHE peaau3aluii CUMMETPUUYHOU
kpuntorpaduu B cpene .NET Framework; mporpamMmmHuas peanuzanus CyIeCTBYIOUIMX CHUMMET-
PUYHBIX KPUIITOAITOPUTMOB.

2.3. Cospemennvie acummempuyinvlie KpUnmoCcucmembi.

W3ydyeHre nNpuHUUIOB pabOTHl aCUMMETPUYHBIX KPUIOTOCHUCTEM; HM3Y4YEHHUE peau3aluil acuM-
meTpuyHOi kpunrtorpaduu B cpeae .NET Framework; peanuzanus cymecTByrOMUX acUMMET-
PUYHBIX KPUIITOAITOPUTMOB.

2.4. Xowuposarnue u 31eKmpoHHAsL Yupposas NOONUCH.

Nzydenne meTonoB GOpMUPOBAHUS NalKeCTa COOOMEHUs (XAUI-PYHKIMH) U JIEKTPOHHON TG po-
Boit moamucu (DUII); uzydyenune peanuzanmii xsm-pynkuuii u DI B cpene .NET Framework; pea-
JM3alys CyHIeCTBYOMUX Xaul-GyHKkuuit u anropurmos DLIIT.

2.5. Paboma c cucmemmuvimu sdcypraiamu 8 OnepayuoHHol cucmeme.

N3yueHne MeTo 0B padOThl C CHCTEMHBIMHU KypHanamu. OTcieXrBaHuEe COOBITUN 3alUCH B CUCTEM-
HBIE J)XypHaIbL. [lepexBaT CHCTEMHBIX COOBITHI. AHAIIN3 3aMTUCEeN CHCTEMHBIX JKYPHAJIOB.

2.6. Paboma c cucmemnvimu dcypuanamu 6 onepayuonnot cucmeme. Daiinosas cucmema.
OtciexnBaHne cOOBITHI M3MeHeHHs (ailyloBoi cHcTeMBI (CO3IaHue, yAaleHne, IepenMEeHOBaHHE |
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M3MEHEeHUe BbIOpaHHbBIX (DaiioB U manok). OTciexuBaHue cOOBITUI M3MEHEHHs anmnapaTHOW KOH(U-
rypanuu KOMIbIOTepa.

2.7. Yoaneumnwui 0ocmyn u ynpaeieHue onepayuoHHoOU CUCMEMOU.

VY aneHHbl AOCTYH K pecypcaM ONEepalMOHHOW CHUCTEMBI C UCIOJb30BaHUEM TexHonoruu WMI.
3HAaKOMCTBO C YTHJIUTOW KOMaHAHOM CTpokH wmic. PaboTta ¢ mpoTokosom yaaneHHoro gocryna SSH.
2.8. Vnpaenenue norumurxamu 6ezonacrHocmu.

HccrnenoBanne METOIOB KOHTPOJIS IOCTyIA K pecypcaM orepanroHHon cuctembl. Obecnieuenue 6e3-
OMAacCHOCTH JIO0CTyna Koja (YTBEpXKIEHHE M OTKJIOHEHHE IOJHOMOYMi). YTpaBieHHWE MOJUTUKAMHU
0e30IacHOCTH.

2.9. llpakxmuueckas pearusayus pacnpeoeieHus Kioyel.

besomacHoe pacnipenenenne kimodeir. Anroputm Jdnddu-Xemmvana.

Pacuetno-rpaduueckas paboTa CTyJ€HTOB BbIIA€TCS COTJIACHO WHIMBUIyaIbHO BEIOPAaHHOU TeMe
Y BKJIFOYAET CIIEYIOIIUE 3TAIbl: TOCTAHOBKA 33/1a4l Pa3pabOTKH 3alIUIIIEHHOTO alrOpUTMA;
0030p, CpaBHUTEITHHBINA aHAIN3 U TIOJIOOP MOAXOISAIINX CTAHIAPTOB HHPOPMAITHOHHOM
0e3omacHOCTH; POPMHUPOBAHKE TPEOOBAHHIA K TPUMEHEHUIO alropuTMa; (popMHUpOBaHHE U
peanm3arys GyHKIUOHATBHBIX TPEOOBAHMIA; STAITBI TOCTPOSHHUS M PEATH3AIMH 3alIHIIIEHHOTO
QJITOpPUTMA Ha MPAKTHUKE.
[Tpumepbl HHAUBUIYAIBHBIX TEM Ha pa3pabOTKy 3alIMIEHHOTO alropyuTMa:

1) Pazpabotka kpuntocucremsl Pusecra-lllamupa-Anemana.

2) Kpunrocucrema, ocHoBanHas Ha mpodneme Juddu-Xenamana.

3) Pa3paboTka kpunTocucTeMbl, OCHOBAHHOM Ha SJUTMITHYECCKUX KPUBBIX.

4) VYmnpapieHue KIOYaMH, OCHOBAHHOE HA CHCTEMaX C OTKPBITHIM KIIFOUOM.

5) Peanuzanus cucTeMbl IOTOKOBOT'O MUGPOBAHUS.

CamocTtosTenbHast paboTa CTyA€HTOB:

4.1. 2 xoHTpOABHBIX ompoca nocne 10-it u 17-i nexuwmii;

4.2. 3akpernieHue MaTepHaia o TeMaTUKE JICKIIMOHHBIX 3aHATHI:

3aKperuieHue u3yueHust MmatepuanoB jekuuid 1.1-1.17 — ocHOBBI pa3pabOTKH CUCTEM Ha SI3bIKaX
BBICOKOTO YPOBHS; KJIacCU(BHUKAIUS METOIOB M CPEACTB 3alIUThl HHPOPMAINH; TPOSKTUPOBAHHE
3alUIIEHHOTO MPOrpaMMHOTO 00eCTIeYeHHS; OlIEHKa KauecTBa pa3pad0TaHHBIX 3aIIMIIEHHBIX
MPOrPaMMHBIX CPEICTB CUCTEMBI; 0O0ecredeHne ypoBHElH 0e30MacHOCTH.

4.3. IToAroToBKa K 3K3aMEHY IO TUCLUILINHE

(oLIeHOYHBIE MaTepuasbl IPUBEIEHBI B pazzene 6 Hactosimein PI1).

5. OBPA3OBATEJIBHBIE TEXHOJIOI'MHU

Tabnuna - OGpa3oBaTesIbHbIE TEXHOJIOTUH, UCIIOJIb3YEMbIE IIPU PEATH3ALUK PA3JIMYHBIX BUJIOB YyUeOHBIX
3aHATUH 0 AMCLUIUIMHE

Ne n/m Bupl yueOHBIX 3aHATHIA OO0pa3zoBaTeabHbIC TEXHOJIOTHU

1 Jlexmuu Knaccuueckas (TpaguimoHHasi, WHGOPMAIIMOHHAS) JICK-
nus. VHTepakTuBHas Jekuus (JIEKIUsS-BU3yaTu3alus).
NunuBuayanbHble W TPYNIOBBIE KOHCYJIBTAI[UU TI0 JIHC-
[UTITAHE.

2 JlabopaTopnas paboTa TexHoIorHs BHITIOJTHEHUS Ta0OPAaTOPHBIX 3a1aHUI WH]TH-

BUIyaJTbHO. TEXHOJOTHS BBIOJIHEHUS J1TA0OPAaTOPHBIX
3ajaHuil B Mainoi rpynne (B Opuraze). TexHomorus npo-
O1eMHOro 00y4YeHHsI Ha OCHOBE aHAJIM3a PE3yJIbTaTOB Jia-
OopaTtopHOil pabOTHL: MHIMBUAYAJIBHBIA OMpOC, codece-
JoBaHME B Majoi rpymme (Opurazne), odcyxaeHHe pe-
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3yJIbTaTOB KOMaHAHOW pabOThl, TPYNIOBas AUCKYCCHUS,
METOJI «KPYTJIOTO CTOJIa», TMPEJACTaBICHUE CTYJIECHTOM
WJIU TPYIIOW CTYJIEeHTOB (Opuramoii) pe3yibTaToB j1abo-
paTopHoli paboTel B popme oTueTa M MYJbTUMEIUWHOU
npe3eHTanuu. [IpoekTHas TEXHOIOTHS.

3 CamocTtosTenbHas pabota cty- | MHpOpManmoHHO-KOMMYHHKAIIMOHHBIE TEXHOJIOTUU (10-
JICHTOB (BHEAyAUTOpHAs) ctyrn k DUOC ¢dunmana, k ObC ¢unuana, qoctyn kK WH-
(bopMalMOHHO-METOUYECKMM MaTepuagaM M0 AUCIU-
TIJTAHE).
4 KoHTpo:s (mpomexyTodHast TexHonorus: NUCbMEHHOIO KOHTPOJIS, B TOM 4YHCIIE Te-
aTTecTalus: 3a4eT Ui dK3a- cTHpoBaHue. PelTHHIOBas cucTeMa KOHTPOJIS.
MEH)

6.

OHEHOYHBIE MATEPHUAJIBI IJISA TEKYIIEI'O KOHTPOJISA 1 ITPOMEKYTO4-

HOM ATTECTAIIAMU — JIJISI OEHKUA KAYECTBA OCBOEHUS JUCIIUILINHBI

K

HpOMeXQYTOqHOﬁ aTreCTallu CTYJACHTOB IO AUCHUIINIMHEC MOTYT IIPUBJICKATLCA MIPCACTABUTCIIN

paboToaTeei, mpenoaaBaTeliy MoCIeayOMUX JUCIHUILINH, 3aBeayomue KadeapaMu.
OLeHKa KayecTBa OCBOEHHUS JUCLUIUIMHBI BKIFOYAET KaK TEKYLIIMHA KOHTPOJb yCIIE€BAEMOCTH, TaK
Y IPOMEKYTOUHYIO aTTECTALIHIO.

OuneHouHbIE CpeacTBa TEKYIEro KOHTPOJIA yCI€eBAeMOCTH:

IIpumepsl BONPOCOB K KOHTPOJIbHOMY onpocy nocJie 10-if sexuum:

AN DN B WN -

CTH.
7
8
9

13

14.

15

16.
17.
18.

. Onpenenenue HHPOPMAITMOHHON OE30MACHOCTH.

. KpI/ITI/ILIeCKI/Ie JaHHBIC.

. HpI/ISHaKI/I KOMIIBIOTCPHBIX HpeCTyHJIeHI/Iﬁ B UHTCPHCET TCXHOJIOT'UAX.

. OcHOBHEBIE TEXHOJIOTUH U METOAbI KOMIIBIOTCPHBIX HpCCTYHHeHHﬁ.

. YPOBHS 32U THl KOMITBIOTEPHBIX (MHTEPHET TEXHOJIOTHIA) M HH(POPMAIIMOHHBIX PECYPCOB.

. Ilpu3Haku, CBUIETENBCTBYIOIIUE O HAJIMUUY YSA3BUMBIX MECT B MHPOPMAILIMOHHON O€3011acHO-

. Konnenmus obecnieuenust 6e3omnacHocTd ”HGOPMAITUOHHBIX CUCTEM.
. I30uparenpHas MOTUTHKA YIPABICHUS JOCTYTIOM.

. OpranuzannoHHbIe Mepbl 0€30MaCHOCTH MH(POPMAIIIOHHBIX CHCTEM.
10.
11.
12.

Martpuna nocryna 8 ACOU.

[TonHOMOYHOE yIIpaBiI€HUE JOCTYIIOM.

N30upatenbHoe ynpaBiieHUE TOCTYIIOM.

. O11eHOUYHBIE CTAaHJAPTHl U TEXHUYECKUE CIeUU(UKALIUH.

VYrpo3sl 6€30MacCHOCTH JaHHBIX

. UcTouHMKY HapyIlIeHHH 0€30MacHOCTH

AyTteHtuukanus

ABTOpHU3aIys N0JIb30BaTENIEH

Mertoasl naponbHOU ayTeHTUGHKauu. Heroctatkn MeTo10B ayTeHTU(QUKALMU C 3aTIOMHUHA €-

MBIM IIapOJICM.

19.
20.
21.
22.

AyTeHTH(UKAIHS C TTOMOIIBIO OMOMETPUYECKIX XapaKTEPUCTHUK.
[IpuHIUIBL pabOTH OMOMETPUIECKUX CUCTEM.

Peanuzanust ONOMETPUYECKUX CHCTEM.

[ToBeeHUECKHE OMOMETPHUYCCKUE XAPAKTCPUCTHKH.
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23. Ataku Ha OMOMETPUYECKUE CUCTEMBI.

IIpuMepbI BOPOCOB K KOHTPOJbHOMY onpocy nocJe 17-ii Jekuun:

1. OcHoBHBIE NOHSTUS U TepMUHBI KpunTorpaduu. Kparkas ucropus pazpurus mmdpos. Kpunro-
CTOMKOCTb. MeTO/bI KpUIITOAHATIN3A U B3JIOMA.

2. Kpunrorpaduueckre MeTo bl 3auThl HHGopMauu. OTHOCTOpOHHEE MU(POBAHUE.

3. Kpunrorpaduueckne MeTo sl 3auuThl HHPopMaruin. CHMMETpHYHOHN muQpoBaHue.

4. Kpunrorpadudeckie MEeTO/IbI 3aIUThl HHPOpMaui. ACUMMETPUYHON MU POBAHHE.

5. DnexTpoHHas HUQPOBast MOAMUCH U ITUPPOBBIE CePTUDUKATHI.

6. ObecnieueHue BHICOKOM TOCTYITHOCTH, TYHHEITMPOBAHHbIEC U yIIpaBICHHE.

7. IlpakTHyeckue acleKThl KpUITOrpauH.

8. MeToibl opranu3aiiy 0e30macHoro A0CTyTa.

9. IlporpaMMHoO-annapaTHble CPEACTBA 3aILUThI MH(OPMaLIUH.

10. Knaccudukauus Bupycos. IlpuMeHeHne aHTUBUPYCHBIX IPOTPAMM.

IIpumepsl aaropuTMa caMoOCTOATEILHON PAad0THI N0 3aKPEIUVICHHI0 MATePHaJia N0 TeMaTHKe
JIEKIIMOHHBIX 3aHATHA:

B xonme u3ydenuss aucuuIUinHbl « TexHomoruu obecrnedeHUs MHPOPMAIMOHHON 0€30MacHOCTH»
CTYJIEHTBl MOTYT IOCEIIATh AyJUTOPHBIC 3aHATHS (JEKIHH, Ja0OpaTOPHbIC 3aHATHS, KOHCYJIbTAIUH).
Oco0eHHOCTh M3yYEeHHS JUCIUIIIMHBI COCTOUT B BBIMOJHEHUH KOMIUIEKCA Ja00OpaTOpHBIX padoT, TiiaB-
HOM 3a71aueil KOTOPOro SIBJISIETCA MOJIyYeHHE HAaBBIKOB CAMOCTOSTENIbHOM pabOThl Ha KOMIIbIOTEpPAX C UC-
M0JIb30BAHUEM COBPEMEHHBIX KOMIIBIOTEPHBIX MPOrpaMM, MpeAHA3HAYEHHBIX JUISl PEIIEeHUs ONpeesie H-
HOTO Kpyra npodeccuoHaIbHBIX 3a7a4.

BaxxHoe MecTo B OBIaJICHUU TeM JaHHOW JAMCIMIUIMHBI OTBOAMTCS CAMOCTOATEIBHOU paboTe, mpu
TOM BO BpEMsl ayJUTOPHBIX 3aHATHNA MOTYT OBITh PacCMOTPEHBI U MPOPadOTaHBI HAMOOJEe BaKHBIC U
TPYIHBIE BOMPOCHI IO TOW WJIM WHOUW T€ME NUCIUIUIAHEI, a 00Jiee JIETKHE BOTPOCH MOTYT OBITh U3YUYEHBI
CTyJIEHTaMH CaMOCTOSITENIBHO.

MeToauka 3akperuieH|sl MaTepHalloB JIEKIIMOHHBIX 3aHsaTui 1.1-1.17:

3akpemieHue 3HaHUM B 00JacTH JaHHOW JUCLMIUIMHBI, MPUOOpPETEHNE NPAKTUYECKUX HABBIKOB
MIPOEKTUPOBAHMSI IPOTPAMMHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM C MCIIOIb30BAaHHUEM CTPYKTYPHOTO U 00 B-
€KTHO-OPHUEHTUPOBAHHOI'O MOJIX00B OCYLIECTBIsETCS IyTeM pa3paboTKH MPOrpaMMHBIX CPEACTB 110 3a-
JIAHHOHW TIpeMETHOM 00J1acTH.

OueHoYHbIE CPeACTBA MPOMEKYTOYHOM ATTECTAIINH:
IIpuMepsl BONPOCOB K IK3aMeHY M0 AUCHUILJINHE:

1. Ompenenenue 1eneil 1 MPUHLUIIOB 3aUIUTh HHPOPMAIIMH; YCTaHOBJICHUE, (PaKTOPOB, BIHUSIO-
IIMX Ha 3a0UTY WHPOPMAIIMH; OCHOBHBIE OIMIACHOCTH U YI'PO3bl B 001aCTH UHGOPMAITMOHHON 0€3011acH 0-
CTH.

2. Knaccudukanust METOJI0B U CPeACTB 3aIIuThl HHpopManuu. ['myOnuHa kinaccupukanuu U pek-
Bu3UT. Kimaccudukanum BUI0B, METOAOB U CPENICTB 3alIUTHI HH()OPMALIUH.

3. 3amaua obecnieueHrs KOH(QUICHIINATLHOCTH. 3aada obecreueHns JocTyma. 3a1ada obecrneye-
Hus ayTeHTHQHUKaH. O0ecnieuenne uaeHTuukanun. 3a1a4a odecreueHus eT0CTHOCTH.

4. Knaccudukanus yrpo3 HHQOpMaIMOHHONW 0€30MacHOCTH. YTPO3bl HECAHKIIMOHUPOBAHHOTO J10-
CTyna K JaHHBIM. YTPO3bl HApYIICHUS IIEJIOCTHOCTH JaHHBIX. YTPO3bl HAPYIICHUS KOHPHICHIINATEHOCTH
JTAaHHBIX.

5. 3ammra nHpopmanuu. OCHOBHBIE MOHATHS. YTPO3bl U MEPHI 3aLIUTHI.

6. Bunp! atak. CeTeBbie aTakH.

7. Buzbl nonuTHK HHPOPMAIIMOHHON 6€30MaCHOCTH
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8. MaTtemaTudeckue MojieTu HHPOpMaIMOHHOH O6e3onacHocTH. Moaens bena-Jlamanysna u buba

9. MaTemaTuyeckue MoJieu HHpOopMalmoOHHOM Oe30macHOCTH. MaH1aTHast MOJIE b 3alUThl OT
yrpo3 OBO

10. MaTtemaTraeckue Moaen HHPOPMaIMOHHOH 6e30macHocTH. Moaens Xappucona-Py33o-
Vipmana

11. CrannapTsl uHGOpMaIIMOHHOM Oe30macHocTH. MaTtepuasnsl ['octexkomuccuu Poccun

12. Knaccuduxaius KOMIbIOTEpHBIX NpecTyIieHui no koaudukatopy urtepnona.

13. Kpunrorpadus. OcCHOBHbIE TEPMHUHBI M ONIpeIeCHUs. 3a1a4l KPUIITOTpaHH.

14. DTansl pa3BUTHS KpUNTOrpapuu

15. Creranorpadus

16. HIudpoBanue nanubix. OCHOBHBIE TEPMUHBI U onpeaenenus. Knaccudukanus anropuTMoB
M dpo-BaHusl.

17. PoTropHbIE MAalIMHBI.

18. Amepukanckuii crangapt mugposanus DES.

19. Pesxumsl paboTs! anroputma DES

20. Poccutickuit ctanaapt mmdposanus [OCT 28147-89.

21. CummetpuyHas kpunrocuctema AES

22. AcummeTtpuuHble cucTeMbl K ppoBanus. OCHOBHON npuHLIMI paboThl. OTHOHANPABICHHbIE
byHK-1IUH

23. Cucrema mmppobanus RSA.

24. Xom-pysknun. OCHOBHBIE TpeOOBaHUS U IPUMEPHI TOCTPOCHHSL.

25. Aaroput™m x3mmpoBanus SHA

26. DnexTpoHHas mudposas noanuch RSA.
27. I'eHeparius Kiroueu

28. XpaHeHHE KIIIOUEH.

29. Anroputwm 6e3omacHoro pacnpezeneHus kiodeit Juddu-Xsnnmmana

30. CepTu¢ukarsel OTKPBITHIX KIHOUEH

31. IIporokoxn Kerberos

32. TexHonoruu ayTeHTHU(PHUKAITUN

33. 3amura uapopmamuu B cetu. CemuypoBHeBas mojenb OSI. Ctexk TCP/IP

34. Ilporokon IPSec. Pexxumbl paboOThI

35. IIporokon IPSec. Ctparerus 6e30macHOCTH

36. 3amuta napopmaruu B cetu. [Ipotokos SSL/TLS

37. 3amuTa nadopmaluy Ha TpukiIagHoM yposHe. [Ipotokosn PGP

38. 3amuTa nHbopMauu Ha npuKiIagHoM ypoBHe. [Ipotokon S/MIME

39. CucreMa OTCIEKUBAHUS BTOPKEHUM

40. Cxewmbl uaeHTU(GUKAINY U ayTeHTHGUKAUU. OJHO- 1 MHOTO(aKTOpHAs ayTeHTU(DUKAIIHSL.
Cucrema pasrpaHu4eHus AOCTYNa K HH(HOPMalUK B KOMIBIOTEPHOH CHCTEME.

41. AnnapartHbie U IPOrpaMMHO-aNNapaTHbIE CPEACTBA KPUNTO3ZAIMNTHI TAHHBIX.

42. Knaccuduxanus supycos. [I[pumeHeHEe aHTUBUPYCHBIX IPOrpaMM.

B ¢unmane ucrnonp3yeTcst cucteMa ¢ TPAIUIIMOHHOHN IMIKANON OLIEHOK — «OTIUYHOY», «XOPOIIOY,
«YIOBIIETBOPHUTEIHHO», «HEYIOBIECTBOPUTEITHHO», «3aUTEHOY», «HE 3a4TCHO» (Janee - mATHOauIbHAS CH-
cTeMa).

dopma TPOMEKYTOUYHOM aTTECTAIIMU IO HACTOSIICH NUCIUIUIMHE — IK3aMeH BO 2 cemecTpe.

[IpuMeHsieMble KpUTEPUU OLICHUBAHUSA IO AMCIUIUIMHAM (B COOTBETCTBHUU C HHCTPYKTUBHBIM
nmuckmMoM HUY MBMU ot 14 mas 2012 roga Ne 11-23):

12



CMOIEHCKNIA
NJIInA

@, J1
[ .
FER

M3n_
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Onenka Kputepuu oneHku pe3ynbTaToB
10 JUCLIH- 00y4eHHUs 10 TUCIUTUINHE
MJIMHE

«omuuHO»/ | BricTaBmsiercsa oOyvaromiemycs, 0OHapyKUBIIEMY BCECTOPOHHEE, CUCTEeMAaTHIEeCKOe U

«3a4TEHO riIy0OKOe 3HAaHUE MAaTePUAIOB U3yYECHHOU TUCIUTUINHBI, YMEHHE CBOOOHO BBIMOTHSITh

(oTmmuHO)»/ | 3amaHus, IPEeIyCMOTPEHHBIE MTPOrPAMMOii, YCBOMBIINY OCHOBHYIO M 3HAKOMBIH C J10-

«3aYTEHO» MIOJTHUTEIFHON JTUTEPATYPON, PEKOMEHJOBAaHHOM pabodeil mporpaMMoOi JUCIUILIUHBL;
MIPOSIBUBIIIEMY TBOPYECKHUE CTIOCOOHOCTH B TIOHUMAHUH, U3JIOKEHUU U MCTIOJI30BAHUN
MaTepuaIoB MU3YYCHHOW MUCHUILIMHBI, OE3yNPEYHO OTBETUBIIEMY HE TOJBKO Ha BO-
MPOCHl OWJIeTa, HO M Ha JOMOJTHUTENbHBIE BOMPOCHl B paMKax pabodell mporpaMMel
JMCUUIUIAHBI, TPAaBUIBHO BBINIOJHUBIIEMY MpakTHueckoe 3ajanue. OleHKa 1Mo IUcIu-
IIJIMHE BBICTABJISIOTCS 00YUYaIOMIEMYCs ¢ yUETOM Pe3yJIbTaTOB TEKYIIETO KOHTPOJIS.
Komnerennuu, 3akpeni€éHHble 3a TUCHUIUIMHON, cpOPMHUPOBAHBI HA YPOBHE — «ITa-
JIOHHBINY.

«XOPOIIO»/ BricTaBnsercs o0yuaromemycs, 00Hapy>KMBILIEMY IOJIHOE 3HaHHE MaTepuana U3ydeH-

«3a4YTEHO HOM JIMCLMILIMHBI, YCIIEIIHO BBITOJIHAOIEMY MIPEIYyCMOTPEHHBIE 3aJIaHUsI, YCBOMBIIIE-

(xoporm1o)»/ My OCHOBHYIO JIUTEPATypy, PEKOMEHIOBaHHYI0 pabouell MporpaMMoOil AWCIUIUIMHBI;

«3a4TECHO» MOKa3aBLIIEMY CUCTEMAaTUYECKUN XapaKTep 3HAHHUM MO NUCUMUILIMHE, OTBETUBIIEMY HA
BCE BONPOCHI OWIJIETa, MPABWJIHHO BBIMOJHUBIIMN MPAKTHYECKOE 3aJaHUE, HO JIOMY-
CTUBIIMH MPU 3TOM HEMPUHIIMIHAIbHBIC OMUOKK. OIEeHKa M0 TUCIUILINHE BHICTABIISI-
I0TCSl 00yUaroIIeMycs ¢ y4€TOM pe3yIbTaTOB TEKYILEr0 KOHTPOJIS.
Komnerennuu, 3akperui€HHble 32 TUCHUIUTMHON, C()OPMUPOBAHBI HA YPOBHE — «IIPO-
JIBUHYTHII).

«yIoBIeTBO- | BricTaBmsiercs oOydaromemMycs, 0OHapyKUBIIEMY 3HAHWE MaTepHalia H3yuYeHHOU JucC-

PHUTEITBHO»/ [UTUTHHBL B 00beMe, HEOOXO0UMOM ISl TalmbHEeHIIeld yueObl U MpeacToseil paboThl

«3a4TEHO Mo podeCcCuu, CIPABISIFONIEMYCSI C BBHITIOJIHCHUEM 3aJlaHU, 3HAKOMOMY C OCHOBHOU

(ynoBineTBo- | IuUTEpaTypoil, peKOMEHJI0BaHHOM paboueil mporpaMMoil AUCIUILIHHBL; AOMYCTUBIIEMY

PUTENBHO)»/ | MIOTPEIIHOCTh B OTBETE Ha TEOPETHUYECCKUE BOMPOCHI W/UIIW TIPU BBHIMOJHEHU U TPAKTH-

«3a4TECHO» YeCKHMX 3aJaHuii, HO 00aaleMy HEOOXOIUMBIMU 3HAHUSMHU JUISl UX YCTpaHEHUS
MOJI PYKOBOJICTBOM IIPETOaBaTelis, TU00 HEMPAaBWJIHHO BBITIOJHUBIIEMY MPAKTHY e-
CKOE€ 3aJlaHHe, HO 10 yKa3aHUIO MMPEINoJaBaTelsl BBIMOIHUBIIEMY APYTHe MPAaKTUYECKUE
3a/1aHMsl U3 TOTO K€ pa3jesa AUCIUIUINHBL..
Komnerennuu, 3akpeniéHHble 3a TUCHUIUIMHON, cpOPMHUPOBAHBI HA YPOBHE — «IIOPO-
TOBBINY.

«HEyJI0BJIe- BricTtaBnsercs o0yuaromemycs, 00HapyKUBILIEMY Cephe3HbIe MPOOENbl B 3HAHUAX OC-

TBOPUTEIIb- HOBHOI'O MaTepuajla W3YyUYEHHOM JUCUUIUIMHBI, JONYCTUBLIEMY MPUHLMIIHUAIbHbBIE

HO»/ HE 3a- OIMOKH B BBHITIOJIHEHUH 33/IaHHM, HE OTBETUBIIIEMY Ha BCE BOMPOCHI OMiIeTa U OO JI-

YTEHO HUTEJIbHBIE BOMPOCHI M HETPABHJIBHO BBIMIOJHUBILIEMY MPAKTHUYECKOE 3a/laHue (HeTpa-
BWIBHOE BBIMOJHEHUE TOJBKO NPAKTHYECKOTO 3aJaHUsl HE SIBIAETCS OJHO3HAYHOMU
MIPUYMHON /17151 BBICTABJICHHS OLICHKU «HEYJOBJIETBOPUTEIbHO»). Kak mpaBuio, oueHka
«HEYJIOBIIETBOPUTEIILHO CTABUTCS CTYyJIEHTaM, KOTOPbIE HE MOTYT MPOAOIKUTE 00y e-
HUE 10 00pa30BaTeNbHON MporpamMme 0e3 JOTOTHUTEIbHBIX 3aHITUN 110 COOTBETCTBY-
foeit nucnumuinae. OneHKa o JUCHUIUIMHE BBICTABIISAIOTCSA 00ydaroIeMycs ¢ y4EToM
pe3yJbTaTOB TEKYILEr0 KOHTPOJIS.
KoMmeTenmm Ha ypoBHE «IIOPOTOBBIN», 3aKPEIIEHHBIE 32 TUCIHUILTUHOMN, HE CHOPMU-
pPOBaHBI.
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7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHHUE JUCIUIIJINHbI
Y4yeOHoe 1 yueOHO-1a00paTOpPHOE 000PYI0BAHUE

VYueOHast ayAUTOpHS AJis POBEACHUS 3aHATHII CEMUHAPCKOTO THIA, TPYIIOBBIX U MHIWBUIY Al b-
HBIX KOHCYJIbTAllMH, TEKYIEr0 KOHTPOJIS U NMPOMEKYTOYHOM aTTecTallui, OCHAILEHHAs: CIIELUAINu3Up O-
BaHHOW MeOeIbI0; TOCKOH ay TUTOPHOM; 1eMOHCTPAIMOHHBIM 000py0BaHUEM: TIEPCOHATBHBIM KOMIIb FO-
TEPOM (HOYTOYKOM); IEPEHOCHBIM (CTAallMOHAPHBIM) IPOEKTOPOM.

VYueOHast aynuTopus JUisi 1a0OpaTOPHBIX padOT, BHIMOJHSAEMBIX B KOMIIBIOTEPHOM KJlacce, OCHa-
[ICHHAs: CTeNHalIn3UpOBaHHON MeOeIblo; TOCKOM ay IMTOPHOMN; MepCOHATBHBIMU KOMITBIOTEpAMH C 110 JI-
kiroueHueM k cetu "Murepuer” u nocrynom B OMMOC ¢punnana.

Jnst caMocTosITENbHOM PabOThl 00YyYaIOMIMXCS MO JAMCIMIUIMHE HCTIOJIB3YETCS MOMEIICHUE It
CaMOCTOSITENIbHON paboThl 00yYAIOIIMXCs, OCHAIICHHOE: CIIEHUATU3UPOBAHHON MeOeNbl0; TOCKOHN ayu-
TOPHOM; MEPCOHAIBLHBIM KOMITBIOTEpaMH C TOAKIIOYeHHEM K cetr "MuTepHeT" n noctynom B DMOC ¢u-
auana.

IIporpammHuoe o6ecneyenue (OnepannoHHas cucreMa, O(pUCHBIN MaKeT IPOrpamm)

8. OBECIIEYEHHME OBPA3OBATEJIBHOT'O ITPOUHECCA JJIA JINIL
C O'PAHUYEHHbBIMH BO3MOXHOCTAMMU 31O0POBbA 1 UTHBAJIN10OB

B xozxe peanuzanuy QUCHUIUIMHBI UCTIONB3YIOTCS CIEAYIOLINE TOMOIHUTEIBHBIE METOIbI 00y e-
HUS, TEKYILIEro KOHTPOJISI YCIIEBAEMOCTH U MPOMEKYTOUHOM aTTecTallMi 00ydaronMxcsi B 3aBUCUMOCTHU
OT UX UHJIUBUYaJTbHBIX OCOOCHHOCTEH:

AJIS1 CJIeNbIX U CIa00BUISIIINX

- JIGKITUU 0(OPMIISIFOTCSI B BUJIE MJIEKTPOHHOTO JIOKYMEHTa, TOCTYITHOTO C TIOMOIIBI0 KOMITBIOTEpa
CO CTICIUATN3UPOBAHHBIM MIPOrPAMMHBIM 00CCTICUCHHUEM;

- MUCbMEHHBIE 3aJIJaHUs BBIIIOJIHAIOTCA Ha KOMIIBIOTEpPE CO CHEIHaJIU3UPOBAHHBIM MIPOTPAMMHBIM
obecrieueHreM, UM MOTYT ObITh 3aMEHEHBI YCTHBIM OTBETOM;

- obecreynBaeTCs MHAUBUIYAIbHOE paBHOMEpHOe ocBelieHrne He meHnee 300 mokc;

- 1715 BBITIOJTHEHUSA 3aJjaHus P HEOOXOIUMOCTH MPEIOCTABISAETCS YBEIUYHBAIOIIEE YCTPOMCTBO;
BO3MOYKHO TaKKe HCIIOJIb30BAHUE COOCTBEHHBIX YBETUYHBAIOIIUX YCTPOUCTB;

- MUCbMEHHBIE 3aJJaHus O(POPMIIAIOTCS YBEIMUEHHBIM HIPU(TOM;

- DK3aMEH U 3a4€T MPOBOJATCS B YCTHOW (hopMe WM BBIMOJHSIOTCS B MUChMEHHOW (hopme Ha
KOMITBIOTEPE.

MJIS TJIYXHMX M ¢J1a00C/IbIIIAIIUX:

- TeKIH 0POPMIISIOTCS B BUJIE SJIEKTPOHHOTO JOKYMEHTA;

- MMCbMEHHBIE 3aJIJaHUs BBIOIHIIOTCS Ha KOMIIBIOTEPE B MUCbMEHHOH (opme;

- DK3aMEH M 3a4€T MPOBOJATCS B MUCHMEHHOU (hopMe Ha KOMITBIOTEPE; BO3MOKHO MPOBEICHUE B
dbopme TecTUpOBaHHS.

JJI81 JIMIL ¢ HAPYUIEHUSIMHU OMOPHO-IBUIaTeJILHOTO anmnapara:

- JIGKIIUU 0(OPMIISIFOTCSI B BUJIE MJIEKTPOHHOTO JIOKYMEHTA, TOCTYITHOTO C TIOMOIIBI0 KOMIBIOTEpa
CO CTEIUATN3UPOBAHHBIM IPOTPAMMHBIM 00€CTICUCHHEM;

- MUCbMEHHBIC 3aJ]JaHUs BBIMOJHSAIOTCS Ha KOMITBIOTEPE CO CIEIUATH3UPOBAHHBIM IPOTPAMMHBIM
oOecneUeHUEM;

- DK3aMEH W 3a4€T MPOBOJATCS B YCTHOW (hOpME WM BBIMONHSIOTCS B MUCBMEHHOW (hopme Ha
KOMITBIOTEPE;
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- HCTIOJIB3yeTCs crienuanbHas yuebnas ayauropus 11 iui ¢ JIOB3 — ayn. 106 rnmaBHOro yuyebHo-
ro xopmyca o azapecy 214013, r. CMmoneHck, DHepreTu4eckuil np-i, a.1, 31aHue 3HepreTH4ecKoro uH-
CTUTyTa (OCHOBHOM KOPIYC).

[Tpu HE06X0IMMOCTH MPEeayCMATPUBACTCS yBEINUEHNUE BPEMEHHU JJI TOJTOTOBKH OTBETA.

[Tpouenypa mpoBeaeHHs MPOMEKYTOYHOW aTTecTallud JUIsi OOydaroIIMXcs yCTaHABIMBAETCS C
y4€TOM MX HHAMBUAYAIbHBIX NCUXOPU3NUEeCKUX ocoOeHHocTel. [IpomexyTouHas aTrecTanus MOXKET
MPOBOJIUTHCS B HECKOJIBKO ITAIOB.

[Ipn mpoBeAeHWH TPOIEIYpPHl OICHUBAHUS PE3yIbTATOB OOYYCHHs IpeayCMaTpUBACTCS
UCIIOJIb30BaHUE TEXHUUYECKHUX CPEACTB, HEOOXOAMMBIX B CBSI3M C HMHJIUBUAYAJIbHBIMH OCOOEHHOCTIMM
oOyyaronmxcsi. ITH CpeICcTBa MOTYT OBbITh MPEIOCTABICHbI (HINAIOM, WM MOTYT HCIHOJb30BaThCS
cOoOCTBEHHbIE TEXHUYECKHE CPEICTBA.

[TpoBeneHue mpoueaypbl OIEHUBAHUS PE3yJbTATOB OOyUEHHUS JOMYCKAaeTCs C MCIOIb30BAHUEM
JTUCTAaHIMOHHBIX 00Pa30BaTEIbHBIX TEXHOJIOTHIA.

ObecneunBaercs AOCTYN K MH(POpPMAaNMOHHBIM M Onbaunorpaguyeckum pecypcam B cetu UH-
TepHeT ]ISl KaX10ro oOyuaromerocs B (popmax, alaniTUpOBAHHBIX K OTPAHUYECHUSM HUX 370POBbS U BO C-
npusATUa UHOPMALIUU:

AJIS1 CJIeNbIX U CJIa00BUISIIINX

- B Ie4aTHON opMe YBEITUICHHBIM HIPUDTOM;

- B (hopMe NIEKTPOHHOI'O JOKYMEHTA;

- B (hopme aynuodaiina.

MJIA TJIYXHX M CI1a00CabIIIALIMNX

- B IeYaTHOM (opme;

- B (hopMe AIIEKTPOHHOTO TOKYMEHTA.

AJIs1 00y4aloIMXCH C HAPYIIEHUSIMU ONIOPHO-IABUIaTEJIbHOI0 aNnapara:

- B IeYaTHOH (opme;

- B (hopMe IIEeKTPOHHOTO TOKYMEHTA;

- B (hopme aynuodaiina.

9. VYYEBHO-METOJIUYECKOE U UH®OPMALIMOHHOE OBECITEYEHUE
T CHUTIITHBI

OcHoBHasl JuTEpaTypa.

1. Kpakosckuii, 0. M. Metoab! 3aumrsl nHGopManuu: yueOHoe nocodue s By30B /
1O. M. KpakoBckuii. — 3-¢ uzn., nepepad. — Cankr-IletepOypr : Jlans, 2021. — 236 ¢. — ISBN 978-
5-8114-5632-1. URL.: https://e.lanbook.com/book/156401.

2. Hecrtepos, C. A. OcHOBBI HHPOPMAIIMOHHON 0€30MaCHOCTH: YUYE€OHHUK JJIs BY30B /
C. A. Hecrepos. — Caunkr-IlerepOypr: Jlans, 2021. — 324 ¢. — ISBN 978-5-8114-6738-9. URL.:
https://e.Jlanbook.com/book/165837.

3. Huxudopos, C. H. MeTtons! 3ammtel nuHbopMaui. 3alMiIeHHbIE CeTU: yueOHOe
noco6ue nys By3oB / C. H. Hukudopos. — 2-e uzn., crep. — Cankr-IlerepOypr: Jlans, 2021. — 96 c.
— ISBN 978-5-8114-8123-1. URL.: https://e.lanbook.com/book/171868.

4. Uynun, A. B. MHTennekTyanbHble CUCTEMBl aBTOMATU3UPOBAHHOIO YIIPABJICHUSA:
yueOHoe mocodbue / A. B. Uynun. — Kemeposo: KemI'Y, 2016. — 108 c¢. — ISBN 978-5-89289-951-
2. — Texkct: onekTpoHHbI // Jlawb: »snmekTpoHHO-OMOMMoTeuHass cuctema. — URL:

https://e.lanbook.com/book/102654.

JlonoTHUTEeILHAS IUTEPaTypa.

1. Tpodumos, B. b. HTemIeKTyanbHble aBTOMAaTU3UPOBAHHBIC CHCTEMBI YIIPABICHUS TEX-
HOJIOTUYECKUMHU 00BEeKTaMHu: yueOHO-npakTudeckoe mocooue / B. b. Tpodumos, C. M. Kynakos.
- Mockaa; Bousorpa: Wnppa-NUuxenepus, 2016. - 232 c. URL:
https://biblioclub.ru/index.php?page=book&id=444175.
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