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1. HEJIA U 3AJAYU OCBOEHUSA JUCIHUIIJINHBI

Legbi0 OCBOEHHS] AMUCHMILIMHBI SBISIETCS TOATOTOBKAa OOYYArOMIMXCS K PEIICHUIO 33134
poheCCUOHATILHON JESITeIbHOCTH B OOJACTH CETEBBIX TEXHOJIOTHMH IO HANPaBJICHUIO MOArOTOBKU
09.03.01 «MupopmMaTHKa ¥ BEIYUCIUTENbHAS TEXHUKa» (MIPOGUIb MOATOTOBKH: «ABTOMAaTH3UPOBaH-
HBIE CUCTEMBI 00pabOTKH MHGOPMAITUU U YIIPABICHHS») MOCPEACTBOM oOecIrieueHus 3TarnoB GopMu-
poBaHUsI KOMITETeHIUH, rpeaxycMoTpeHHbIX @I'OC u ycTaHOBIEHHBIX IPOTpaMMoil OakanaBpuara Ha
OCHOBE ITPO(ECCUOHATILHBIX CTAHIapPTOB, B YaCTH MPE/ICTaBICHHBIX HUXKE 3HAHUH, yMEHUN U HAaBBIKOB.

3agauyu QMCUMIVIMHBI: W3YYUTh MOHSITUHMHBIN anmapar AUCUUILIMHBI, OCHOBHBIE T€OpEeTHYe-
CKHE II0JIO)KEHHUS U METOJIbI CETEBBIX TEXHOJIOTUH, 03HAKOMUTH O0YUaIOLIUXCs C aJpecalueil CeTeBo-
r'O YPOBHS U CETEBBIMU MIPOTOKOJIAMU, OCHOBAMHU MapIIpyTH3allUU, TEXHOJIOTHSIMH TJI00aNbHBIX CEeTeH,
JaTh IPEJICTABICHUE O MPOTOKOJIAX MPHUKIAJHOTO YPOBHS, TEXHOJIOIUSIX OECHpPOBOJHBIX CETEH, pac-
CMOTpPETh BOIIPOCHI NMPOECKTHUPOBAHUS, MOHUTOPUHIA U aHAllM3a KOMIIBIOTEPHBIX CETed, 03HAKOMHUTH
00yYaromuxcs C MPOMBIIUICHHBIMH CETSIMH, COBPEMEHHBIMH CETEBBHIMH TEXHOJOTHSIMHU, 0a30BBIMHU
MPUHIIMIIAMU U apXUTEKTypoi MHTepHeTa Bemiel, chopMUpoBaTh YMEHHS U MPUBUTH HABBIKU MPUMe-
HEHUS TEOPETUUYECKUX 3HAHUM ISl pelleHus MPoPecCHOHANBHBIX 3a7a4, TAKMX KaK CErMEHTHPOBaHHE
CETH, HACTpOIlKa COEJMHEHMsI IOJACETEeH uepe3 MapuIpyTH3aTOpbl, KOH(PUIYpUPOBaHHE CIIMCKOB
yIpaBiIeHUs JOCTYIOM; HaCTPOHKa IMHAMUYECKON U CTATUYECKOM MapIIpyTH3AIMK; KOH(UTYpUpPOBa-
HUE, HACTPOIKa U pa3BEepPThIBAHUE CETEBBIX CEPBUCOB U CIYXO; pasrpaHUYEHUE JOCTyIa K CETEBbIM
pecypcawm, ciyx0aM U cepBucaM; KOH(UTypupOBaHUE U HACTpoiika OecrnpoBoaHoi cetn Wi-Fi; mpo-
IrpaMMHPOBAaHUE KJIMEHT-CEPBEPHBIX CETEBBIX NPWIOKEHUH; KOH(UTYpHpOBaHUE ceTeBOH HH(ppa-
CTPYKTYpPbl «YMHOTO JIOMa»; MOHUTOPUHT U aHAJIU3 CETEBOr0 TpaduKa.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OII BO

Hucnunnuna «CeTeBble TEXHOJIOTHU» OTHOCUTCS K 4acTd, GOpMHUpPYyEeMOi ydaCTHUKaMH 00pa-
30BaTEJIbHBIX OTHOILIECHUH.

JlaHHas qUCUMIUIMHA HampaBieHa Ha ¢popMHUpoBaHue MpodeccuoHanbHbIX KommereHuui [1K-
4, IIK-7 u 6azupyercs Ha nucuuIUIMHE «JIOKaabHbIE BEIUNCIUTEIBHBIE CETHY.

[lepedens mocaeAyOMMX AUCIUIUIAH, JUTsI KOTOPHIX HEOOXOIUMBI 3HAHUS, YMEHHUS M HABBIKH,
(dhopMupyeMble TaHHOW JUCIUILTAHOMN:
3amuTa uHPOPMAITUH.

Taxoke quCIUTIIINHA SBIsETCS (PYHIAMEHTOM IS CIEAYIONMX npakTuk u [ NA:
IIpoeKkTHO-TEXHOIIOrNYECKas TPAKTHUKA;

[IpennumnmomMHasi IpaKkTHUKa;

[ToaroroBKa K 3alIMTe U 3aIIUTa BBITYCKHON KBATH(PUKAITMOHHON paOOTHI.
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3. TPEBOBAHMUS K PE3YJIBTATAM OCBOEHMUS JUCHUITVIMHbI

OcBocHHE TUCIUTUTHHBI HAPABICHO Ha (DOPMHUPOBAHKE FJICMEHTOB CIICIYIONINX KOMITCTSHITHIMA
B cootBeTcTBUM ¢ ®I'OC BO 1 OIl BO 1o nanHomy HampaBJI€HHIO MOJTOTOBKH:

IlepeyeHb MIAHNPYEMBIX Pe3yJbTATOB 00YUYeHHS 10 TUCHUIJIMHE (MOAYJII0), COOTHECEH-
HBIX ¢ HHANKATOPAMH JOCTHKEHUS KOMIIeTeHIHii

Komnerennus NHaukaTopsl 10CTHAKEHHA KOM- PesyabTaTnl 00yyeHus
neTreHuui

[1K-4. Cnoco0OeHn Bol- | [IK-4.1 IIpoekTupyer BbIUUCIU- 3Haer:

MOJIHATH PA0OTHI IO | TEJIbHBIE CETH - MPOTOKOJIBI CETEBOI'0 U TPAHCIOPT-

IIPOEKTUPOBAHUIO U HOro ypoBHel monenu OSI;

aIMHUHHCTPUPOBAHUIO - CTPYKTYpY, 00OpyAOBaHUE, THUIBI U

BBIYMCIIUTEIIbHBIX CE- TEXHOJIOTHH TT100aJTBbHOM CeTH;

Tel - MPOTOKOJIBI CEaHCOBOTO, MPEICTaBU-
TEIBCKOI0 M IIPUKIATHOTO YpPOBHEU
monaenu OSI;

- THUIOBBIE APXUTEKTYpPbl CETEBBIX
MPUIIOKEHUM;

- TEXHOJOTUMU OECIpPOBOIHON Tepena-
YH JTAaHHBIX;

- 3Tanbl U AITOPUTMBI POEKTUPOBA-
Hus ceteii cemeiictBa Ethernet;

- OCHOBBI IIPOMBILIUIEHHBIX CETEH;

- 0a30Bble MPUHIMIIBI U APXUTEKTYPY
Wnrepnera Bemeii (IoT);

- OCHOBBI CE€TEH MOCIEAYIOIUX MOKO-
nenut (NGN) u Oyaymux cereit (Fu-
ture Networks).

Ymeer:

- ckoHdurypupoBatb cepsuc DHCP,
HacTpouTh ciyx0y FTP, nHactpouts
Web-cepBuc, MOCTPOUTH MOYTOBYIO
ci1yx0y, CKOH(QUIYpHUpPOBaTh CIykOy
DNS;

- MporpaMMHpOBaTh INepenadyy HH-
dopmanuu 1o certu.

Bnaneer:

- HaBBIKAMHU DPA3BEPTHIBAHUS CETEBBIX
CIIy0 U CEepBHCOB;

- TEXHOJIOTUSIMU IPOTrPAMMMPOBAHUS
KJIMEHT-CEPBEPHBIX CETEBBIX IPUIIO-
JKEHHI;

- OCHOBaMHU KOH(UTYpHUpPOBaHUS ceTe-
BOM MHQPACTPYKTYpbl «YMHOTO J0-

May.
[1K-4.2 AnMUHHUCTPUPYET BBIYKC- 3HaerT:
JIUTEIIbHBIE CETH - ¢popmar u Tunel [P-anpecos;

- NPUHLHUIBL U NPOTOKOJBI MapUIPY-
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TU3AINH;
- CpeAcTBa MOHUTOPUHIA U aHalIH3a
KOMITBIOTEPHBIX CETEH;

- UHCTPYKIIMH IO YCTAaHOBKE aIMUHU-
CTPUPYEMBIX CETEBBIX YCTPOUCTB;

- METPUKHU IPOU3BOJUTEIHLHOCTH al-
MUHHCTPUPYEMOM CETH.

Ywmeer:

- HACTPOUTH MAPIIPYTHI JJIs TIepeIadn
MAKETOB MEXK/Y CETIMU;

- HACTPOUTH OECIPOBOJHYIO CETh Ha
ocHoBe Wi-Fi mapuipyrusaropa ¢ BbI-
X0J10M B Internet;

- MOJIYYHUThb CTATUCTHUKY IO pacmpene-
JICHUIO CETeBOro Tpaduka 1Mo MpoTo-
KOoJaM, WIPOBECTH aHallu3 CEeTEBBIX
OJIOKOB JaHHBIX;

- HACTPOUTh CETeBOE MPOrPaMMHOE
obecrnieyeHue.

Biaaneer:

- HaBBIKAMH HACTPOWKM IWUHAMHYEC-
CKOH M CTaTUYEeCKOW MapuIpyTU3alIUK;
-  mnpueMamMu  KOHQPUTYPHPOBAHUS
6ecripoBoHOI cet Wi-Fi;

- HaBBIKAMH MOHHUTOPWHTA CETEBOTO
TpaduKa U UCCIIEJOBAHUS POTOKOJIOB
ICMP, UDP u TCP.

[1K-7. Criocoben [IK-7.1 IlpumensieT MeTobl 3a1u- | 3HAET:

IPUMEHSTh METO/IbI | Thl UHPOpPMAIMK B UHQOPMALIMOH- | - OOIIMe NPUHIUIBI (PYHKIMOHUPOBA-
3alUThl HH(pOpMa- HBIX CHCTEMax HUS almnapaTHBIX, MPOrPaMMHBIX U
UM ¥ YIPaBIATH [IPOrpaMMHO-AINapaTHbBIX  CPEICTB
0€30I1aCHOCTHIO B aIMUHHACTPUPYEMOH CETH;
UH(POPMAIIMOHHBIX - OCHOBHBIE METOJIbl CETMEHTAINH Ce-
cUCTEMax TEBOTO Tpaduka;

- TEXHOJIOTMH pPa3rpaHUYCHHUSA TOCTY-
a K CETEBBIM PECYpCaM.

Ywmeer:

- BBITIOJIHUTH CETMEHTAIIUIO CETH;

- MMPOBECTH aHAJU3 CETeBOro Tpaduka
Ha TPEAMET BBISIBICHUS MOTEHIUAb-
HO OITaCHBIX ITaKETOB.

Bnaneer:

- HaBbIKaMH pa361/1eH1/1$[ CETH Ha 1ona-
CeTH;

- HaBBIKAMU HaCTpOI\/'IKI/I COCOANHCHUS
MOJICETEN uepe3 MapIIpyTU3aTOPBI.
[1IK-7.2 Yrpansier 6e30mMacHOCThIO | 3HAET:

B MH(OPMALIMOHHBIX CHCTEMAax - MHCTPYKIHUH 110 DKCIUIyaTallMu ani-
MUHUCTPHUPYEMBIX CETEBBIX
YCTPOWUCTB;
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- HA3HAYE€HHUE, TUIIBI U CIIOCOOBI CO-
3IaHMsl CIIUCKOB YIPAaBJIEHUS IOCTY-
oM (ACL-cnuckoB);

- METOJbl 3aIUThl CETEBBIX CIYXO0 M
CEPBHUCOB OT HECAHKI[MOHWPOBAHHOI'O
JIOCTYyTIA.

YmMmeer:

- HaCTPOUTh CIIUCKU YIIPABICHMS J0-
crynom (ACL-cniuckn);

- HaCTPOWUTbH yUYETHbIC JIaHHBIEC a/IMU-
HUCTpaTopa M IIOJb30BaTEJIEl ceTe-
BBIX CIIy’KO U CEpBHUCOB;

Bunaneer:

- NIpUeMaMHu pPa3rpaHUYEHUs J0CTyIa
K CETEBBIM pecypcam, ciayk0am U cep-
BUCAM.

- HaBBIKAMM HAaCTPOMKHM CpEACTB
IIPEJOTBPALLCHHSI aTaK B CETH.
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4. CTPYKTYPA U COAEPKAHUE JUCIUIIJIMHDbI

CTpyKTypa AMCUMILIMHBI:

Cemectp 5

CewecTp 6

<

CMONTEHCKHA
( DUITNAN

Mmoo 33 Kypc

AEENSTEN 43003 AK2NEMISCINE Y3008 AKANEMIAECEN Y3002 a8
Ne |eneie RS Gommoans Ko Koema| 32 | Henens | goemsans Kam ¥oemp| 32 | Henens | wommons K Kaep| rpens | FEF- | CouTRS
=] DNex | N2l | Np [KPO | CP Becern| DNex | Nal | Np (KPO| CP Bcero Nex | N20 | Mp |KPO| CP =]
TaKT. (=] TaET. ok TaKT. Nk
Fa |z e [ [ [ T T T T T 1T 1T EEEEIEIEIEIENEE ENEEEIEI NN EERS [ =&
OBO3HAYEHMUSI:

Buabl npomMe:xxyTouHO# aTTecTaluu (BUAbI KOHTPOJIS):
OK3 - 9K3aMCEH;

3a0 - 3ad4eT ¢ OIEHKOI;

3a — 3auer.

Buael pador:

KoHTakT. — KOHTakTHas paboTa 00yJarOIIUXCS C MPEnoJaBaTesieM;
JIex. — NEeKIMOHHBIC 3aHITHS;

JIa6.— nmabopatopHble paboTHI;

[Ip. — npakTUYECKHE 3aHATHS;

KPII — kypcoBas paboTa (KypcoBoii IpoeKT);

PT'P — pacuetHo-rpaduueckas pabdora (pedepar);

CP — camocTosTenpHas paboTa CTYJEHTOB;

3.e.— 00bEeM JUCIUTIINHBI B 3aY€THBIX CIMHUIIAX.
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Coz[epmalme AUCHHUIIJINHBI?

Ne HaumeHoBaHue BH0B 3aHATHI U TEMAaTHK, CO/lep:KaHue
1 JlexknuoHHbIe 3augaTUs 15 1T, mo 2 4aca:
1.1. CeteBoii u TpancnoptHbiii ypoBau Mozaenu OSI. Cteku cereBbix mpoTokoioB TCP/IP,
IPX/SPX, NetBIOS/SMB, DECnet, SNA, OSI. Ha6op npotokonoB TCP/IP. MexcereBoii mipo-
tokon [P.
1.2. Ilporokon obmeHa ympasisoomumu coobuienusmMu ICMP. TIpoTokosbl TpaHCHIOPTHOTO
ypoBuss UDP, TCP.
1.3. ®opmar u Tunsl aapecos [Pv6. ®opmupoBanue unentudukaropa uatepdeiica. [lnanupona-
Hue moxacereir IPv6. Orobpakenune (usnueckux aapecoB Ha IP-aapeca: mportokossl ARP wu
RARP.
1.4. MapumipyTuzauuss 1 aBTOHOMHbIE cucTeMbl. [IpuHnunel mapmpyrtuzanuu. CraTuyeckas U
JUHaMHu4eckast Mapuipytusanus. [[poTokonsl AHHaMUYeCKOW MapIIpyTHU3alUH.
1.5. OcHOBHBIC TIOHATHS U ONPEIACICHUS, CTPYKTypa U 000pyoBaHue Ii1o0anbHoi cetn. Kommy-
TaTOPBI U MAPLIPYTU3ATOPHI II100ANBHBIX CETEH, yAaleHHbIe MOCThI, MYJIbTUILIEKCOPHI.
1.6. Tunsl u TexHomoruu rnodanbHbIX cereil. CeTu C BbIIEICHHBIMU KaHalamMu cBs3u. CeTu ¢
KoMMmyTanuei kananoB. Cetn ¢ KomMmyTanueil makeroB. IliesnoxponHast nudpoBas uepapxus
PDH. Cunxponnas mudposas uepapxus SDH. Ctpykrypa u texnomoruu cetu X.25. Cetu
Frame Relay. Texnonorus ATM. IP-cern.
1.7. CeaHcoOBBIH, IpeICTaBUTENbCKUM U NpuKiIaaHoN ypoBHU Monenu OSI. IlpuknagHoii ypo-
BeHb Mojier TCP/IP. CeteBble CiTy>KObI U CEPBUCHI.
1.8. OrobpaxkeHue cuMBOJIbHBIX afpecoB Ha [P-agpeca: cimyx6a DNS. ABromaruzanus KoOHPH-
TypUpoOBaHus ceTeBbIX HHTEpdelicoB, mporokon DHCP.
1.9. Ceresble npunoxxenus. OqHopaHrosas, (aiis cepBepHas U KIUEHT - CEpBEpPHasi apXUTEKTY-
PBI CETEBBIX MPUTIOKEHUN. TUNOBBIE CTPYKTYPhI KIIMEHTCKUX MPUITOKEHHH.
1.10. BbecmpoBonHble cpebl nepenaun JaHHbIX. CUTrHaibI A8 nepenayu nHpopmanuu. Moay-
JsMst curdanos. [lpomyckHas ciocoOHOCTh KaHaima. MeTobl JoCTyna K cpezie B 0eCpOBOIHBIX
ceTsx. TexHonorus pacumpeHHoro cuekrpa. becriposognsie cetu WiFi.
1.11. IIpoextupoBanue ceteii cemeiictBa Ethernet.
1.12. Knaccuduxamus cpeicTB MOHUTOPUHIA U aHaIu3a. AHAIU3aTOPbl CETEBBIX MPOTOKOJIOB.
CereBble aHanu3atopbl. KabenbHble CKaHEpB! U TECTEPHI.
1.13. Tlonarue u obnactu npumMeHeHHUs! cucteMm peaiabHoro BpemeHu (CPB). [IpomblneHHbie
ceru. CAN, PROFIBUS, MODBUS, MODBUS TCP. CereBast uH(ppacTpyKTypa MpOMBIILIEH-
Horo npeanpusatus. Uuaycrpus 4.0, nHTENIEKTyallbHOE IPOU3BOJICTBO.
1.14. Unrtepner Bewelt (1oT). bazoBbie npuHIMIBL. ApXUTEKTYpa.
1.15. Ceru nocnenyromux nokoseHuil (NGN). OcoOeHHOCTH (QYHKIIMOHUPOBAHUS U apXUTEK-
typa cereit NGN. MynbTUIIPOTOKOJIbHAS TpaHcHOpTHAs ceTh. bynyne cetu (Future Networks).
2 JlaboparopHblie paboTsl 7 mT. mo 4 yaca u 1 mrT. o 2 vaca:
2.1. CermMeHTaLMs CETU U Pa3TpaHUYEHUE JOCTYIIA K CETEBBIM PECYPCaM.
2.2. HacTpoiika cTaTH4eCKOM MapIIpyTU3aIUu.
2.3. JluHamudecKkas MapuIpyTHU3aIuu.
2.4. KonpurypupoBaHHe CETEBbIX CEPBUCOB.
2.5. Pazpa0OoTka KIIMEHT-CEPBEPHBIX CETEBBIX MPUIIOKEHUI.
2.6. KondurypupoBanue 6ecripoBoHoi cetrn Wi-Fi.
2.7. MOHUTOPHHT CETEBOTO TpadukKa.
2.8. KondurypupoBanue cereBoii nHpacTpyktypbl 10T («ymHOTO 1OMay).
3 CamocrosTenbHas paboTa CTyI€HTOB:
3.1. IloaroroBka K 3ammure Ja00paTOPHBIX padoT.
3.2. CaMOCTOATENBHOE N3YUEHHE TEOPETUUECKUX MATEPUAJIOB IO CIEAYIOLIMM BOIIPOCAM.
IP-neittarpamma. I[Ipotokon NDP.
JIMCTaHIIMOHHO-BEKTOPHBIE ITPOTOKOJIBI MapIIPyTU3alUU. TEXHOIOIMH YIUIOTHEHUS ONTHYECKUX
kaHasioB CWDM, DWDM nu HDWDM.
Pacnpenenennble cereBble MpuiioxeHus. CeMEHCTBO CTaHIApTOB OECHPOBOJHBIX JIOKAIBHBIX
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cereit IEEE 802.11x.

Br160p cereBoro 060pynoBaHus 0 SKOHOMHUYECKUM U TEXHUYECKUM KPUTEPHUSIM.
Pacnpenenennsie cuctemsl ynpasienus, SCADA-cuctemsl, npomeinuienHsiii Ethernet. Ilox-
nepkka kadectBa yciyr B cetssx NGN. Texnomorus MPLS. Bupryanuzanus B Oyaynux ceTsx,
BUpTyasbHas cetb LINP.

3.3. [loaroroBka K 3k3aMeHy IO IUCHUIUIMHE (OLIEHOYHbIE MaTepUaIbl IPUBEACHBI B pazjene 6
Hacrosmeit PITJ]).

Texkymuii KOHTPOJIb:
= IIPOBCPKAa KOHCIICKTOB JICKI_II/II\/JI N JOINNOJHHUTCIIBHBIX TCOPECTUYCCKUX MATCPHUATIOB,
- IPOBEpPKa OTYETOB M0 J1a0OPaTOPHBIM paboTam;
- 3aIuTa JIJAOOPATOPHBIX PadOT.

Pe3ynbraThl TeKyIiero KOHTpOJs (PUKCUPYIOTCS C UCHOJIb30BAaHUEM TPEXOaJIbHOM CHCTEMBbI
(0, 1, 2) mpu mpoBeaeHUN KOHTPOJIBHBIX HEJENb 10 rpaduKy ¢uinana B TEYCHHE CEMECTpa, a TaKxKe
YUUTBIBAIOTCS IPENO/aBaTesieM IMPH OCYIIECTBICHUU NPOMEXKYTOYHOM aTTeCTAallMM IO HACTOsIIEH
JTUCLUIUINHE.

5. OBPA3OBATEJIBHBIE TEXHOJIOT' T

Ta6Jmua - O6paSOBaTeJ'IBHBIe TEXHOJIOTHUH, UCTIOJIb3YEMBIC ITPHU pCAIIN3allUN PA3JIMIHBIX BUIOB yq66—
HBIX 3aHSITUM I10 TUCITUILIMHE

Ne | Bunsl yueOHBIX 3aHATHI OO6pa3oBaTeIbHbIC TEXHOJIOTHU
/1
1 Jlekun Knaccuueckas (TpaaunuoHHasi, WHGOPMAIMOHHASA) JEKIUS B

dbopmare MyJTbTUMETUUHBIX PE3CHTAITHH.

2 JlaGopaTopHble paboThI TexHOOorusl BBINOJIHEHUs J1a0OpPaTOPHBIX 3aJaHUMl WHIAWBUAY-
aJbHO.

TexHomnorus mpo6seMHOro 00y4eHus: Ha OCHOBE aHaIN3a pe3yJib-
TaTOB JJAOOPATOPHOM pabOTHI: MHAWBUIyaJIbHBIM ONpPOC, Mpe-
CTaBJIEHHE CTYJEHTOM Pe3yJIbTaTOB J1JaOOpaTOPHOH pabOTHI B
dbopme oTyera.

3 CamocrosTenbHas pabora HNHpopMalnoOHHO-KOMMYHUKAIIMOHHBIE TEXHOJOTHUH (AOCTYH K
ctyneHToB (BHeaynuTopHasi) | OUOC ¢ummana, k ObC dunmana, noctyn Kk MHPOPMAIMOHHO-
METOMYECKUM MaTepHallaM 10 JUCIUILINHE).

4 KonTpons (mpomexyrounass | TexHomorus ycTHOro ornpoca.
aTTecTalus: SK3aMeH)
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6. OLIEHOYHBIE MATEPHAJIBI JIJIS1 TEKYIIETO KOHTPOJIS K
MPOMEKYTOUYHOM ATTECTALIUU — JIJISI OLEHKU KAUECTBA OCBOEHMUSI
JUCHUIINHBI

K nmpomexxyTouHOl arTecTanuu CTYAEHTOB MO AMCIUIUIMHE MOTYT MPUBJIEKATHCS MPEICTaBU-
Tenu paboTomaresnel, IpernoaBaTeIu MOCISYONTUX TUCIUILINH, 3aBeIyIoNre KapeapaMH.

OneHka KayecTBa OCBOCHUS JUCHUIUIMHBI BKIIIOYAET KAK TEKYIIMH KOHTPOJIb yCIIEBAEMOCTH,
TaK ¥ MPOMEKYTOUHYIO aTTE€CTAIIMIO.

OH€HO‘IHBI€ Cpe€AacTBa TEKYIIETO KOHTPOJIA YCIICBAEMOCTHU:

Bormpocs! 1u1s 3amuThl 1a60paTopHOit paboThI
«CerMeHTanus CeTH U pasrpaHUUEHUE JOCTYIIa K CETEBBIM peECypcam»

1. Uto Takoe cerMeHT cetu, nojacers? 1o kakuMm mpuyuHam 1enecooOpa3Ho MPOU3BOIUTH pa3OHeHHe
CEeTH Ha nojceTu?
Kakue MeToabl cermeHTaluu ceTu Bbl 3Haere?
Kakum 00pa3om ocymiecTBisieTcs pa3OueHe CeTH Ha MOJICETH ¢ TIOMOIIBI0 MaCKU?
Kak omnpenennts He0OX0IMMOE YUCIIO pa3psAa0B Ha aapec noacetu? Ha aapec xocta?
JaiiTe onpenenenune Mapuipytusaropa. Yto Takoe 1muio3?
KakoBa Tonosorust coequHeHus MoACeTei ¢ MOMOIIbI MaplipyTU3aropa?
Kakne HacTpoWkM HEOOXOIUMO BBHINOJHUTH, YTOOBI XOCTBHI ABYX IOJICETEH, COCAMHEHHBIX Yepe3
MapuipyTU3aTop, CTaJli BUJIETh APYT Apyra?
8. Haitte onpenenenue cnrcka ynpasienus goctynom (ACL). st kakux 1eneit OoH UCToab3yeTcs?
9. Kakwue cymiecTByIOT THIBI U criocoObl co3nanus ACL-cnuckoB?
10. KakoB CMHTaKCHC UIMEHOBAHHOTO PACIIUPEHHOTO CIHCKa?
11. KakuMm 006pazom co3qaHHBINA CIMCOK NPUKPEIISeTCs K HHTepdeiicy MapipyTu3aropa’?
12.  Kak npocMOTpeTh CIIUCKU J0CTYyIa MapiipyTusaropa? Kak ynanuts ciucok gocrymna?
13.  Yto u3 ceds npeacraniser madaoH MacKy npaBuiia cnucka? J[ins kakux 1eiaei oH UCHOJIb3yeT-
cs1? B uem ero oTiinune OT Macku ceTu?
14. Yto takoe oOparHas macka? Kakum oOpa3omM e€ MOKHO HCIOJIB30BaTh Uil (OPMHUPOBAHUS
mabJioHa MacKH MpaBuiia CrucKa?
15. KaxkoBo geiictBue mabi10HoB host u any B mpaBujie crucka qoctymna’?

Bormpocs! 115 3amuThl 1a60paTopHO paboThI

«Hactpolika cTaTHuecKo MapLIpyTU3aLUn»
Jlaiite onpenenenne MapIpyTU3aluy, MapuIpyTa, TabIUIbl MapIIpyTOB, MAPIIPYTU3ATOPA.
Kak coequHuTh MapIIpyTH3aTOPhI IO OCIEI0BATEIbHOMY HHTEpdelcy?
Kak nactpauBaetcst untepdeiic MapipyTusaTopa, MoAKIIOUEHHbIN K BHEIIHEN ceTH?
Kak HactpauBaercst HHTEpQeiic MapIIpyTH3aTopa, MOJKIOYEHHBIA K BHYTpEHHEH ceTu?
Kakum crioco0sl 3a1aHust MapIIpyToOB BbI 3HaeTe?
Kak 3agath craTuueckuii MapipyT K OIpEeJIeHHOMN ceTn?
K kakum unTepdeiicam MapuipyTHU3aTOpa MOXKHO MOAKIIOUUTE KOHEUHOE 000pyJ0BaHHE?

Bomnpocs! 1u1st 3anuThl 1a00paTopHOi paboTh

«/lunamuueckast MapIIpyTH3aLII»

Ha3zoBuTte Ha3HaueHUs, JOCTOMHCTBA U HEJIOCTATKHU MPOTOKOJIa MapIpyTHOH nHpopmaruu RIP.
OcoOenHoctu mpoTokoioB nuHamudeckoi Mapupytuzauuu EIGRP, OSPF? BGP.
Omnumure cxemy paboTsl mpoTokona RIP.
Onummure cxeMmy pabotsl nporokona OSPF.
Kakue neficTBust HEOOXOIMMO BBITIOTHUTH, YTOOBI HACTPOUTH MPOTOKON RIP Ha MapmipyTuszaropax?
Kaxk mpoBepuTh mpaBmiIbHOCTH pa0b0THI IpoTOKOIa RIP?
Kak coxpaHuTh KOH(QUTYpAIIUIO MAPIIPYTU3ATOPOB?

Nowvbkwd
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Bormpocs! [1st 3amuThl 1a60paTopHOi paboThI
«KoH(urypupoBaHue ceTeBbIX CEPBUCOB)»

1. Yro Takoe ceTeBas ciayk0a, B 4eM COCTOUT OTJIMYUE CETEBOU CIIyKObI U ceTeBoro cepuca? Jlaiite
OIlpeJIeJIEHUE MTOHTUS TOPT.
2. Jaiite onpenenenue DHCP cepBepa? Kakoii cereBoit cepuc obecneunBaer? Ha ocHOBe kakoro
IIPOTOKOJIAa paboTaeT, Kakue GyHKUUU BbioaHAeT? Kakue mopThl HCHOIb3YIOTCA?
3. Kakum obpa3om Ha MapuipyTuszarope KoHpurypupyercs myia [P-anpecoB s KOMIIBIOTEPOB MOJIb-
30Baress?
4. Kakum oOpa3om Ha cepBepe KoHPUrypupyercs myi [P-anpecoB 1i1st KOMIOBIOTEPOB MOJIb30BATENs?
5. Haiite onpenenenue FTP cepsepa? Kakoii ceTeBoii cepBuc obecneunBaet? Ha ocHOBe Kakux Mpo-
TOKOJIOB pa0oTaer, Kakue GyHKIMHU BbIonaHsAeT? Kakue mopThl HCIOIB3YIOTCS?
6. Kakue cymectBytor ciocoos! noctymna k FTP cepsepy?
7. Kakue mpoTOKOJIBI HCTIOIB3YIOTCS ISl 00ecTieueHus: 6e30MmacHoi nepenayu ¢aition?
8. Kak HactpouTts ciyx0y FTP na cepsepe?
9. Kakum 00pa3zoMm ¢ T0JIp30BATEIBCKOTO KOMITBIOTEPA 3arpy3HTh (ailsl Ha cepBep UM ¢ HeTo?
10. Jlaiite onpeneneane HTTP (WEB) cepepa? Kakoii cereBoii cepBuc odecneunBaet? Ha ocHoBe
KaKoro MpoToKoJia paboTaer, Kakue (pyHkunuu BbinoiaHseT? Kakue nopTsl HCHOIb3YOTCS ?
11. Yro o3nauator ab6pesuarypst HTML, URL, HTTPS?
12. Kaxk Hactpouts Web-cepBuc Ha cepBepe? Kakum 00pa3omM MOKHO MPOBEPUTH €ro paboTOCIO-
coOHOCTB?
13. [aiire onpenenennie DNS cepBepa? Kakoit cereBoit cepBuc obecneunBaeT? Ha ocHOBe kakoro
IIPOTOKOJIA paboTaeT, Kakue GyHKIUHU BbiNoaHsAeT? Kakue HopThl UCIOIb3YIOTCS?
14.  Yro Takoe TOMEHHOE UMsl, KAKOBBI IIPaBUJIA €T0 (POPMUPOBAHUSA?
15. Kaxk Hactpouts DNS-cepBuc Ha cepepe? Kakum 06pazomM MOXKHO MPOBEPUTH €ro paboTocmo-
coOHOCTB?
16. [aiite onpenenenne EMAIL cepBepa? Kakoii cereBoii cepBuc obecneunBaer? Ha ocHOoBe kakux
MIPOTOKOJIOB paboTaeT, kakue (yHKIUU BoINonHseT? Kakue nopTsl HCONIb3yHOTCS?
17. Kak HacTpouTh NOYTOBYIO CiIyk0y Ha cepsepe? KakuM 0O6pazomM MOXKHO NMPOBEPUTH €€ paboTo-
CIIOCOOHOCTH?

Bomnpocs! u1st 3anuthl 1a00paTopHOI paboTh

«Pa3paboTKa KIMEHT-CEPBEPHBIX CETEBBIX MPUTIOKEHUI»
1. KakuM 00pa3oM NpoMCXOAUT KOMMYHHUKAIUS MEXAy KIMEHTOM U cepBepoM Mo mnpotokony TCP?
UYro Takoe coker?
Kakue KOMIIOHEHTBI NCIIOIB3YIOTCS AJIS CO3/1aHUS KIIMEHT-CEPBEPHBIX MPUIIOKEHUN?
HazoBuTe 0OCHOBHBIE CBOIICTBA KOMIIOHEHTA CEpPBEPA.
HazoBuTe 0CHOBHBIE CBOMICTBA KOMIIOHEHTA KJIMEHTA.
Kakne neiicTBHsI BBIOTHAIOTCS MPHU 3aIlyCKE CEPBEPHON YAaCTH IPHIIOKEHUS?
UYro Takoe kputuueckas cekusa? Kak 3anporpaMMupoBaTh KPUTUYECKYHO CEKIUIO?
[TosicHuTe TUCTUHT TpOLeypbl 0OCITY)KMBaHUsI IIOTOKA 3aIpoca Ha CepBepe.
[losicHuTe TUCTUHT IPOLIEYpPHI OTIIPABKHU 3aIIpoca C KIMEHTa Ha CEpBEp.
Kakum 06pa3zom MOKHO OPraHN30BaTh Mepeaady COOOMICHUI MEX Ty KITMEHTaMuU ?
Bonpocs! u1st 3anuThl 1a00paTOpHOI paboThI
«KondurypupoBanue 6ecipoBogHoit cetu Wi-Fi»

Jlaiite onpezeneHue 6ecrpoBoAHOM ceTn?
Kaxkne ocnoBHbie crannaptel WLAN onpenenser IEEE? Uem onn oTnnyarorcs?
Yro o3znavaeT abbpeBuarypa Wi-Fi?
Kaxkue cranmaptet WLAN oGecrieunBaroT ckopocT niepeaaun 6osnpire 1 ['out/c?
Kakue pekomeHIauu npucyTCcTBYIOT B Habope nporokosos 802.11x?
Kaxkue ycTpoiicTBa v KaHaJIBI CBS3U UCIIOJIB3YIOTCS TIPH TIOCTPOCHUH OSCTIPOBOIHBIX CETEH?
Ha3oBuTe OCHOBHBIX Pa3HOBUAHOCTH UCTIONb30BaHUS Wi-Fi pu mocTpoeHnn JOKaIbHBIX CETEH.
Kak HacTpouTh KOMIBIOTEP HA MOAKIIOYCHHE B CETh Yepe3 OeCIpOBOAHBIN poyTep?

11
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9. Kak HacTpouTh HOYTOYK Ha MOJAKIIOYCHHE B CETh Uepe3 OeCrpoBOAHBIN poyTep?
10. Kak HacTpouTh cMapT(HOH Ha MOAKIIOYCHUE B CETh Yepe3 0eCIpOBOIHBIN poyTep?
11. Kaxkue HACTpOWKHN HEOOXOAUMO BBIIIOJIHUT B «CETH MIpOBaiiiepa»?
12.  Yro coboii npencrapnser TexHoaorus NAT u 11 Kakux 1eJIeid OHa UCTIOJIB3YeTCs ?

Bonpocs! 1uist 3anuthl 1a00paTOpHOI paboThI

«MOHUTOPHUHT ceTeBOro Tpaduka»

1. Iy kakux 1esiei mpoBOJUTCS MOHUTOPUHT Tpaduka cetu?
2. Kak BBINOJIHUTH 3aXBaT CETEBOT0 Tpaduka paboydeil CTaHIINH?
3. Kak MOXHO onpeaennTh IPUHAUIEKHOCTD [TAKETa Y31y CETHU U IPOTOKOIY?
4. Kak moiayduThb OOIIYI0 CTaTUCTUKY I10 3aXBaTy?
5. Kak noiay4yuts HHGOPMALIKIO O pacipeaesieHuH Tpadrka mo mpoTokoiam?
6. Kako# Tpaduk nmoreHuaibHo onaceH?
7. Haznauenue u ctpykrypa coobuienus npotokosa [CMP.
8. COop u ananu3 ganHbix nporokosna ICMP no nokaneHbIM y31aM B iporpamme Wireshark.
9. Haznauenue u cTpykrypa neurarpammsl npotokosa UDP.
10. CoOop u ananu3 nanHbix npotokona UDP B mporpamme Wireshark npu oOpamenuu k cepsepy
DNS.
11. Kak ucnonssyercs nporokon UDP npu onpenenennn [P-anpeca xocta mo ero JOMeHHOMY HMe-
Hu?
12. Kaxum o6pazom B criucke naketoB UDP M0oxHO HaliTH 3a1TUCh CTaHJAPTHOTO 3aMpoca, K KaKoMy
m6o xocty? Kakue cBeneHus coiep:KaThCsi B TOH CTPOKE.
13. Kakum 06pazoM mo cBeeHUSIM O CTaHAApTHOM 3ampoce MOxHO omnpeaenuts [P u MAC-anpeca
KOMIIBIOTEpa-UCTOUHKKA 3alpOCca, OCHOBHOTO 11110327
14. Kakue cBenenus o cranaaptHom DNS-3anpoce conepkatcst B okHe User Datagram Protocol? B
okHe Doman Name System (query)?
15. Kaxk u3MeHs0TCA poiau UCTOUYHMKA U Ha3HaueHus B DNS-3anpoce u DNS-oTBeTe?
16. Ha3nauenue u npuHun padots! nporokona TCP.
17. Co6op u ananu3 nanHbIX mpotokona TCP B nporpamme Wireshark.
18. Kak nHaszpiBaeTcs nponecc ycraHoBiaeHus ceanca TCP Mexnay kinreHToMm u cepepom? M3 kakux
JTaroB OH COCTOUT?
19. Kakum o0pa3om B CIIMCKe ITAKETOB HAWTH CETMEHT MEPBOT0 3Tarla TPEXITAMHOIO KBUTHPOBAHUS?
Kak nepeiiTi Ha cieIyronMii CErMEHT TPEXITAITHOIO KBUTUPOBAHMS?
20. Kaxkue cBenenus o cermente TCP conepxatcs B okHe Transmission Control Protocol?
21. Ha ocHoBaHuu Kakoi MH(popMaiuu u3 3arojoBka cerMmeHTa TCP MOXHO clienath BBIBOJ O TOM,
yto coeauHenue TCP nactpoeno?
22. Kakum obpazom B Wireshark MokxHO OTGHMIBTpOBaTh MaKeThl COEAUHEHUS] MEXKIYy JBYMs COKe-
Tamu?
23. Kak naiitu 3akmountenbubiii naker TCP-ceanca?

Bonpocs! 1u1st 3anuThl 1a00paTopHOI paboTh

«Kondurypuposanue cereBoit unppactpykrypbl loT («ymHOTO 1OMa»)»
1. Haiite onpenenenue TakuM NoHATHIM Kak «MHayctpus 4.0», «IIpombiunennsiii MaTepuer, «Mn-
TEPHET BEUIEH», « Y MHOE MIPEANIPUATHEY, « Y MHBIN TOM».
2. Kakue QpyHKIMOHATIBHBIE YPOBHU UMeeT apXxuTekTypa [oT?
3. Yro BBI OTHECeTE K ceTeBoi nHppacTpykrype [oT?
4. U3 Kakux yCTpONCTB COCTOUT MHTEIUIEKTyalIbHAsl JOMAIIHSIS CETh?
5. Uto HeoOX0onUMO clienaTh, YTOObl MOJKIIOYUTH HOBOE CETEBOE YCTPOWCTBO B MHTEIIEKTYaJbHYIO
JoMaIHiox cerh? Kakue crrocoOn! OaKII0UEeHUs BBl 3HAETE?
6. Kakum o6pa3om mobaBmisieTcst MPOBOIHOE YCTPONCTBO BBOa-BhIBOIA?
7. Kak 106aBuTh 0€CIIpPOBOTHOE YCTPOHCTBO BBOJIa-BHIBOIA?
8. Kakum 00pazoM HacTauBaeTCss MHTEIIEKTyalIbHOE CETEBOE YCTPOHCTBO?
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OHGHO‘IHBIG cpe€acTBa ajisa HpOMeH(YTOqHOﬁ aTrTeCcranuun.

IIpumepsl BOIIPOCOB K DK3aMEHY 110 JUCLIUILINHE

CereBoil 1 TpaHCIOPTHBIN ypoBHU Moaenu OSI.

Creku ceteBbix nmpotokosioB IPX/SPX, NetBIOS/SMB, DECnet, SNA, OSI.

Ha6op npotokonos TCP/IP. Mukancynsimsi.

MexcereBoii npotokon IP. [P-geiitarpamma.

[Tporokon oOMeHa ynpassirorumu coodmenusvu ICMP.

[Iporokon TpancnoptHoro ypoHsi TCP. @opmat cermenta. TCP-opThl.

[Ipotokon TpancnoptHoro ypoBHsi TCP. Ycranosnenue coenunenus TCP. [lepenaua nanHbIx mno

METOJly C IPUMEHEHUEM OKOH.

8. Ilporokon TpancnoptHoro ypoBus UDP.

9. ®opwmar axgpecon [Pv6.

10. Tuns! anpecos [Pv6: rno0OanbHBIN IOHUKACT, YHUKAJIBHBIE JOKAJIbHBIE aJJpeca, JIOKaJIbHbIE aapeca.

11. Tumner agpecoB [Pv6: mynpTHKacTOBBIE aipeca, HeONpeaenEHHbIN aapec, loopback , anpeca [Pv4,
otoOpaxeHHble B [Pv6, anbTepHAaTHBHEIC aapeca.

12. IInanupoBanue nojacereit [Pvo6.

13. Otobpaxenue pusndeckux aapecos Ha [P-anpeca: mpotokonst ARP u RARP.

14. IIpotokoa NDP.

15. MapuipyTu3anusi 1 aBTOHOMHBIE CUCTEMBI.

16. ITpyuHIMIIBI MapLIPYTU3ALUY.

17. Cratnueckasi 1 AMHAMUYECKAs: MapIIPyTHU3ALIHSL.

18. IIpoTOKOIBI AMHAMUUYECKOM MapIIPyTH3ALNH.

19. JlucTaHIIMOHHO-BEKTOPHBIE TPOTOKOJIBI MAPIIPYTH3ALNH.

20. I'moGanbHbIe ceTH: OCHOBHBIE MOHATHS U OIIpeesieHus], QYHKIIMHU U CEPBUCHI, POCCUIICKHE TJI0-
OasbHbIE CETH.

21. CtpykTypa u 000pya0BaHHE IN100ATBHOM CETH.

22. KomMMyTaTOphl U MapuIpyTU3aTOphl II100aNbHBIX CETeH, yAaJeHHbIE MOCTHI.

23. MynbTUILIEKCOPBI.

24. Cetu c BbIJICJIEHHBIMU KaHasaMu cBsi3u. Du3ndeckast BblJieNIeHHas JTMHUS CBA3U. Pannopeneiinas
CBSI3b.

25. Ceru c BblICNIEHHBIMU KaHasaMu cBsi3U. L{udpoBas BbaeneHHas JINHUS.

26. Cetu ¢ KOMMYyTAaIMEN KaHAJIOB.

27. CeTn ¢ KOMMYTaIIMEH MaKeTOB.

28. TIne3noxponHas nudposas uepapxust PDH.

29. Cunxponnas uudposas uepapxus SDH.

30. Mynbstumniekcopsl 1 Tonosnoruu cereit SDH.

31. TexHonorum ymioTHeHus ontuyeckux kanaios CWDM, DWDM u HDWDM.

32. CtpykTypa u TexHoaoruu cetu X.25.

33. Ceru Frame Relay: obmue cBenenusi, apXuTeKTypa.

34. Ceru Frame Relay: ctpykTypa u o0opyaoBanue, nmojaiaep:xka napamerpon QoS.

35. Texunonoruss ATM: obuue cBenenusi, apxurekrypa cereit ATM.

36. Texunonoruss ATM: moxens ATM, kauectBo 06cmy>kuBanus QoS.

37. IP-cern.

38. CeaHCOBBIH, IPEACTABUTEILCKUN U NpUKIaaHON ypoBHH Moaenu OSI. IIpuknanHoil ypoBeHb MO-
nenu TCP/IP.

39. CereBble CITy>KOBI 1 CEPBHCHI.

40. Ciryx6a DNS: obmue cBenenus, nepapxust umeH DNS.

41. ®opmar DNS cooOmienuit u Tunsl 3anuceit DNS.

42. ABromaruzanusi KOHQUTYpUpOBaHUS ceTeBbIX nHTEpdeiicoB, nmporokoa DHCP.
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CereBble npuioxkeHus: ognopanrosas (P2P) u daiin cepBepHas apXUTEKTYypHI.
CereBble IPUIIOKEHUS: KIIUEHT - CEPBEPHAst apXUTEKTYPA.

Tpex3BeHHass apXUTEKTypa ¢ CEPBEPOM ITPUIIOKEHUMN.

Tunossle CTPYKTYpBI KIMEHTCKUX NPUIIOKCHHUN.

CMONEHCKMA
( D@UINAN

Pacnipenenennsle cereBble NPUIIOKEHUA. [IpeBOBUIHAS ApXUTEKTYpa PacIpeeIEHHBIX CUCTEM

PaCHpeI[CJ'ICHHBIe CCTCBLBIC IIPUIIOKCHUA. Cucrema IIpsAMOro obMeHa JaHHBIMU.

BecnipoBoHbIe cpenbl nepenaun AanHbix. CUrHaIBI A7 iepenayn uHpopManuu. Moy s

curHasioB. [IponyckHas ciocoOHOCTh KaHaa.
Mertoap! 1ocTymna K cpezie B 0eCIpOBOIHBIX CETSAX. TeXHOIOT s pacIMpeHHOT0 CIIEKTpa.

becnipoBoansie cetn WiFi. CemeiicTBo cTanaapToB OecpoBOAHBIX JoKanbHBIX ceTeit IEEE

802.11x.

IIpoexTupoBanue cereit cemeiictsa Ethernet.

Br160op ceTeBoro 060pymoBaHus 10 SKOHOMUYECKUM M TEXHUYECKUM KPHUTEPHSIM.
Knaccugukanus cpecTB MOHUTOPUHTA U aHAJIM3a.

AHanu3aTopsl CETEBBIX IIPOTOKOJIOB.

CereBble aHanu3atopbl. KabenbHble CKaHEPB! U TECTEPHI.

[TonsTre 1 06IaCTH IPUMEHEHHSI CUCTEM peanbHOoro Bpemeru (CPB).
[Tpomeiiennsie cetu. CAN, PROFIBUS, MODBUS, MODBUS TCP.

CereBast nH(ppaCTPYKTypa MPOMBIIUIEHHOTO IPEATPUSITHS.

Pacnpenenennsie cucremsl ynpasinenusi, SCADA-cucremsl, npombliieHHbli Ethernet.
WNunycrpus 4.0, MHTENIEKTYalIbHOE IPOU3BOJICTBO.

Hutepuer Bemieit (IoT): monsTre u 6a30BbIe MPUHITUIIBI.

Apxurekrypa [oT: ypoBHM CEHCOPOB U CEHCOPHBIX CETEMH, IUII030B U CETEH.
Apxurekrypa IoT: cepBUCHBII YPOBEHb U YPOBEHB IPUIIOKEHHIA.

[TonsiTre u HopmaTuBHas 6a3a cereit NGN.

OcobenHocTy (YHKIIMOHUPOBaHUS U apxuTekTypa cereit NGN.
MynbTUIIPOTOKOJIbHAS TPAHCIIOPTHAS CETh

ITonnepkka kauectBa ycayr B cetax NGN. Texnonorus MPLS.

Cetu Future Networks.

Buptyanuzanus B Oynymux cetsax, BupTyanbHas cetb LINP.

HpI/IMep MPaKTUYCCKUX SaﬂaHHﬁ, BBIHOCHUMBIX HA 9K3aMCH, JJI IPOBCPKU MTPAKTUUCCKHUX yMCHI/Iﬁ )51

HAaBBIKOB CTYJACHTOB IO AUCHUILIINHE

Jns 3amaHHBIX MCXOAHBIX JAaHHBIX CeTU paccuutarh noxacetu IPv4. Appec ceru: 172.21.0.0.
KomuuectBo noncereii: 3. KonmudectBo xoctoB B nepBoit nmoacetu: 490. KonumdecTBo XOCTOB BO BTO-
poit moaceru: 210. KomuuectBo XocToB B Tperheil moxacetu: 40. B ceru, moctpoeHHOM B (aiine
zadachal, mpoBepHTh MPaBUIIBHOCTH BBITOJTHEHHBIX PACUETOB.
B cern, noctpoenHoii B (aitne zadacha2 coenunuth noaceru 1 u 3 Takum o0pa3oM, 4TOOBI X0-
CTBI TOJACETH 1 BHIEIU XOCThI MOJCETH 3.
B ceru, moctpoenHoii B ¢aiine zadacha4, usmeHuB Macky, 10OUTHCS, YTOOBI BCE XOCThHI BUACTU
npyr npyra. Hactpouts Web-cepBuc Ha cepBepe mojcetu 0. Hactpouts ciyx0y DNS Ha cepBepe
MOJICETH 3 ¥ MPOBEPUTH BOZMOKHOCTH IPOCMOTpPA BeO-CTPAHUIL IO TOMEHHOMY HMEHHU.

B ¢unmane ncnonp3yercs cucremMa ¢ TPAAULIMOHHON IIKaJIOM OlIEeHOK — "oTiau4Ho", "Xopomio",
"yI0BIETBOPUTENHHO", "HEYTOBIETBOPHUTENBHO", "3auTeHO", "HE 3auTeHO0" (7anee - mATHOAIbHAS CH-
cTeMa).
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dopma NpOMEKYTOUYHON aTTECTALUU 110 HACTOSIILEN AUCLUIIIINHE — IK3AMEH.

[IpumeHsieMble KPUTEPUU OLICHUBAHUS IO JUCUUILIUHAM (B COOTBETCTBUU C MHCTPYKTHUBHBIM
nucbMoM HIY MOBU ot 14 mas 2012 roma Ne 11-23):

Onenka Kpurepuu onieHKH pe3ynbTaToB
10 TUCLH- 00yuyeHHMs 10 JUCLUIUINHE
IIJIMHE

«oTIIM4HO»/ | BeicTaBisiercs oOyuatomemycs, oOHapyKUBLIEMY BCECTOPOHHEE, CUCTEMAaTUYECKOe U

«3a4YTEHO riy0OKO€ 3HaHNE MaTepUaAIOB H3yYCHHOM TUCIUIUIMHBI, yMEHUE CBOOOIHO BBITIOIHSTD

(oTnm4HO)»/ | 3a7aHus, NPEAYCMOTPEHHBIE IPOrPAMMOM, YCBOUBLIMIM OCHOBHYIO M 3HAKOMBIH C J0-

«3a4TEHO» IIOJIHUTEJIBHON JINTEPATYypOli, pEKOMEHA0BAaHHOM paboyeil nmporpaMMoin AUCLMIIIUHBL
HPOSIBUBIIEMY TBOPUYECKUE CIIOCOOHOCTH B IOHUMAaHUHU, U3JI0KEHUH U UCIIOJIb30BaHUU
MaTepHaJOB W3YYEHHOW AMCUUIUIMHBI, OE3yNpedyHO OTBETHUBIIEMY HE TOJBKO HAa BO-
npochl Ouiera, HO U Ha JOIMOJIHUTENbHBIE BOIIPOCH B pamMKax paboyeil mporpammbl
JUCLIUIUIMHBL, IPAaBUIBHO BBIIOJIHUBILIEMY IpakTHUYecKoe 3agaHue. OLeHKa 1o Juciu-
IUIMHE BBICTABIISIOTCS 00YYaIOEMyCs C yUETOM Pe3yIbTaTOB TEKYILEro KOHTPOJIS.
Kommnerennun, 3akperiiéHHble 3a TUCHHUILTMHON, COPMHUPOBAHBI HA YPOBHE — «3Ta-
JIOHHBIIY.

«xXopouIoy/ BricTaBnsiercs oOy4daromemMycsi, 0OHapy>KUBILIEMY ITOJIHOE 3HAHHE MaTepuasa U3y4yeH-

«3a4TEHO HOW JAMCLHUIUIMHBI, YCIEIIHO BBINOJIHAOLIEMY NIPEAYCMOTPEHHBIE 3a/1aHUs, YCBOUBIIIE-

(xopor1o)»/ My OCHOBHYIO JINTEPATypy, PEKOMEHJOBAHHYIO padouell MporpaMMoil AUCLHUILIUHBL

«3a4TEHO» [IOKAa3aBIIEMY CUCTEMAaTUYECKUM XapaKTep 3HAHUM IO JUCLUIUIMHE, OTBETUBLIEMY Ha
BCE BOINPOCHI OWIIeTa, MPABWIBHO BBHIMTOJHHUBIIUN MpPaKTUYECKOE 3aJaHue, HO JOITy-
CTHMBILUI IIPU 3TOM HENPUHLIUNHATIbHBIE OIINOKH. OlLleHKa 10 AUCLUUIUIMHE BbICTaBIIS-
I0TCs 00y4aroleMycst ¢ y4ETOM pe3yJIbTaTOB TEKYIEro KOHTPOJISL.
Komnerennuu, 3akperui€éHHble 3a AUCHUILIMHON, COPMUPOBAHBl Ha YPOBHE — «IIPO-
JBUHYTBIIY.

«ynoBieTBO- | BricTaBisercs oOydaroniemycsi, 0OHapy>KMBILIEMY 3HaHME MaTepuana U3y4yeHHOH Juc-

pUTETBHOY/ IUITUHBI B 00beMe, HEOOXOIMMOM ISl JaJIbHEHIIeH yueObl U MPEeaCTOosIIIe padoTh

«3a4YTEHO 1o mpogeccu, CIpaBiISIONIEMYCsl C BBIIIOJHEHUEM 3aJJaHUN, 3HAKOMOMY C OCHOBHOM

(ynoBneTBo- | IMTEpaTypo, pEeKOMEHI0BaHHOW paboueil mporpaMMoil TUCHUIIINHBL; JOIYCTHUBIIEMY

PUTEIBHO)»/ | MOTPEUIHOCTh B OTBETE€ Ha TEOPETHUYECKHE BOMPOCH! M/MIIM MPH BHIIOIHEHUU MPaKTHU-

«3a4TEHO» YECKUX 3aJaHUN, HO oOsajaronieMy HEeoOXOIUMBIMM 3HAHUSIMU JI1 UX YCTpPaHEHHUS
HOJl PYKOBOJICTBOM IIperojiaBaTensi, JJMOO HENpPaBUIbHO BBHIMOJIHUBIIEMY MpaKTHYe-
CKOE€ 3aJIaHHe, HO N0 YKa3aHUIO MPENOJaBaTessl BBITOJHUBIIEMY IPYTHUE IPAKTUYECKHAE
3a/IaHKs U3 TOTO K€ pasjesa JUCLUIUIMHBIL.
Komnerenuuu, 3akperi€HHble 3a TUCHUIUIMHOMN, chOpMHUpPOBaHBI HA YPOBHE — «IIOPO-
TOBBIIY.

«HEYJI0BJIE- BrictaBnsercs oOydaromieMycs, 0OHapyKUBILIEMY CE€pbhe3HbIE MPOOENbI B 3HAHUSIX OC-

TBOPUTEIb- HOBHOT'O MaTepualla H3Yy4eHHOM JUCLMIUIMHBL, JONYCTHBIIEMY IPHHLIMIINAAIbHBIC

HO»/ HE 3a- OIIMOKY B BBIIIOJIHEHUH 33/1aHUM, HE OTBETUBILIEMY Ha BCE BOIPOCHI OMIIeTa U JOMOJI-

YTEHO HUTEJIbHBIE BOIPOCHI M HENPABMWIBHO BBIMOJIHUBIIEMY MPaKTHUECKOE 3a/1aHue (Herpa-
BUJIBHOE BBIIIOJHEHUE TOJIBKO IMPAKTHYECKOrO 33JlaHUsl HE SBISIETCS OAHO3HAYHOU
NPUYMHOM /17151 BBICTABIICHUS OLIEHKHU «HEYJIOBJIETBOPUTEILHOY). Kak mpaBuiio, oleHka
«HEYJOBJIETBOPUTENIHHO CTABUTCS CTYAEHTAaM, KOTOPbIE HE MOTYT MPOJOJIKUTE 00yUe-
HHUE 10 00pa3oBaTeIbHOM Mporpamme 0e3 JTOMOTHUTENbHBIX 3aHATUH 110 COOTBETCTBY-
fouiel aucnuiuinHe. OLeHKa 10 AUCHUILIMHE BBICTABIISIOTCS 00ydYaroneMycst ¢ y4éToM
pE3yIbTaTOB TEKYIIETO KOHTPOJIA.
KomnereHnyu Ha ypoBHE «IIOPOTOBBINY, 3aKPEIUIEHHBIE 32 TUCLUILIMHOM, HE ChOpMHU-
pPOBaHBI.
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7. MATEPUAJIBHO-TEXHUYECKOE OBECIHHEYEHUME JUCHUIIJIMHBI
Y4eOHoe 1 y4eOHO-12a00paTOPHOE 000pYy/A0BaHUE

Jl1s1 npoBeieHusl JIEKIIMOHHBIX 3aHATHI UCTIONIB3YyeTCS yueOHas ay IMTOPHS I IPOBEICHHUS
3aHSATUNA CEMUHAPCKOIO THIA, TPYNIOBBIX U UHIUBUIYaJIbHBIX KOHCYJIbTAIUHN, TEKYIIETO KOHTPOJIS U
MIPOMEXYTOYHON aTTeCcTallid, OCHAIEHHAS CHEIHATM3UPOBAHHON MEOEeIblo; JOCKOH ayIuTOPHOI;
J€MOHCTPALIMOHHBIM 00OPYJIOBaHHEM: MEPCOHAIBHBIM KOMIBIOTEPOM (HOYTOYKOM); IMEPEHOCHBIM
(cTaOHApHBIM) IPOEKTOPOM.

Jlst mpoBeaeHNsl 3aHATHI J1a00PATOPHOIro THNA UCIOIb3YEeTCs yueOHasi ay IuTOPUS JUIs Jia-
00paTOpHBIX pabOT, BHIMOIHAEMBIX B KOMIIBIOTEPHOM KJIacce, OCHAIIEHHAs! CIIeNUaIN3UPOBAHHON Me-
0enblo; JIOCKOM ayJTUTOPHOM; MEPCOHANBHBIMU KOMIIBIOTEPAMH, CBS3aHHBIMU JIOKAJIbHON BBIYHCIH-
TEJNBHOM CEeThI0 ¢ MoJKIIoUeHueM K cetu uTepHet u goctynom B OMOC ¢unmana, yKOMIJIEKTOBaH-
Hasi CTOMKOMN C aKTUBHBIM CETEBBIM 000pyZOBaHHEM (KOMMYTAaTOpaMHU U MapHIPyTH3ATOPaMH).

J1s caMOCTOAATEIbHOM PadoThl 00YYAIOIIUXCS 110 AUCIUIUIMHE HCIIONB3YETCS MMOMEICHHE
JUISL CAMOCTOSITENIBHON paboThl 00YyYarOIIKUXCs, OCHAIIEHHOE CIECUATN3UPOBAHHON MeOelNblo; T0CKOM
ayJUTOPHOM; MEPCOHAIBHBIM KOMITBIOTEpAMHU C MOIKIIOYEHHEM K ceTH WHTepHeT W JOCTynoM B
BOUOC ¢Punuana.

IIporpammHoe obecrieuenmne

[Tpu npoBeneHNH JIEKIIMOHHBIX 3aHATUH MpeycMaTpUBaeTCs UCIIONIb30BaHKe akeTa Microsoft
Office (cucteMa 11 TOATOTOBKH U TIPOBECHUS mpe3eHTanuii Microsoft Power Point).

[Tpu npoBeneHnM 1a00PaTOPHBIX PAOOT CTYAEHTAMU MPEIyCMaTPUBAECTCS UCTIOIb30BAHUE CH-
MyssiTopoB cetu niepenaun ganaeix NetEmul, Cisco Packet Tracer, ananu3aropa ceTeBbIX TPOTOKOJIOB
Wireshark, cpensl pazpabotku Delphi B coctaBe Embarcadero RAD Studio u TekcToBOrO peiakropa
Microsoft Word st opopmieHust oTueTos.

8. OBECIHIEYEHHUE OBPA30BATEJIBHOI'O NTPOLECCA AJI5 JINL
C O'PAHUYEHHBIMH BO3MOKHOCTAMMU 3/10POBbSA U UHBAJINIOB

B X0A¢C peain3an JUCHUTIIIMHBI UCITOJIB3YOTCA CICAYIOMUC NOIMOJIHUTCIIBHBIC METOAbL O6y—
YCHU, TCKYIIETO KOHTPOJIA YCIIECBACMOCTH U HpOMGH(YTOqHOﬁ arTecTaliinuu 06yqa10m1/1xcs[ B 3aBHUCH-
MOCTHU OT UX UHAUBUAYAJIbHBIX 0COOEHHOCTEH:

JJIA CJIeNbIX U CJIA00BHAAIINX:

- JIEKIIUU OOPMIISIFOTCS B BUJIE AJIEKTPOHHOTO JOKYMEHTA, JOCTYITHOTO C TIOMOIIBIO KOMITbIO-
Tepa co CIEeIHATU3UPOBAHHBIM IPOTPAMMHBIM 00eCTICYCHUEM;

- MUCbMEHHBIE 3aJ]aHUs BBIMOIHIIOTCS HA KOMIBIOTEPE CO CHEIUAIU3HUPOBAHHBIM MPOTPAMM-
HBIM 00€CIIeYCHUEM, UIH MOTYT OBITh 3aMEHEHBI YCTHBIM OTBETOM;

- obecrieunBaeTCsl MHIMBUYalbHOE paBHOMEpHOE ocBemleHue He MeHee 300 mrokc;

- JUIS BBIMIOJTHCHUS 3aJIaHUS TTPH HEOOXOJIMMOCTH TPEOCTABIISCTCS YBEIUIHBAIOIIECE YCTPOH-
CTBO; BO3MOXHO TaK)Ke MCIIOIh30BaHHE COOCTBEHHBIX YBEIMYMBAIOIINX YCTPOUCTB;

- MIACbMEHHBIC 3aJITaHUs 0POPMIIIOTCS YBEITHUECHHBIM MIPU(TOM;

- 324€T MPOBOJIUTCS B YCTHOHM (pOpME HITH BBHIMOIHSIETCS B MUCbMEHHOM (popMe Ha KOMIIBIOTEPE.

JJIA TJIYXHX M CJIa00C/IbIIIAIIMNX:

- IEKIUU OPOPMIISIFOTCSI B BHJIE DJIEKTPOHHOTO JOKYMEHTA;

- MUChbMEHHBIC 3aaHUs BHITIOJHAIOTCS HA KOMITBIOTEPE B MUCbMEHHOU (opMme;

- 3a4€T POBOAUTCS B MUCHMEHHOW (pOopMe Ha KOMITBbIOTEPE; BO3MOXKHO IMpoBeeHne B (hopme
TECTUPOBAHUS.
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JJIS JIML ¢ HAPYLIEHUSIMH ONIOPHO-ABUTaTeIbHOI0 annapara:

- JIEKIIMH O0(OPMIISIIOTCS B BUJIE JIEKTPOHHOTO JOKYMEHTA, JOCTYIHOTO C TOMOIIbIO KOMIIbIO-
TEpa CO CIELUATU3UPOBAHHBIM IIPOTrPAMMHBIM 00ECIIEUEHUEM;

- MUCbMEHHBIE 3aJ]aHUs BBIMOIHIIOTCS HA KOMIBIOTEPE CO CIIEHUATM3UPOBAHHBIM MPOTrpamMM-
HBIM 00CCIICUCHUECM;

- 3a4€T MPOBOJUTCS B YCTHON (pOpMe WUITU BBIMIOJIHSAETCSA B MHUCbMEHHON (OopMe Ha KOMIIbIOTE-
pe;

- UCTIOJIb3YeTCA crenuanbHas yueOHas ayautopus s aui ¢ JIOB3 — ayn. 106 riraBHOro yueo-
HOro kopmyca 1o aapecy 214013, r. CmoneHnck, DHepreTuueckuil np-a, 1.1, 3aaHue 3HepreTuYecKoro
WHCTUTYTa (OCHOBHOH KOPIIYC).

[Tpu HEOOXOIUMOCTH MpeTyCMaTPUBACTCS YBEIMUEHUE BPEMEHH IS TIOATOTOBKU OTBETA.

[Tpouenypa mpoBeneHUs MPOMEKYTOUHOM aTTECTAlUU i1 OOyYalOIIMXCsA YCTaHABIUBACTCS C
Y4€TOM MX MHIUBHIYAIBHBIX MCUXo(du3ndecknx ocobenHocteil. [IpomMexxyTouHast arTecTamusi MOXKeT
MIPOBOJIUTHCS B HECKOJIBKO ITAIOB.

[Ipu mnpoBeneHuUH MpoOLEAYpPbl OLEHUBAHMS pe3yJbTaroB OOy4YeHHUs MpeaycMaTpHUBaeTCs
UCIOJIb30BAaHUE TEXHUYECKUX CPENICTB, HEOOXOAMMBIX B CBSI3U C MHIUBUAYATbHBIMU OCOOCHHOCTSIMHU
00y4JaromuXxcsi. ITH CPEeICTBA MOTYT OBITh MPEJOCTABICHBI (MIMAIOM, WIH MOTYT HCIIOJIB30BATHCS
COOCTBEHHbBIE TEXHUYECKUE CPEICTBA.

[TpoBenenue npoueaypsl OLEHUBAHUS PE3yIbTaTOB O0YUYEHMsI JOIYCKAETCS C UCIOIb30BAaHUEM
JUCTAHIIMOHHBIX 00Pa30BaTeNbHBIX TEXHOJIOTUH.

ObecnieunBaeTcss AOCTYN K HH(OPMAIMOHHBIM U OuOJMorpaguyecKuM pecypcaM B CeTH
HuTepHer 115 Kaxa0r0 o0yyaroierocs B opMax, aJanTUPOBAHHBIX K OTPAHUYEHUSM UX 3710POBbS U
BOCTIPUATHS HHPOPMALIUH:

JJIS CJIeNBbIX U CJ1a00BHASIIIMX:

- B Ie4aTHOM (hopMe YBEITNYEHHBIM IIPUPTOM;

- B (hOpMe IJIEKTPOHHOTO JOKYMEHTA;

- B (hopme ayauodaiina.

A TJIYXHX M CJ1a00CTIbIIIALIMX:

- B Ie4aTHoOM (opme;

- B (hOopMe 3JIEKTPOHHOT'O JOKYMEHTA.

AJ151 00y4aloIUXCsl ¢ HAPYIIEHUsIMU ONOPHO-ABUIATEJILHOI0 annapara:

- B IeyaTHOH popme;

- B (hopme 31eKTPOHHOTO TOKYMEHTA;

- B hopme aynuodaiina.

9. YYEBHO-METOJUYECKOE 1 HTHOOPMALIMOHHOE OBECIIEYEHUE
JUCHUTIINHBI

OcHoBHas JuTepartypa.

1. Kyty3oB O. U. UHpoKOMMYHUKaIIMOHHBIE CUCTEMBI U CETH [3JEKTPOHHBIN pecypc]: yueOHUK /
O. U. Kyty3o0B, T. M. Tarapauxosa, B. B. Llexanockuii. — Cankr-IlerepOypr: Jlans, 2020. — 244 c.
Pexum noctyna: https://e.lanbook.com/book/136177.

2. Kosran H.M. KomnsroTepHble ceTu [31eKTpOHHBIN pecypc]: yueOHnoe mocobue / H.M. Kosras.
— MuHCK: PUIIO, 2019. — 180 C. Pexum JIOCTyTa:
https://biblioclub.ru/index.php?page=book&id=599948.

3. TensOyx C.C. Cetu DBM u TeneKkOMMyHUKallUU. APXUTEKTypa U OpraHu3aius [AJIeKTPOH-
HBIH pecypc]: yuebnoe mocobue / C.C. I'ensOyx. — Cankr-IletepOypr: Jlanb, 2019. — 208 c. Pexum
nocryma: https://e.lanbook.com/book/118646.

4. OCHOBBI KCIUTyaTallil KOMIIBIOTEPHBIX CETEeW [IIEeKTPOHHBIA pecypc]: yueOHuK ans Oaka-
naBpoB: / JLH. lemumoB. — Mocksa: IIpomereit, 2019. — 799 c. Pexum pgocryma:
http://biblioclub.ru/index.php?page=book&id=576033.
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-

5. Bacems E.A. CuctemMHO€ aJIMUHUCTPHUpPOBaHKWE M MH(POpPMALMOHHAs 0€30MaCHOCThH [3JIeK-
TPOHHBIN pecypc]: yuedHoe mocodue/ E.A. bacweias; HoBocuOupckuii rocy1apCcTBEHHBIN TEXHUYECKHUMA
yauBepcureT. — HoBocubupck: HoBocnbupckuii rocy1apcTBeHHbIN TEXHHUYECKUI yHUBepcHuTeT, 2018.
— 79 c. Pexxum noctyna: URL: https://biblioclub.ru/index.php?page=book&id=575325.

JlonotHUTeILHAS JTUTEpPaTypa.

1. BeruucnurenbHble CUCTEMBI, CETH U TEJIEKOMMYHHKAIMU [AJIEKTPOHHBIN pecypc|: yueOHoe
nocobue / aBT.-cocT. C.B. Bynbik, A.C. Kpectaukos, A.A. Py3akos; mozg o6mr. pea. C.B. Byubik u ap.
— YenaOMHCK: UI'UK, 2016. — 116 C. Pexum JOCTyTa:
http://biblioclub.ru/index.php?page=book&id=492739.

2. Koakep A.b. TexHonormum ceTeBbIX KOMMYHHKAIIMK [3JEKTPOHHBIM pecypc]: ydeOHo-
metoamueckoe mocodue: / A.b. Konkep; HoBocubupckmii rocy1apCTBEHHBIH TEXHUYECKUH YHUBEPCH-
teT. — HoBocubupck: HoBocuOGupckuii rocynapcTBeHHbIN TexHUUeckuil yHusepcuret, 2016. — 92 c.
Pexxum noctyma: https://biblioclub.ru/index.php?page=book&id=576690.

3. Hukudopos C. H. Metoasl 3amuTel uHGOpManuu. 3allUIIeHHbIE CETH [IIEKTPOHHBIA pe-
cypc]: ydebnoe mocooue / C. H. Hukudopos. — Cankr-IlerepOypr: Jlanb, 2018. — 96 c. Pexxum no-
ctyna: https://e.lanbook.com/book/110935.

4. MoiiBona O. bezonacHOCTh ceTell [IeKTpOoHHBIN pecypc]: ydeOHoe mocodue. — 2-¢ u3a. / .
MbiiBona. — Mockea: UHTYUT, 2016. — 571 c. Pexxum goctyna: https://e.lanbook.com/book/100581.

5. T'ynesuda JI. CeTH CBSI3M CIEIYIOIIETO TIOKOJICHHUS [DIEKTPOHHBINA pecypc]: yueOHbIi Kypc //
WWW.INTUIT.RU: odunuaneusiii caiit Hanponansaoro OtkpeiToro YHusepcutera «MHTYUT».
Pexxum noctyna: https://www.intuit.ru/studies/courses/1150/157/info.

6. Xypnan «Cetu u cucTeMbl CBA3M» [3JEKTPOHHBIN pecypc]: http://www.ccc.ru.

7. Kypnan «TenekoMMyHHUKAITAN [PneKTpOHHBIN pecypcl:
http://www.nait.ru/journals/index.php?p _journal id=9.

CnHcok aBTOPCKMX MeTOAMYECKHX Pa3padoToK.

Metoauueckoe obecriedeHre no AucHUILinHe «CeTeBble TEXHOJIOTUNY BKIIIOYAET CIEAYIOIINE
aBTOPCKHE pa3pabOTKU:

— KOMIUIEKT JIeKIUH B opMaTe MyJIbTUMEIUNHBIX PE3EHTALUT;

— METOJIMYECKHE YKa3aHUs K J1a00opaTOpHBIM paboTam.

Y4eOHO-MeToInYecKHe MaTepHalbl pa3MEIIEHbl Ha pecypcax Kadeapsl.
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