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®opmupyemsie komrereHuu: 11K-7

Coneprxanue JUCIUTITUHBI
Jlextmu 17 . o 2 yaca:

1.1.  IIpaBoBas ocHOBa MH(MOPMAIIMOHHON 0€30MacHOCTH HH(OPMAIIMOHHBIX CUCTEM.

1.2.  IIpaBoBas 3ammTa HHPOPMALIUU TEPCOHATHHOTO XapaKkTepa, MIePCOHANbHBIC JaHHbIE.

1.3.  3akononarensctBo PD B 001acTu nHGOPMAIIMOHHON 06€30MIaCHOCTH.

1.4. TpebGomanus 3akoHOmarenbcTBa PXD mo Bompocam ymopsimoueHuss oOMeHa uH(opMaluel ¢ HUCHOIb30BaHHMEM HH(POPMAIIMOHHO-
TEJICKOMMYHHUKAIIMOHHBIX CETeH U MEPHI 10 UX 00ECIEeUYEHUIO.

1.5. OcnoBuble nonoxenuss PeaepanbHoro 3akoHa ot 27 utong 2006 1. Ne 152-D3 «O nepcoHanbHBIX JaHHBIX)» C U3MEHEHUSIMH U IOMOJIHEHUSIMHU.
1.6.  Bupael, MCTOYHHUKH U KIacCUPUKaAIUS yrpo3 UHPOPMAITMOHHON OE30MTaCHOCTH.

1.7.  Yrpo3sl 0€30MacCHOCTH MEPCOHANBHBIX JaHHBIX, YA3BUMOCTH HHPOpMAaIMOHHBIX cucTteM [1]1.

1.8.  BazoBas Momenb yrpo3 6€30MaCHOCTH TIEPCOHATBHBIX JIAHHBIX.

1.9.  OcHoBbI aynuTa HHGOPMAIIMOHHON OE30MaCHOCTH.

1.10. TlomuTuka 1 KOHIETIUS HHOOPMAIIMOHHON O€30ITaCHOCTH OpTaHU3aIlUH.

1.11. OCHOBHBIE METO/IBI U CPEICTBA OPTraHU3AINH 3AIUTHI HHPOPMAIUH.



CMONEHCKUA
Hanpasnenue noocomosxu 09.03.01 « ngopmamuka u vluuciumenvHas mexHuxKa, ( Sunu:
IIpogpune «Aemomamusuposannvie cucmemsbl 00paboOmKu uHgopmayuy u ynpasieHusy
Annomayus xk PIIJ] B1.B.11 «3awuma ungopmayuuy

1.12. MadopManimoHHBIE CHCTEMBI IEPCOHATBHBIX TAHHBIX.

1.13. Opranuzauus u BeaeHUE padoT Mo oOecrneyeHno Oe30MacHOCTH MEPCOHANBHBIX JaHHBIX NMPU UX 00paboTke B MH(MOPMAIIMOHHBIX CHCTEMax
I11.

1.14. Ananu3 akTyalbHbIX Yrpo3 HH(MOpMANIMOHHON Oe3omacHocTH (cortacHo omyOnukoBanHeIM cBeaeHusM DPCTIK). Hcmonb3oBanue
npunoxenus Cisco Packet Tracer st MogenupoBaHust AJIEMEHTOB HH()OPMAIIMOHHON 0€301MaCHOCTH BBIYMCIUTEIBHBIX CETSX.

1.15. OcHOBHBIE MPUHILHUITBI 3AIIUIIIEHHOTO 3JIEKTPOHHOTO JOKYMEHTO000POTA.

1.16. DnexTpoHHas HUQppoBas MOAMKCH.

1.17. Cucrema xpunrorpadudeckoit 3ammutsl Kpunrollpo.

Jlaboparopubie paboTsl 4 mT. 110 4 Yaca:

2.1. 3akonoparenbctBo PO B obnactu uHdopmaironHoit 6ezonacHoctu. [IpaBoBasi oxpaHa KOMIIBIOTEPHBIX Iporpamm U 6a3 gaHHbIX. [IpaBoBas
3alIMTa TEePCOHANBHBIX JAaHHBIX. TpeOoBaHusi 3akoHOnmareinbcTBa PO mo Bompocam ymopsaodeHuss oOMeHa WHQpOpPMAIUMed C HMCIOJIb30-BaHHEM
MH(OPMAITMOHHO-TEIEKOMMYHHKAIIMOHHBIX CETe M Mephl MO MX O0ecHeueHUIo. AHaIu3 aKTyalbHBIX yrpo3 MHGOPMAIMOHHON 0e30macHOCTH
(cormacHo omnyonukoBaHHbIM cBegeHuAM DCTIK). Hcnonb3oBanme mnpunoxkenus Cisco Packet Tracer nist MoaenupoBaHHs 3JIEMEHTOB
MH(POPMALIMOHHOM 6€30MaCHOCTH (OpraHU3aIus 3allUThl HA CETEBOM YPOBHE) B BBIYMCIUTEIb-HBIX CETSX.

2.2. Ananu3 ya3BUMOCTeH MH(POPMALMOHHBIX CHCTEM MEePCOHAIBHBIX JTaHHBIX. ba3oBas Mozenb yrpo3 0€30MacHOCTH MEPCOHANBHBIX JAaHHBIX MpPU
ux o0paboTke B MHGOPMAIMOHHBIX CHCTEMax MEPCOHANBHBIX NaHHBIX. Mcmons3oBanue npunoxeHusi Cisco Packet Tracer mist momenmpoBaHHs
3JIEMEHTOB HMH(POpPMAIIMOHHOW Oe30macHOCTH (OpraHu3alus 3allluThl HAa MPUKIAJAHOM YpPOBHE, CIHCKH YIPABIEHUS JOCTYIOM C LEIbIO
pasrpannueHus qoctymna K pecypcam [1K) B BBIYHCIN-TEIBHBIX CETAX.

2.3. O6mas cucrema oneHkH ysazBumocTei (Common Vulnerability Scoring System — CVSS). U3yuenue BozmoxHocTeir CVSS —kanbKymsTopa.
Pa3paborka monmutuku Oe30macHOCTH OpraHu3anuu. M3ydeHne OCHOBHBIX 3J€MEHTOB IMPOrPAMMHBIX CPEACTB, OOECHEYMBAIOUIMX 3aIIUTy OT
BPEIOHOCHBIX NpOrpaMM Ha mpumepe antuBupyca Kacnepckoro. PazpaboTka nonutuku 6€30macHOCTH OpraHU3allty.

2.4. zyueHre OCHOBHBIX 3JIEMEHTOB T'OCYIapCTBEHHBIX HHPOPMAIIMOHHBIX CUCTEM NEPCOHATIBHBIX JaHHBIX. Opranusaiys U BeJeHHe padoT 1Mo
o0ecrneueHunto 6e30MacHOCTH MEPCOHANBHBIX JAHHBIX MIPHU UX 00paboTke B MH(GOPMAIIMOHHBIX CUCTEMAaX MEePCOHANBHBIX JaHHbBIX. 3all0JIHEHUE
yBeoMIIeHus1 00 06paboTke (0 HAMEPEHUHU OCYIECTBIISATh 00PaOOTKY) MEPCOHATBHBIX TaHHBIX. OCHOBHBIE IPUHIIMIIBI TPUMEHEHUS HIIEKTPOHHOMN
udposoit noanucu. Cucrema kpunrorpaduyeckoit 3amutsr Kpunrollpo.
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