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®opmupyemsbie komnereHuu: [1K-7

CongepxaHWe MUCIHIIIHUHBI

Jlexmuu 17 mt. mo 2 4Jaca:

1.1.
1.2.
1.3.
1.4.

[IpaBoBas ocHoBa HH(MDOPMAITMOHHON 0€30MaCHOCTH HH()DOPMAITMOHHBIX CHCTEM.

[IpaBoBas 3amuTa HH(GOPMAIMK IEPCOHATBHOTO XapaKTepa, IepCOHANbHBIE JaHHBIE.

3akonomarenbcTBo PO B 06mactu nHGOpMAIIMOHHON 6€30TaCHOCTH.

TpeboBanust 3akoHomarenbcTBa P mo Bompocam ymopsoueHuss oOMeHa HMHQOpManueil ¢ HCHOJIb30BaHHWEM HH(OPMAIIMOHHO-

TCJIICKOMMYHHUKAIITUOHHBIX ceTel u MCPBI 11O UX 00eCIIeYeHHnIO.

1.5.
MHU.
1.6.
1.7.
1.8.
1.9.
1.10.
1.11.

Ocnouble nonoxenus: enepanbHoro 3akona ot 27 utoiig 2006 r. Ne 152-D3 «O nepcoHaNbHBIX JaHHBIX» ¢ U3MEHEHUSIMU U JIOTIOJIHEHUSI-

Bunpl, ncTouHNKY ¥ Kiaccuukanus yrpo3 HH(GpopMamoHHONH 6€30MacHOCTH.

VYTrpo3s1 6€30IMaCHOCTH NEPCOHATBHBIX TAaHHBIX, YA3BUMOCTH HH(POPMAIIMOHHBIX cucteM [1/1.
bazoBas Mmozenb yrpo3 6€30MacHOCTH MEPCOHABHBIX TAHHBIX.

OcHoBBI ayauTa HHOOPMAITMOHHONW 0€30MMaCHOCTH.

[TonuTyka 1 KOHIETIUSA HHPOPMAITHOHHON 0€30IaCHOCTH OpTraHU3aLUH.

OCHOBHBIE METO/IbI U CPEACTBA OPTaHU3AIUH 3aIUTH HH()OPMAITIH.




1.12. HHpopMaIMOHHBIE CUCTEMBI IEPCOHATBHBIX TAHHBIX.

1.13. Opranuzanus 1 BefeHUE padoT Mo o0ecreueHn0 0€30MacCHOCTH MTEPCOHABHBIX JTAHHBIX TIPH WX 00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAaX
T

1.14. Amnanu3 akTyalbHBIX YIpo3 HHGOPMAIIMOHHON Oe30macHOCTH (coriacHo omyosmkoBaHHBIM cBeneHusM PCTOK). Ucnons3oBanue mpusio-
xenus Cisco Packet Tracer st MoenupoBa-HUsI 3JIEMEHTOB HH(POPMALIMOHHOM 6€301MacCHOCTH BBIYHUCIUTENBHBIX CETSX.

1.15. OcHOBHBIC TPUHITUIIBI 3ANTUIIICHHOTO JIEKTPOHHOTO JOKYMEHTO000pOTAa.

1.16. DnexTpoHHas UQPPOBAst MOIMHUCH.

1.17. Cucrema xpunrorpaduueckoit 3ammutsl Kpunrollpo.

JlaGopatopHbie paboThl 4 mT. 1o 4 yaca:

2.1. 3akonomarenscTtBo PO B 0o6nactu npopMannonHoi 6e3omacHocTu. [IpaBoBasi oxpaHa KOMITBIOTEPHBIX MporpaMM U 0a3 naHHbIX. [IpaBoBas
3alUTa NePCOHANBHBIX JaHHBIX. TpeboBaHus 3aKoHoaaTenbecTBAa PO 1o Bompocam ymnopsioueHus: ooMeHa uHpopMaiei ¢ UCroab30BaHHEM UH-
(bopMaIMOHHO-TEICKOMMYHUKAIIMOHHBIX CETEH M MEphI M0 UX 00ECIeUCHUI0. AHAIU3 aKTyalbHBIX YIpo3 WH(OpMAIMOHHOW Oe30macHOCTH (co-
riacHo onyonukoBaHHbIM cBeieHusM OCTIK). Ncnons3oBanue npunoxkenus: Cisco Packet Tracer mins MmojenupoBaHus 3J1€MEHTOB HH(POpPMAITH-
OHHOM 0€30MacHOCTH (OpraHU3alMsl 3alUTHl Ha CETEBOM YPOBHE) B BHIYHCIUTEIbHbBIX CETAX.

2.2. Ananu3 ya3BUMOCTEH MH(POPMALMOHHBIX CUCTEM NEPCOHAIBHBIX AaHHBIX. ba3oBas Mozaenb yrpo3 6e30MacHOCTH MEPCOHATIBHBIX JAHHBIX MPH
ux o0paboTke B MH(POPMAIMOHHBIX CHUCTEMax MEPCOHANBHBIX AaHHBIX. Mcmonb3oBanue npunokenus Cisco Packet Tracer mist MmomenupoBanmst
3JIEMEHTOB MH(POPMALMOHHOM 0€30MacHOCTH (OpraHu3anys 3alUThl Ha IPUKJIATHOM YPOBHE, CIIUCKU YIIPABJICHUS JOCTYIIOM C IIENIbIO pa3rpaHuye-
Hus goctymna k pecypcam [1K) B BBIUMCTUTENBHBIX CETSX.

2.3. O6mas cuctema onenku yszBumocteil (Common Vulnerability Scoring System — CVSS). M3yuyenue BozmoxkHocTeit CVSS —kanbkynsropa.
Pa3paboTka monutuku 6e30macHOCTH OpraHu3anuu. M3yueHne OCHOBHBIX JIEMEHTOB IPOrPaMMHBIX CPENICTB, 00E€CIEUUBAIOIINX 3aIUTY OT BPEIO-
HOCHBIX IPOrpaMM Ha puMepe antuBupyca Kacnepckoro. Pa3paboTka monutuku 6€30macHOCTH OpraHU3aIIH.

2.4. NzydyeHne OCHOBHBIX 3JI€MEHTOB IrOCYAapCTBEHHBIX MH(QOPMAIIMOHHBIX CHCTEM IEPCOHAJIbHBIX NaHHBIX. OpraHuzauus U BeleHHe padoT Mo
o0ecrieyeHnI0 0€30IaCHOCTH MEPCOHANBHBIX JaHHBIX MPU UX 00paboTKe B MH(POPMAIIMOHHBIX CHCTEMaX MEepCOHANbHBIX JaHHBIX. 3allOJHEHUE YBe-
nomiieHus 00 00paboTke (0 HAMEPEHHH OCYIIECTBIATH 00pa0OTKY) MEepCOHANBHBIX JaHHBIX. OCHOBHBIC MPUHIIUIIBI TPUMEHEHUS SJICKTPOHHON
udposoit noanmucu. Cucrema kpunrorpapudeckoi 3amutsl Kpunrollpo

I'ox Hayana moarotoBku (o yuebHomy tany) 2020
O6pazosarenbublii ctanaapT (PI'OC)  Ne 929 ot 19.09.2017




