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®opmupyemsbie komnereHuuu: [1K-7

CongepxaHWe TUCIIHIIJIHUHBI

Jlexmuu 17 mr. mo 2 4Jaca:

1.1.  IIpaBoBas ocHOBa HH(pOPMAITMOHHOMN 6€30MaCHOCTH HMHPOPMAITMOHHBIX CUCTEM.
1.2.  TlpaBoBas 3amuTa uH(pOpPMAIMK TEPCOHATBHOTO XapaKTepa, epCoOHaTbHbBIE TaHHBIC.

1.3. 3akonomarenbctBo PD B 06macTn nHGOpMAIIMOHHON 6€30TTaCHOCTH.

1.4. TpeboBanus 3akoHomarenbcTBa P mo Bompocam ymopsjgoueHuss oOMeHa HHQOpManueil ¢ HCHOJIb30BaHHWEM HH()OPMAIIMOHHO-

TCJIICKOMMYHHUKAIITMOHHBIX ceTel u MCPBI IO UX 00eCIIeYeHHIO.

1.5.  OcHoBuble nonoxenust @enepanbHoro 3akoHa oT 27 utonst 2006 1. No 152-03 «O nepcoHanbHbIX JaHHBIX» C U3MEHEHUSIMU U JIOTIOJIHEHUSI-

MH.

1.6.  Bunapl, HICTOYHUKH U KJIaccuuKanus yrpo3 HH(GOpMaImoHHON 6€30MacCHOCTH.
1.7.  Yrpo3sl 6€3011acCHOCTH NEPCOHATBHBIX JIAHHBIX, YI3BUMOCTH HHGOPMAIIMOHHBIX cucTeM [1]1.

1.8.  bazoBas Mojenb yrpo3 6€30MacHOCTH MEPCOHATBHBIX TAHHBIX.

1.9.  OcHoBbI aynuTa HHPOPMAITMOHHON O€30MaCHOCTH.

1.10. TlonuTHka M KOHUENIH WH(OPMAIIMOHHON 0€30MacHOCTH OpraHU3alHH.

1.11. OcHOBHBIC METO/IBI U CPEICTBA OPTAHU3AIINN 3AIIUTH HH()OPMAITUH.




1.12. HHpopMaIMOHHBIE CUCTEMBI IEPCOHATBHBIX TAHHBIX.

1.13. Opranuzanus 1 BefeHUE padoT Mo 00ecreueHrn0 0e30MacCHOCTH MTEPCOHABHBIX JTAHHBIX TIPH WX 00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAaX
T

1.14. Amnanu3 akTyalbHBIX YIpo3 HHGOPMAIIMOHHON Oe30macHOCTH (coriacHo omyosmkoBaHHBIM cBeneHusM PCTOK). Ucnons3oBanue mpusio-
xenus Cisco Packet Tracer st MoenupoBa-HUsI 3JIEMEHTOB HH(POPMALIMOHHOM 6€301MacCHOCTH BBIYHUCIUTENBHBIX CETSX.

1.15. OcHOBHBIC TPUHITUIIBI 3ANTUIIICHHOTO JIEKTPOHHOTO JOKYMEHTO000pOTAa.

1.16. DnexTpoHHas UQPPOBAst MOIMHUCH.

1.17. Cucrema xpunrorpaduueckoit 3ammutsl Kpunrollpo.

JlaGopatopHbie paboThl 4 mT. 1o 4 yaca:

2.1. 3akonomarenscTtBo PO B 0o6nactu napopMannmonHoi 6e3omacHocTu. [IpaBoBas oxpaHa KOMITBIOTEPHBIX MporpaMM U 0a3 naHHbIX. [IpaBoBas
3alUTa NePCOHANBHBIX JaHHBIX. TpeboBaHus 3aKoHoaaTenbecTBAa PO 1o Bompocam ymnopsioueHus: ooMeHa uHpopMaiei ¢ UCroab30BaHHEM UH-
(bopMaIMOHHO-TEICKOMMYHUKAIIMOHHBIX CETEH M MEphI M0 UX 00ECIeUCHUI0. AHAIU3 aKTyalbHBIX YIpo3 WH(OpMAIMOHHOW Oe30macHOCTH (co-
riacHo onyonukoBaHHbIM cBeieHusM OCTIK). Ncnons3oBanue npunoxkenus: Cisco Packet Tracer mins MmojenupoBaHus 3J1€MEHTOB HH(POpPMAITH-
OHHOM 0€30MacHOCTH (OpraHU3alMsl 3alUTHl Ha CETEBOM YPOBHE) B BHIYHCIUTEIbHbBIX CETAX.

2.2. Ananu3 ya3BUMOCTEH MH(POPMALMOHHBIX CUCTEM NEPCOHAIBHBIX AaHHBIX. ba3oBas Mozaenb yrpo3 6e30MacHOCTH MEPCOHATIBHBIX JAHHBIX MPH
ux o0paboTke B MH(POPMAIMOHHBIX CHUCTEMax MEPCOHANBHBIX AaHHBIX. Mcmonb3oBanue npunokenus Cisco Packet Tracer mist MmomenupoBanmst
3JIEMEHTOB MH(POPMALMOHHOM 0€30MacHOCTH (OpraHu3anys 3alUThl Ha IPUKJIATHOM YPOBHE, CIIUCKU YIIPABJICHUS JOCTYIIOM C IIENIbIO pa3rpaHuye-
Hus goctymna k pecypcam [1K) B BBIUMCTUTENBHBIX CETSX.

2.3. O6mas cuctema onenku yszBumocteil (Common Vulnerability Scoring System — CVSS). M3yuyenue BozmoxkHocTeit CVSS —kanbkynsropa.
Pa3paboTka monutuku 6e30macHOCTH OpraHu3anuu. M3yueHne OCHOBHBIX JIEMEHTOB IPOrPaMMHBIX CPENICTB, 00E€CIEUUBAIOIINX 3aIUTY OT BPEIO-
HOCHBIX IPOrpaMM Ha puMepe antuBupyca Kacnepckoro. Pa3paboTka monutuku 6€30macHOCTH OpraHU3aIIH.

2.4. NzydyeHne OCHOBHBIX 3JI€MEHTOB IrOCYAapCTBEHHBIX MH(QOPMAIIMOHHBIX CHCTEM IEPCOHAJIbHBIX NaHHBIX. OpraHuzauus U BeleHHe padoT Mo
o0ecrieyeHnI0 0€30IaCHOCTH MEPCOHANBHBIX JaHHBIX MPU UX 00paboTKe B MH(POPMAIIMOHHBIX CHCTEMaX MEepCOHANbHBIX JaHHBIX. 3allOJHEHUE YBe-
nomiieHus 00 00paboTke (0 HAMEPEHHH OCYIIECTBIATH 00pa0OTKY) MEepCOHANBHBIX JaHHBIX. OCHOBHBIC MPUHIIUIIBI TPUMEHEHUS SJICKTPOHHON
udposoit noanmucu. Cucrema kpunrorpapudeckoi 3amutsl Kpunrollpo
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