Hanpaenenue noocomosxu 09.03.01 «Hughopmamuka u evruuciumenvras mexnuxa» S

Ipoghuns «Ilpocpammmnoe obecneuenue cpedcms blYUCTUMENbHOU MEXHUKU U A8IMOMAMUZUPOBAHHBIX CU-

cmem»

Annomayus k PIIJ] 51.B.11 «3awuma ungopmayuu»

s [JOKYMEHT MOAMUCAH
me_ DJIEKTPOHHOWN MOAMUCHIO

Bnapneneu: ®epnynos AnekcaHap Cepreesuy
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OencteuteneH: 06.05.2025 - 30.07.2026

09.03.01 NHdopmaTMKa 1 BblYUCANTENBbHASA TEXHUKA

lpogpurns: [poepammHoe obecneyeHue cpedcme 8bI4UCIUMEILHOU MEeXHUKU U a8moMamu3upo8aHHbIX cucmem

b1.B.11 «3ammuTa uHbOpMAITI»
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®opmupyembie komnerenuuu: [1K-7

ConepxaHue MUCIHUIIIHUHBI

Jlekuuu 17 wr. mo 2 yaca:

1.1.
1.2.
1.3.
1.4.

[IpaBoBas ocHoBa nHMOPMAITMOHHOM 0€30MaCHOCTH HH(POPMAITMOHHBIX CUCTEM.

[IpaBoBast 3amuTa HHGOPMAITUU IEPCOHATLHOTO XapaKTepa, IEPCOHATbHBIE JaHHbIC.

3akonomarenbctBo PO B 06mactu uHGpOpMaMOHHON 6€30TaCHOCTH.

TpeboBanust 3akoHomatenbctBa P mo Bompocam ymopsgoueHuss oOMeHa uHQoOpManueld ¢ HUCMOIb30BaHWEM HWH(GOPMAIMOHHO-

TEJIEeKOMMYHUKALIMOHHBIX CETEH 1 MEpHI 10 UX 00ECIIEUYEHHUIO.

1.5.
MHU.
1.6.
1.7.
1.8.
1.9.
1.10.
1.11.

OcHoBHble nionoxeHus: GenepanbHoro 3akona ot 27 utoiig 2006 r. Ne 152-D3 «O nepcoHanbHBIX JaHHBIX» ¢ U3MEHEHUSAMH U JOTIOJIHEHU -

Bunbl, nctounuku u kiaccudukaius yrpo3 nHGOpMaIMOHHON 06€3011aCHOCTH.

VYrpo3bl 6€301aCHOCTH MEPCOHATIBHBIX JaHHBIX, YA3BUMOCTH MH(GOpMaMOHHBIX cucTeM [T/
bazoBast Moens yrpo3 6€30MacHOCTH MEPCOHATBHBIX JTaHHBIX.

OcHoBBI ayauTa HHOOPMAITMOHHOW 0€301MaCHOCTH.

[TonuTHKa 1 KOHLENIH HH(OPMAIIMOHHON 0€30MaCHOCTH OpraHU3alHH.

OcHOBHBIE METOBI U CPEICTBA OPraHU3ALNUN 3Tl HHPOPMAIUH.




1.12. HWudopmanmoHHbIE CUCTEMBI IEPCOHAIBHBIX TAHHBIX.

1.13. Opranuzanus u BeeHUE paboT 1o oOecrieueHn o 6€30MaCHOCTH MEPCOHATBHBIX JaHHBIX MPH UX 00padoTKe B HHPOPMAIIMOHHBIX CHCTEMaX
I11.

1.14. Amnanu3 axTyanbHbBIX yrpo3 WHPOpPMALMOHHON Oe3omacHoCTH (coriacHo omyOnukoBaHHBIM cBeneHusiM @CTOK). HMcnonp3oBanue mpuio-
xenus Cisco Packet Tracer anst MmonenupoBa-HUS 371€MEHTOB HHGOPMAIIMOHHON 0€3011aCHOCTH BBIUMCIUTEIbHBIX CETAX.

1.15. OcHOBHBIC TPUHIIMITHI 3AMUIIEHHOTO YJIEKTPOHHOTO JOKYMEHTOO00pOTA.

1.16. DnektpoHHas nudpoBas MOIIUCE.

1.17. Cucrema xpunrorpadudeckoit 3amutsl Kpunrollpo.

JlaGopaTopHblie paboThI 4 1IT. 110 4 Yaca:

2.1. 3akononarenscTtBO PD B 06mactu mHpOpMaImoHHo# Oe3onmacHocTu. [IpaBoBas oxpaHa KOMIBIOTEPHBIX IporpaMM ¥ 0a3 maHHbIX. [IpaBoBas
3aIUTa MePCOHANBHBIX JaHHBIX. TpeboBaHus 3akoHOAaTensCcTBA PD mo BompocaM ymnopsipodeHus ooMeHa nHpopMalueid ¢ UCIoNIb30BaHHEM HH-
(opMaOHHO-TEIEKOMMYHUKAIIMOHHBIX CETe W MEpHI M0 MX 00ecredeHuto. AHAIN3 aKTyalbHBIX Yrpo3 WH(GOPMAIMOHHON Oe30macHoCTH (Co-
riacHo onyOnukoBaHHbIM cBeneHusM OCTIK). UcnonszoBanue npunoxenus Cisco Packet Tracer mist MoaenupoBaHus 31eMeHTOB HH(OpMaIIu-
OHHOM 0€301acHOCTH (OpraHU3aIHs 3alUTH HA CETEBOM YPOBHE) B BEIYMCIUTEIBHBIX CETSX.

2.2. AHanu3 ys3BUMOCTel MH(GOPMAIMOHHBIX CUCTEM MEPCOHANBHBIX JaHHBIX. ba3oBas Monenb yrpo3 0€30MacHOCTH NMEPCOHANBHBIX JaHHBIX MPH
ux 00paboTke B MHPOPMAIMOHHBIX CHCTEMax MEPCOHANBHBIX MaHHBIX. Mcnons3oBanue mpunoxenus Cisco Packet Tracer mnms moaenupoBaHwus
3JIEMEHTOB MH(OPMAIIMOHHON 0€30MacHOCTH (OpraHu3alus 3alUThl Ha MIPUKIATHOM YPOBHE, CIIUCKU YIIPABIEHUS JOCTYIIOM C IIEJIbIO pa3rpaHuye-
HUS octyna kK pecypcam [1K) B BBIYHCIHTENBHBIX CETAX.

2.3. O6mas cuctema oneHku ysazsumocteir (Common Vulnerability Scoring System — CVSS). Usyuenue Bo3moxuocteit CVSS —kanbKysiTopa.
Pa3paboTka monmuTuky 6€30MacHOCTH OpraHU3anuu. M3ydeHne OCHOBHBIX AJIEMEHTOB IPOTPAMMHBIX CPEACTB, 00ECTICYMBAIOIINX 3aIIUTY OT BPEIO-
HOCHBIX MIPOrpaMM Ha mpuMepe antuBupyca Kacnepckoro. Pa3paboTka monutuku 6€30MacHOCTH OpraHU3ally.

2.4. VI3y4eHne OCHOBHBIX DJIEMEHTOB TOCYJIapCTBEHHBIX MH()OPMAIIMOHHBIX CHCTEM TEPCOHANBHBIX MaHHBIX. OpraHu3anus ¥ BeJCHUE PadoT Mo
obecrnevyeHn0 6e30MacHOCTH MePCOHANBHBIX JaHHBIX MPH UX 00paboTKe B MH(OPMAIIMOHHBIX CUCTEMaxX MEPCOHANBHBIX JIaHHBIX. 3alOTHEHHUE YBe-
nomiieHus: 00 oOpaboTke (0 HaMEpeHUHU OCYIIECTBIATH 00pabOTKy) MepCOHANbHBIX JaHHBIX. OCHOBHBIE NMPUHIUIBI TPUMEHEHHUS 3JIEKTPOHHON
ugpoBoit noanucu. Cucrema kpuntorpaduueckoit 3ammtel Kpunrollpo
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