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®opmupyembie komnerenuuu: [1K-7

Coz[epxcaHI/Ie AUCIUIIIIHUH bI

Jlexkmnu 17 mrr. o 2 4gaca:

1.1.
1.2.
1.3.
1.4.

ITpaBoBast ocHOBa MHPOPMALIMOHHOM 6€301MacHOCTH HH(POPMAIIMOHHBIX CUCTEM.

[IpaBoBast 3amuTa HHPOPMAIIUU IEPCOHATILHOTO XapaKTepa, IepCOHANbHBIE JaHHbIE.

3akoHonaTenscTBO PO B 001acTu nHpOpMaMOHHON 6€30MaCHOCTH.

TpeboBanust 3akoHonmatenbctBa P® mo Bompocam ymopsgoueHuss oOMeHa HHQoOpManMed ¢ HCMOJIb30BaHHEM HH(OPMAaLMOHHO-

TCIICKOMMYHHUKAIIUOHHBIX ceTel u MCDPBEI 110 UX 00€eCIIeUCHHIO.

1.5.
MHU.
1.6.
1.7.
1.8.
1.9.
1.10.
1.11.

OcHoBnbie ntonoxenus: GenepanpHoro 3akoHa ot 27 uroiig 2006 1. Ne 152-®3 «O nepcoHaNbHBIX JAHHBIX» C U3MEHEHUSIMHA U JTONIOJTHEHUSI-

Bupl, uctounuku u kinaccudukamus yrpo3 HHGOpPMAIMOHHONW 0€30MaCHOCTH.

Yrpo3bl 0€30MaCHOCTH MEPCOHATBHBIX JTAHHBIX, YA3BUMOCTH HH(POPMAIIMOHHBIX cucTeM [1]].
bazoBast Mozenb yrpo3 6€301MacHOCTH IEPCOHATBHBIX JTAHHBIX.

OcHoBbl aynuTa HHPOPMAIIMOHHOM 0€301acHOCTH.

[TonuTrka 1 KoHIENIHU MHPOPMAIIMOHHON 0€30MacCHOCTH OpPTraHU3aIUH.

OcCHOBHBIE METOIBI U CPEICTBA OPTraHU3ALNUN 3Tl HHPOPMAIUH.




1.12. HudopmarmoHHbIe CHCTEMBbI IEPCOHAIBHBIX TaHHBIX.

1.13. Opranmzanys ¥ BeieHHE padOT M0 00eCIIeYeHHI0 0€30IMaCHOCTH NIEPCOHATBHBIX JAaHHBIX MPU X 00paboTke B MHGOPMAIIMOHHBIX CHCTEMax
T

1.14. AmnHanu3 akTyaJbHBIX yrpo3 WH(popManmoHHOW Oe30omacHOCTH (coracHo onmybnaukoBaHHBIM cBeaeHusM OCTIK). Mcnonb3oBanue mpuio-
xenus Cisco Packet Tracer st MoienupoBa-HUsl 3JIEMEHTOB HH(POPMALIMOHHOM 6€301MaCHOCTH BBIYMCIUTENBHBIX CETSX.

1.15. OcHOBHBIEC MPUHIIMIIBI 3AMIUIIEHHOTO 3JIEKTPOHHOIO JOKYMEHTO000pOTA.

1.16. DnekrponHas nudpoBast MOAMKCH.

1.17. Cucrema kpunrorpapuueckoi 3amutsl Kpunrollpo.

JlaboparopHbie paboThI 4 mT. 10 4 Yaca:

2.1. 3akonogarensctBo P® B ob6nactu unpopmanmonHoit 6ezonacHoctu. [IpaBoBas oxpaHa KOMIBIOTEPHBIX Iporpamm u 6a3 panHbiX. [IpaBoBas
3alUTa MePCOHANBHBIX TaHHBIX. Tpedo-BaHus 3akoHOaTenbcTBa PD 1o Bompocam ymopsigodeHus oOMeHa nH(popMaIuei ¢ uCroib30-BaHUEM HH-
(dbopMaIrmOHHO-TEIEKOMMYHUKAIIMOHHBIX CETEH W MEphl MO MX O0eCleueHUI0. AHAIN3 aKTyallbHBIX Yrpo3 HHPOPMAIIMOHHON Oe3omacHoCTH (Co-
rinacHo onyomukoBaHHBIM cBefeHnsiM @CTOK). Mcenonb3oBanue npunoxenus Cisco Packet Tracer anmst MopenupoBaHus 3JIEMEHTOB WH(pOpMAIIU-
OHHOM 0€301acHOCTH (OpraHU3aIMs 3AIIUTHI HA CETEBOM YPOBHE) B BHIUMCIUTENb-HBIX CETSIX.

2.2. Ananu3 ys3BUMOCTeH MH()OPMAIIMOHHBIX CUCTEM IEPCOHABHBIX JAHHBIX. ba3zoBas Mojens yrpo3 0€30MacHOCTH MEPCOHATBHBIX JAHHBIX MPH
ux 00paboTke B MHPOPMAIIMOHHBIX CHCTEMax IMEpPCOHANbHBIX NaHHBIX. Mcmonb3oBanue mpunoxkenus Cisco Packet Tracer mis monmenupoBaHus
9JIEMEHTOB HH(POPMAIIMOHHOM 0€301MacHOCTH (OpraHU3anysl 3allUThl Ha MIPUKIIATHOM YPOBHE, CITUCKHU YIPABICHHS TOCTYIIOM C LIEIBIO pa3rpaHuye-
HUs octyna K pecypcam [1K) B BBIYMCAM-TENbHBIX CETAX.

2.3. O6mas cucrema oreHku ysssumocterr (Common Vulnerability Scoring System — CVSS). Usyduenune Bo3mokHoctelr CVSS —KaabKy/IsTOpA.
Pa3paboTka momuTHKKM 6€30MaCHOCTH Opra-HU3alMu. V3ydeHne OCHOBHBIX 3J€MEHTOB IMPOTrPAMMHBIX CPEJICTB, 00ECIeUNBAIOIINX 3aLIUTY OT Bpe-
JIOHOCHBIX TIPOTPpaMM Ha IpuMepe anTuBupyca Kacmepckoro. PazpaboTka noauTuku 6€30MacHOCTH OpTaHU3aIiH.

2.4. N3yueHne OCHOBHBIX 3JIEMEHTOB rOCY1apCTBEHHBIX MH(POPMAIIMOHHBIX CUCTEM MEPCOHANb-HBIX JaHHBIX. OpraHu3anus U BejieHue padoT 1o
oOecriedeHuto 0€301MacHOCTH MEPCOHANBHBIX TAaHHBIX TPH X 00paboTKe B MH()OPMAIIMOHHBIX CHCTEMAaX MEPCOHATBHBIX IAHHBIX. 3aIl0IHEHHE yBe-
JoMIIeHUs 00 00paboTKe (0 HAMEPEHUH OCYIIECTBIATh 00pabOTKY) MEPCOHANBHBIX TaHHBIX. OCHOBHBIE IPUHIIMITBI TPUMEHEHUS 3JIEKTPOHHON U }-
posoit noanucu. Cuctema kpuntorpagu-ueckoi 3amutel Kpunrollpo.
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