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®opmupyemsbie komnereHuuu: [1K-7

ConepxaHue NUCIUIMIUHEBI
Jlexnuu 4 mr. o 2 yaca:
1.1. IIpaBoBas ocHoBa MH(MOPMAITMOHHOW 0€30MacHOCTH MH(MOPMAIMOHHBIX cHUcTeM. [IpaBoBas 3amuTa HHGOPMAITUU TIEPCOHATBLHOTO XapaKTe-
pa, nepcoHasbHbIE JaHHblEe. OCHOBHBIE NosokeHUsT PenepanbHoro 3akoHa ot 27 uroast 2006 r. Ne 152-03 «O nepcoHanbHBIX JaHHBIX» C U3MEHE-
HUSIMU U TOTIOJTHEHUSIMH.
1.2.  Buzapl, MCTOYHUKH H KIacCUPHUKALMS yrpo3 HHPOPMALIMOHHON 6€30MacCHOCTH. YTPOo3bl 0€30MaCHOCTH MEPCOHATBHBIX TaHHBIX, YSI3BUMOCTH
nHpopmarnmonHsix cucreM [1]1. bazoBas Mmomens yrpo3 6€30macHOCTH MEPCOHATBHBIX JaHHBIX.
1.3, OcHoBbI aynuTa nH(pOpMaAIMOHHOM Oe3omacHocTH. OCHOBHBIE METOIBI M CPEJICTBA OpraHU3alUY 3aIIUTHl HHPOPMALIUH.
1.4. VHdopmanmoHHbIE CUCTEMBI NTEPCOHANBHBIX JaHHBIX. OpraHu3anus U BeleHue padboT 1Mo odecreyeHno 6€30MacHOCTH MEPCOHAIBHBIX JIaH-
HBIX IpH UX 00paboTke B MH(popmMarmonHbix cuctemax [1/1. OCHOBHBIC MPUHIUIIBI 3AIUIIEHHOTO 3JEKTPOHHOTO TOKYMEHTO000pOTa. DIEKTPOH-
Hast U poBast MOHUCH.
JlaGopatopHbie paboThl 2 WT. 1o 4 yaca:
2.1. 3akononmarensctBo PD B oOnactu mHbopmarmonHoi 6e3onacHocTu. [IpaBoBasi oXxpaHa KOMIBIOTEPHBIX MporpaMM U 0a3 naHHbBIX. [IpaBoBas
3alIUTa NePCOHANBHBIX JaHHBIX. TpeboBaHus 3akoHoaaTenbeTBa PO 1o Bompocam ynopsioueHus: ooMeHa nHpopMaiei ¢ UCIoib30BaHHEM UH-
(bopMaIMOHHO-TEICKOMMYHUKAIIMOHHBIX CETEH M MEphI M0 UX 00ECIeUCHUI0. AHAIU3 aKTyalbHBIX YIpo3 WH(OpMAIMOHHOW Oe30macHOCTH (co-



riacHo onyonukoBaHHbIM cBeieHusM OCTIK). Ncecnonb3oBanue npunoxenus: Cisco Packet Tracer mins MojenupoBaHus 31€MEHTOB HHPOpPMAITH-
OHHOM 0e30macHOCTH (OpraHu3alys 3allUThl HA CETEBOM YPOBHE) B BBIYMCIMTEIbHBIX CETAX. AHAIU3 YA3BUMOCTEH MH()OPMAIMOHHBIX CHUCTEM
NepCOHANBHBIX JaHHBIX. ba3oBas Moaens yrpo3 0€30MacHOCTH MEPCOHANBHBIX JTAHHBIX MPU UX 00paboTKe B MH(POPMAIIMOHHBIX CUCTEMaX IEpCo-
HaJbHBIX JaHHBIX. Mcnonb3oBanue npmioxenus: Cisco Packet Tracer mist MmomenupoBaHuUs 2JIEMEHTOB MH(POPMAIIMOHHON Oe30macHOCTH (OpraHu-
3alMsl 3alIUTHl Ha MPUKIIAJHOM YPOBHE, CIIMCKH YIPABICHUS JTOCTYIIOM C IIeTIbI0 pa3rpaHuyeHus noctymna kK pecypcam [1K) B BEIUMCIHUTENBHBIX Ce-
TAX.

2.2. O6mas cuctema onenku ysazBumocteil (Common Vulnerability Scoring System — CVSS). U3yuyenue BozmoxkHocTeit CVSS —kanbkynsropa.
Pa3pa0oTka moauTuku 6€30MaCHOCTH OopraHu3anuu. l3ydeHune OCHOBHBIX 3JEMEHTOB IPOTPAMMHBIX CPENICTB, 00OECIEUNBAIOIINX 3ALUTY OT Bpe-
JIOHOCHBIX IpOrpaMM Ha npumepe antuBupyca Kacnepckoro. Pa3paboTka monutuku 6€30nacHOCTH opranuzanui. V3yueHne OCHOBHBIX 3JIEMEHTOB
rOCYJapCTBEHHBIX MH(MOPMALMOHHBIX CHCTEM IEPCOHAIBHBIX JaHHbIX. OpraHuzanus U BeieHUEe padoT mo 00ecneyeHHIo Oe30MacHOCTH Mepco-
HAJIBHBIX JIAHHBIX TPU UX 00paboTKe B MHPOPMALMOHHBIX CUCTEMaX MEePCOHATBHBIX JIaHHBIX. 3alloOJHEHUE yBeaomieHus: 00 o0padoTke (0 Hamepe-
HUH OCYIIECTBIIATh 00pabOTKY) NEPCOHANBHBIX JaHHBIX. OCHOBHBIE MPUHIIUIIBI IPUMEHEHUS AJIEKTPOHHOH 11dpoBoi noanucu. CucremMa KpUnTo-
rpaduueckoit 3amutsl Kpunrollpo.
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