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®opmupyemsle komnereHuuu: [1K-7

CogepxaHue OQUCIHUIJIUHBI
Jleknu 4 mt. mo 2 yaca:
1.1.  IIpaBoBast ocHOBa MH(OPMAITMOHHOW O€30MacHOCTH MHPOPMALMOHHBIX cucTeM. IIpaBoBas 3amuTa HHPOPMALIUU IEPCOHATBHOTO XapaKTe-
pa, nepcoHanbHble HaHHble. OCHOBHBIE MOJ0XeHU DenepanbHoro 3akoHa ot 27 urons 2006 . Ne 152-D3 «O nepcoHabHBIX JaHHBIX» C U3MEHE-
HUSMH U TOTIOJTHEHUSIMH.
1.2. Bwuapl, BICTOYHUKH U Ki1accUUKAIUS YIpo3 HHOOPMAITMOHHOW 0€301aCHOCTH. YTPO3bl 0€30MMaCHOCTH MEPCOHATBHBIX JaHHBIX, YSI3BUMOCTH
uHpopmannonubix cucrem [1/1. ba3oBas Mogens yrpo3 6€30MacHOCTH MEPCOHANBHBIX TaHHBIX.
1.3.  OcHoBbI aynuTa nHGOpMaMOHHOM O6e30macHOoCTH. OCHOBHBIE METOJIBI M CPEJICTBA OPTaHU3AIMN 3aIIUTH HH(GOPMAITIH.
1.4. HWudopmanroHHbIE CHCTEMBI IEPCOHATBHBIX JaHHBIX. OpraHuzanus u BefeHue paboT mo odecrneueHno 0e30MaCHOCTH MePCOHAIBHBIX JaH-
HBIX IpU uX 00paboTke B nHGopManmoHHbix cuctemax I[1J[. OcHOBHBIE MPUHLHUIIBI 3AIIUIIEHHOTO 3JIEKTPOHHOTO JOKYMEHTO000pOTa. DIIEKTPOH-
Hast nu(dpoBast NOIIHCh.
JlaGopaTopHblie paboThI 2 1IT. TI0 4 Yaca:
2.1. 3axononarensctBo PO B obnactu nHpopmanoHHOH OezomacHocTu. [IpaBoBasi oXpaHa KOMIBIOTEPHBIX IporpamMMm U 6a3 maHHbIX. [IpaBoBas
3alUTa MepCOHaJIbHBIX JaHHBIX. TpeboBaHus 3akoHoAaTenscTBAa PO mo BompocaMm ymnopsaodeHus oOMeHa H(popManuen ¢ UCHOIb30BaHUEM HH-
(opMaLMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETel W MEpHI M0 MX oOecneueHuio. AHAIN3 aKTyaJbHBIX Yrpo3 MH(POPMALMOHHON 0e30macHOCTH (Co-



riacHo onyonukoBaHHbIM cBeieHusM OCTIK). Ncecnonb3oBanue npunoxenus: Cisco Packet Tracer mins MojenupoBaHus 31€MEHTOB HHPOpPMAITH-
OHHOM 0e30macHOCTH (OpraHu3alys 3allUThl HA CETEBOM YPOBHE) B BBIYMCIMTEIbHBIX CETAX. AHAIU3 YA3BUMOCTEH MH()OPMAIMOHHBIX CHUCTEM
NepCOHANBHBIX JaHHBIX. ba3oBas Moaens yrpo3 0€30MacHOCTH MEPCOHANBHBIX JTAHHBIX MPU UX 00paboTKe B MH(POPMAIIMOHHBIX CUCTEMaX IEpCo-
HaJbHBIX JaHHBIX. Mcnonb3oBanue npmioxenus: Cisco Packet Tracer mist MmomenupoBaHuUs 2JIEMEHTOB MH(POPMAIIMOHHON Oe30macHOCTH (OpraHu-
3alMsl 3alIUTHl Ha MPUKIIAJHOM YPOBHE, CIIMCKH YIPABICHUS JTOCTYIIOM C IIeTIbI0 pa3rpaHuyeHus noctymna kK pecypcam [1K) B BEIUMCIHUTENBHBIX Ce-
TAX.

2.2. O6mas cuctema onenku ysazBumocteil (Common Vulnerability Scoring System — CVSS). U3yuyenue BozmoxkHocTeit CVSS —kanbkynsropa.
Pa3pa0oTka moauTuku 6€30MaCHOCTH OopraHu3anuu. l3ydeHune OCHOBHBIX 3JEMEHTOB IPOTPAMMHBIX CPENICTB, 00OECIEUNBAIOIINX 3ALUTY OT Bpe-
JIOHOCHBIX IpOrpaMM Ha npumepe antuBupyca Kacnepckoro. Pa3paboTka monutuku 6€30nacHOCTH opranuzanui. V3yueHne OCHOBHBIX 3JIEMEHTOB
rOCYJapCTBEHHBIX MH(MOPMALMOHHBIX CHCTEM IEPCOHAIBHBIX JaHHbIX. OpraHuzanus U BeieHUEe padoT mo 00ecneyeHHIo Oe30MacHOCTH Mepco-
HAJIBHBIX JIAHHBIX TPU UX 00paboTKe B MHPOPMALMOHHBIX CUCTEMaX MEePCOHATBHBIX JIaHHBIX. 3alloOJHEHUE yBeaomieHus: 00 o0padoTke (0 Hamepe-
HUH OCYIIECTBIIATh 00pabOTKY) NEPCOHANBHBIX JaHHBIX. OCHOBHBIE MPUHIIUIIBI IPUMEHEHUS AJIEKTPOHHOH 11dpoBoi noanucu. CucremMa KpUnTo-
rpaduueckoit 3amutsl Kpunrollpo.
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