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®opmupyemslie komnereHuuu: [1K-7

CongepxaHue MUCIUIIIHUHBI

Jlekuu 17 mt. o 2 4aca:

1.1.
1.2.
1.3.
1.4.

[TpaBoBas ocHoBa nHMOPMAITMOHHON 0€30MaCHOCTH HH(POPMAITMOHHBIX CUCTEM.
[IpaBoBast 3amuTa HHGOPMAIIUU IEPCOHATLHOTO XapaKTepa, IEPCOHATbHBIC JaHHbIC.
3akonomarenbctBo PO B 06mactu uHGpOpMaMOHHOM 6€30TacCHOCTH.

TpeboBanust 3akoHonmatenscTBa P® 1o Bompocam ymopsjaodeHus oOMeHa HHGOpMaIMeld C HCIOJb30BaHHEM HH(POPMALMOHHO-

TEJIEeKOMMYHUKALIMOHHBIX CETEH U MEpHI 10 UX 00ECIIEUEHHUIO.

1.5.
MHU.
1.6.
1.7.
1.8.
1.9.
1.10.
1.11.

OcHoBHble nonoxeHus: GenepanbHoro 3akona ot 27 utoiig 2006 r. Ne 152-D3 «O nepcoHaNbHBIX JaHHBIX» ¢ U3MEHEHUSMH U JTOTIOJHEHU -

Bunbl, nctounuky u kiaaccuduiaius yrpo3 nHGOpMaIMOHHON 6€3011aCHOCTH.

VYrpo3bl 6€301aCHOCTH MEPCOHATBHBIX JaHHBIX, YA3BUMOCTH MH(GOpMalMOHHBIX cucTeM [1]1.
bazoBast Moens yrpo3 6€30MacHOCTH MEPCOHANBHBIX JTaHHBIX.

OcHoBBI ayauTa HHOOPMAITMOHHOM 0€30MMacHOCTH.

[TonuTHKa 1 KOHLENIH HH(OPMAIIMOHHON 0€30MaCHOCTH OpraHU3alHH.

OcHOBHBIE METObI U CPECTBA OPraHU3ALNUN 3Tl HHPOPMAIUH.




1.12. HHpopManMOHHBIE CUCTEMBI IEPCOHATBHBIX JAHHBIX.

1.13.  Opranuzanus 1 BeneHHe padboT M0 00ecreYeHn 0 0e30MacCHOCTH EPCOHANTBHBIX TaHHBIX MPU UX 00paboTKe B MH(OPMAIIMOHHBIX CUCTEMAaxX
I,

1.14. Amnanu3 akTyalnbHBIX yrpo3 MH(OPMAIMOHHON 0e30macHOCTH (coryiacHo omyonukoBaHHbIM cBefeHusM PCTOK). Mcnonp3oBanue mpuio-
xenus Cisco Packet Tracer 1u1st MozienupoBa-HUsI 3JIEMEHTOB HHPOPMALIMOHHOM 0€3011aCHOCTH BBIYMCIIUTENIBHBIX CETSX.

1.15.  OcCHOBHBIE PUHITUIIBI 3AMTUIIICHHOTO 3JIEKTPOHHOTO TIOKYMEHTO000POTA.

1.16. DnexTpoHHast mudpoBas MOIIHUCH.

1.17. Cucrema kpunrorpaduueckoii 3ammtel Kpunrollpo.

JlaGopatopHbie paboThl 4 WT. 110 4 yaca:

2.1. 3akonogarenscTBo PD B obmactu mHpopmManmonHoii 6e3onacHocTh. [IpaBoBasi oxpaHa KOMIBIOTEPHBIX MTporpamMm U 0a3 mpaHHbIX. [IpaBoBas
3alUTa NepCOHANbHBIX JaHHBIX. TpeboBaHus 3akoHonaTenscTBa PO mo Bompocam ynopsjoueHus oOMeHa nHpopMmalnmen ¢ HCHoIb30BaHUEM HH-
(opMaMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETe W MEpHI M0 MX 00ecreueHuro. AHAIN3 aKTyalbHBIX YIpo3 WH(GOPMAIMOHHON Oe30macHoCTH (Co-
riacHo onyOnukoBaHHbIM cBefleHUsIM DCTIK). Mcenonb3oBanue npunoxenus Cisco Packet Tracer ans MoaenupoBaHus 3J€MEHTOB HH(pOpMaIu-
OHHOM 0e301acHOCTH (OpraHU3aIsl 3alUTH HA CETEBOM YPOBHE) B BRIYMCIUTEIBHBIX CETSIX.

2.2. Ananu3 ys3BUMOcCTed MH(OPMAIIMOHHBIX CUCTEM IEPCOHANIBHBIX JaHHbIX. ba3oBas Mojens yrpo3 0€30MacHOCTH NEPCOHATBHBIX JAHHBIX MPH
ux 00paboTke B MH(POPMALMOHHBIX CHCTEMax MEPCOHAIBHBIX AaHHBIX. Mcmonp3zoBanue npunokenus Cisco Packet Tracer ans momenwpoBaHus
3JIEMEHTOB MH(POPMALIMOHHOM 0e30macHOCTH (OpraHu3anys 3alUThl Ha IPUKIIAJHOM YPOBHE, CIIMCKU YIIPaBJIEHUS IOCTYIIOM C LIEIbI0 pa3rpaHuye-
HUS octyna K pecypcam [1K) B BBIYHCIHTENBHBIX CETAX.

2.3. O6mas cucrema oueHku yszBumocteil (Common Vulnerability Scoring System — CVSS). M3yuenue BozmoxkHocTeit CVSS —kanbkynsaropa.
Pa3paboTka monmuTuky 6€30MacHOCTH OpraHU3anuu. M3ydeHne OCHOBHBIX AJIEMEHTOB IPOTPAMMHBIX CPEICTB, 00ECTIEYMBAIOIINX 3aIIUTY OT BPEIO-
HOCHBIX IporpaMM Ha npumepe antuBupyca Kacnepckoro. Pa3paboTka monutuku 6€30macHOCTH OpraHU3alyy.

2.4. VI3yyeHrne OCHOBHBIX DJIEMEHTOB T'OCYJapCTBEHHBIX MH()OPMAIIMOHHBIX CHCTEM MEPCOHANBHBIX NaHHBIX. OpraHu3anus ¥ BeJeHUE PadoT Mo
o0ecreyeHno 0€30MacHOCTU MEPCOHATBHBIX TaHHBIX MPU UX 00paboTKe B MH(GOPMALIMOHHBIX CUCTEMaX NMEePCOHABHBIX JaHHBIX. 3allOJHEHUE yBe-
nomiieHus: 00 oOpaboTke (0 HaMEpeHUHU OCYHIECTBIATH 00pabOTKy) MEepPCOHANbHBIX JaHHBIX. OCHOBHBIE NMPUHIUIBI TPUMEHEHHUS 3JIEKTPOHHON
udposoit noanucu. Cucrema kpuntorpapudeckoit 3amutsl Kpuntollpo
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